The California State University Viad Marinescu

OFFICE OF THE CHANCELLOR Vice Chancellor and
Chief Audit Officer
562-951-4430

Audit and Advisory Services vmarinescu@calstate.edu

401 Golden Shore
Long Beach, CA 90802-4210

May 9, 2025

Dr. Cathy A. Sandeen, President
California State University, East Bay
25800 Carlos Bee Boulevard
Hayward, CA 94542

Dear Dr. Sandeen:

Subject: Audit Report 24-24, Supplier Administration and Payments,
California State University, East Bay

We have completed an audit of Supplier Administration and Payments as part of our 2024-2025 Audit
Plan, and the final report is attached for your reference. The audit was conducted in accordance with
the Institute of Internal Auditors’ Global Internal Audit Standards.

| have reviewed the management response and have concluded that it appropriately addresses our
recommendations. The management response has been incorporated into the final audit report, which
will be posted to Audit and Advisory Services’ website. We will follow-up on the implementation of
corrective actions outlined in the response and determine whether additional action is required.

Any observations not included in this report were discussed with your staff at the informal exit
conference and may be subject to follow-up.

| wish to express my appreciation for the cooperation extended by university personnel over the course
of this review.

Sincerely,

Vi Ma—

Vlad Marinescu
Vice Chancellor and Chief Audit Officer

c: Mildred Garcia, Chancellor
Christopher Steinhauser, Chair, Committee on Audit
Yammilette Rodriguez, Vice Chair, Committee on Audit
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CALIFORNIA STATE UNIVERSITY, EAST BAY — SUPPLIER ADMINISTRATION AND PAYMENTS

EXECUTIVE SUMMARY

AUDIT OBJECTIVES AND BACKGROUND

In accordance with the fiscal year 2024/25 Audit Plan, as approved by the Board of Trustees, Audit and
Advisory Services performed an audit of supplier administration and payments (SAP) at California State
University, East Bay (CSUEB).

The objectives of the audit were to ascertain the effectiveness of operational, administrative, and financial
controls related to SAP and to ensure compliance with relevant federal and state regulations, Trustee
policy, Office of the Chancellor (CO) directives, and university procedures.

Each fiscal year, the California State University (CSU) spends approximately $2.3 billion on the purchase of
goods and services throughout the CSU system. The procurement process is a critical institutional support
function that ensures that students and professors have the resources they need to complete their work. In
recent years, many sectors, including higher education, have seen an increase in supplier and procurement
fraud, most notably, supplier imposter fraud.

The supplier master file (SMF) is one of the primary elements of procurement and accounts payable (AP)
operations and is a central repository of supplier information that is used to issue purchase orders and
make payments. The CSU has strengthened internal controls and protocols relating to supplier
management in the past few years, and a Procure-to-Pay initiative (P2P) is currently under way to develop
a centrally managed, common supplier master file for all CSU campuses and the CO. CSUEB is not yet on
P2P and currently manages its own supplier master file.

OVERALL CONCLUSION

Based upon the results of the work performed within the scope of the audit, except for the weaknesses
described below, the operational, administrative, and financial controls for SAP as of January 15, 2025,
taken as a whole, provided reasonable assurance that risks were being managed and objectives were met.

AUDIT SCOPE AND RESULTS

In general, we found that the university had an appropriate framework for supplier administration and
payments. CSUEB processed checks, automated clearing house (ACH), and wire payments in accordance
with CSU and university policies. Additionally, there was proper segregation of duties related to supplier
additions and changes.

However, our review did note areas for improvement in new supplier set-up and monitoring of SMF.
Specifically, a few duplicate suppliers were created and information recorded in supplier records was
inconsistent. Additionally, potential conflicts of interest between suppliers and employees were not
reviewed. Further, periodic monitoring of the SMF through available reports was not performed.

A summary of the observations noted in the report is presented in the table below. Further details are
specified in the remainder of the report.
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CALIFORNIA STATE UNIVERSITY, EAST BAY — SUPPLIER ADMINISTRATION AND PAYMENTS

Area Processes Reviewed Audit Assessment

Governance Roles and responsibilities, delegations of Effective — no reportable
authority, policies and procedures, and observations noted
training

Payment Approvals Disbursement process for checks, ACH, and Effective — no reportable

wires; segregation of duties; levels of review; observations noted
and approvals

Supplier Master File Processes relating to additions, changes, and Observations noted in

Administration deletions for supplier records, and additions, duplicate
identification and resolution of duplicate and  suppliers, and monitoring
dormant suppliers of the SMF

Access Controls User-access review of supplier-related Effective — no reportable
roles observations noted

Certain observations, recommendations, and management responses are detailed separately in Appendix
A, which is redacted from public release as they may be exempt from disclosure under the California Public
Records Act (PRA), Cal. Govt. Code §6255. To make a PRA request, please contact
auditreports@calstate.edu.

The audit focused on procedures in effect from January 1, 2023, through January 15, 2025. Our audit and
evaluation included the audit tests we considered necessary in determining whether operational,
administrative, and financial controls are in place and operative. Our review was limited to gaining
reasonable assurance that essential elements of SAP were in place and did not examine all aspects of the
program.
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CALIFORNIA STATE UNIVERSITY, EAST BAY — SUPPLIER ADMINISTRATION AND PAYMENTS

OBSERVATIONS, RECOMMENDATIONS, AND RESPONSES

1. NEW SUPPLIER SETUP
OBSERVATION
The processes for new supplier setup needed improvement.
Conflict of Interest

The university did not have a process to evaluate whether suppliers had potential conflicts of interest
with university employees. We identified five conflicts of interest in our review.

There was no mechanism during the new supplier set-up process to determine whether suppliers had
relationships with employees of the university. We reviewed eight suppliers that had the same address
as a university employee and found that two were employees of the university and three were related
to an employee of the department that used the supplier for goods or services. Specifically, we found
that:

e Inoneinstance, a lecturer at the university was also a subcontractor on a grant. The conflict of
interest was not identified until after the services had been provided. The employee was paid
$65,883 for the work performed.

e Infour instances, services totaling $5,150 were provided by either an employee or relative of an
employee in the same department requesting the services. The services provided were for
performing at an event, guest speaking, providing baked goods for an event, and licensing of
educational videos. These individuals received one-time payments for their services

Duplicate Suppliers
System controls around duplicate suppliers could be bypassed, resulting in some suppliers having more
than one record.

During the new supplier set-up process, staff should perform a review to ensure that a new supplier
does not have an existing record in the system. Also, during the entry of a new supplier in the common
financial system (CFS), CFS will display two warning messages if duplicate information is being entered,
such as same name, address, or tax identification number (TIN) of an existing supplier. However, these
warning messages can be bypassed, and a duplicate record can be created. We reviewed 14 potential
duplicate records and identified four duplicate suppliers. In two of the four instances, the university had
previously identified the duplicate supplier years before and added a comment in the supplier profile to
indicate it should not be used; however, the suppliers were still active in the system. The university
deactivated the duplicate records for these four suppliers during fieldwork, and no duplicate payments
were identified during the scope of the audit.

University policies did not address bypassing system controls during set up or periodically reviewing the
SMF for duplicate suppliers.

Supplier Records
The information included in supplier records in CFS was inconsistent.

University policy did not address what information was required for supplier records and where in the
supplier record the information should be included. Employees have different roles in CFS that dictate
the information they can access in the supplier records depending on their role in the process. When
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CALIFORNIA STATE UNIVERSITY, EAST BAY — SUPPLIER ADMINISTRATION AND PAYMENTS

information is not consistently included, certain groups of employees may not have access to the
information they need to perform their responsibilities. We reviewed 12 new supplier profiles and three
foreign supplier profiles and found inconsistency in where these suppliers’ business address, contact
name, phone number, and email address were included in supplier records. Specifically, we found that:

e In 10 instances, the supplier business phone number, the phone number related to remittance, or
email address was not consistently recorded in all the fields in the supplier record.

e Infive instances, the supplier record was missing either the business address, the remittance
contact’s name, or both.

e Intwo instances, foreign suppliers did not have contact information (contact name, email address,
and phone number) recorded in the supplier record, and in one instance, the contact information
was not consistently recorded in all fields in the supplier record. The university policy did not
address the need to obtain contact information for foreign suppliers, and the university does not
have a process to do so.

e Inthree instances, the wrong supplier classification was selected when a new supplier record was
created.

Address Verification

The university policy did not address an additional vetting process for new suppliers who listed a post
office box as an address. The lack of a physical address may be an indication that a supplier has been set
up fictitiously, therefore, verification of that address should be performed. The university did perform
an IRS TIN verification to verify the business name of suppliers, but it did not separately verify the post
office box as legitimate address for the business. We reviewed 29 suppliers with a post office box
address and noted that all were valid businesses.

Proper administration of the SMF can help to prevent the establishment of fictitious suppliers and
provide greater assurance of supplier data integrity.

RECOMMENDATION
We recommend that the university:
a. Develop or update policies and procedures to address the issues noted above.

b. Develop and implement a process to review suppliers for potential conflicts of interest before
creating a new supplier.

c. Communicate and distribute the updated policies and procedures to appropriate personnel.

MANAGEMENT RESPONSE

We concur.

a. We will update the current policies or procedures to address the areas noted above by
October 3, 2025.

b. We will update our process document to review suppliers for potential conflicts of
interest (COl) before creating a new supplier by October 3, 2025.
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CALIFORNIA STATE UNIVERSITY, EAST BAY — SUPPLIER ADMINISTRATION AND PAYMENTS

c. We will communicate and distribute the revised policies or procedures to the appropriate
personnel by October 17, 2025.

2. MONITORING THE SUPPLIER MASTER FILE
OBSERVATION

The university did not monitor additions and changes to the SMF to ensure the data integrity of the
supplier records.

The SMF should be reviewed to identify missing or erroneous data, unauthorized changes, and overall
SMF activity. The university currently reviews the SMF for dormant accounts and deactivates suppliers
with no activity in the previous four years. However, the university did not review other available
reports to monitor additions and changes to the SMF, such as the Recent Additions and Supplier
Changes report and the Pay Cycle Supplier Audit report.

Proper monitoring of the SMF can help the university review records for missing and incomplete
information and identify unauthorized changes to supplier records.

RECOMMENDATION
We recommend that the university:

a. Develop and implement a process to periodically review additions and changes to the SMF,
including documentation of management review.

b. Communicate and distribute the updated policies and procedures to appropriate personnel.

MANAGEMENT RESPONSE

We concur.

a. We will update the current policies or procedures to implement a process to periodically
review additions and changes to the SMF, including documentation of management
review by September 30, 2025.

b. We will communicate and distribute the revised policies or procedures to the appropriate
personnel by October 14, 2025.
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CALIFORNIA STATE UNIVERSITY, EAST BAY — SUPPLIER ADMINISTRATION AND PAYMENTS

GENERAL INFORMATION

ADDITIONAL BACKGROUND

Universities can use several different payment methods, including checks and electronic methods such as
ACH, procurement cards, and electronic wire transfers. The CSU Disbursements General Policy provides
requirements for each disbursement type, including the requirement that payments equal to or greater
than $50,000 require a second level of review and approval.

Some universities have adopted and implemented Payment Works, a third-party supplier management
platform outside of the CFS that provides a portal to allow suppliers to update their own information and
validates this information, allowing for greater assurance that supplier information is correct and
authorized. In addition, universities should also be utilizing an early warning system, such as Wells Fargo, to
confirm supplier bank account ownership prior to issuing payments. These services should be incorporated
into standard operating procedures and used in an effort to eliminate payments to fraudulent accounts.

The CSU is in the process of implementing a P2P system that will streamline the procurement and payment
process, increase visibility, and improve data quality for decision-making. P2P will have a suite of
capabilities, including supplier management and accounts payable functions. With P2P, some portions of
supplier management will be centralized, and new suppliers will need to be requested and put through a
review process before they can be added. Also, standardized request forms and requirements will ensure
that all information needed to assess suppliers and compliance will be gathered upfront, and for ACH
payments, the system will maintain secure and accurate banking information for payment. In P2P, suppliers
will be able to electronically submit invoices and will have self-service access to check invoice approval and
payment status. The CSU is working on having P2P fully implemented at all universities by the end of 2025.

CSUEB processed a total of approximately $84 million in disbursements in fiscal year 2023/24. About 75%
of the dollar amount of disbursements were distributed by ACH, 24% by check payments, and 1% by
electronic wire transfer. The university adopted the Wells Fargo early warning system in April 2024 and will
be transitioning to P2P sometime in 2025.

CRITERIA

Our audit was based upon standards as set forth in federal and state regulations and guidance, Trustee
policy, Office of the Chancellor directives, and university procedures, as well as sound administrative
practices and consideration of the potential impact of significant risks. This audit was conducted in
conformance with the Institute of Internal Auditors’ International Standards for the Professional Practice of
Internal Auditing.

This review emphasized, but was not limited to, compliance with:

e Government Code §13402 and §13403, Internal Controls

e (CSU Centralized Management of Cash and Investments Policy
e CSU Contracts and Procurement Manual

e CSU Disbursements — General Policy

CSU Information Security Policy and Standards

CSU Delegation of Fiscal Authority and Responsibility
Supplier Master File — Best Practices and Audit Issues

CSUEB Business Process Guide — Vendor Setup

e CSUEB Business Process Guide — Vendor Setup Desk Guide
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e CSUEB Wire Procedures

AUDIT TEAM

Senior Audit Manager: Hannah Gardener
Senior Auditor: Alexandra Gonzalez
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