This is an example only! 

For endorsed templates see CSU EO104 or contact your campus Business Continuity Coordinator!
Introduction

Executive Order 1014 requires that each campus develop and maintain a Business Continuity Plan (BCP) addressing the mitigation of, response to and recovery from a disaster that affects the lives and safety of our employees and our ability to fulfill the mission of our organization.

This document is intended to initiate the BCP process for the Insert Org Name.. Our approach is iterative and involves seven phases:

1- Disaster Risk Assessment

2- Data collection on critical functions and support systems to establish organization wide restoration priorities

3- Validation of priorities through executive review

4- Development of restoration strategies

5- Validation of strategies through executive review

6- Translation of strategies into, and documentation of, a detailed plan per organization

7- Testing and maintenance of the plan(s)
The accompanying forms are the basis for Phase 2 data collection on critical functions, support systems and personnel requirements from each organization. It is extremely important that each organization be represented and provide input regarding their most critical functions and support systems.  Once these forms are completed and returned to Insert Name. The BCP Coordinator will review the data and schedule interviews with the respondents to gain an in depth understanding of the responses. 
The information collected in Phase 2 will be aggregated across the organization to establish comprehensive restoration priorities and overall restoration strategies in Phases 3 through 5.  Once the overall strategies for restoration are established (i.e. identification of alternative work site, methodologies/timelines for restoration of the key systems, etc.), each organization will be given that information for their use in completing a detailed recovery plan for their organization in Phase 6.

Your cooperation in completing and submitting these forms by Insert Date is greatly appreciated.  If you have any questions, contact Insert Name and number.  Complete forms can also be e-mailed directly to insert email.
Section I.

Your Organization, Critical Functions, and Impacts

	Organization/Department Name:
	

	Locations (Addresses/Floor):
	

	Organization Leader/Manager:
	

	Telephone Number:
	

	E-mail:
	


1.1 What are the critical functions that you provide?

Critical functions are those that would have an adverse or negative impact on the this organization and/or its constituents if you were not able to perform the function in a timely manner. In some cases functions may be so critical that a significant negative impact would be felt after just several hours or one day, others may be delayed for weeks without tangible negative impact. Some distinctions are subtle.  An example is that paying employees may be critical function but payroll could be met without the function of processing time sheets. 

To help us identify and prioritize critical functions within the organization, we are asking you to provide us with information related to each critical function your department performs by completing Table 1.1.  Column definition headings are provided below.

	Critical Function Description
	A short description of critical functions that your organization performs



	Maximum Down Time
	A statement of the maximum time the function could be suspended without significant negative impact (to financial viability, contractual obligations, reputation or mission) of this organization and/or its constituents.  Assume the disaster occurs at the worst possible (most critical) time.  Please use categories of ≤3 days, 1 week or 1 month.  If there are no functions that must be restored within 1 month, please enter “None” in the first row.

	Relationship to Other Organizations
	Any known relationship to other organization’s critical functions. For example, is completing your critical function dependant on the performance and completion of another organization successfully completing a function? Similarly, is your function and the data or process key to another organization’s performance of their critical function? Please state these links in the last column of the table. If there are none, please state NONE.


Table 1.1 (Example)

	Function


	Critical Function Description
	Maximum Down Time (≤3 days, 1 week or 1 month): 
	Relationship to Other Organizations

(If you need more space please attach a separate page and reference Table 1.1)

	1
	Example: Manages Network Assets for Campus
	3 days
	CSU Campuses


Table 1.1 (Please Complete)

	Function
	Critical Function Description
	Maximum Down Time (≤3 days, 1 week or 1 Month):
	Relationship to Other Organizations

(If you need more space please attach a separate page and reference Table 1.1)

	1
	
	
	

	2
	
	
	

	3
	
	
	

	4
	
	
	

	5
	
	
	

	6
	
	
	

	7
	
	
	

	8
	
	
	

	9
	
	
	

	10
	
	
	



1.2   Degree of impact

The impact matrix below identifies organizations affected and the degree of impact from suspension of your critical business functions. Please complete the matrix below by listing the critical functions you identified in Section 1.1 (Table 1.1) and rate the impact to your Campus, CSU Mission, Other Universities, and the Community.  Please use the following alphabetic indicators:

A) High

B) Medium

C) Low

D) None

Table 1.2 (Example)

	Function 
	Campus
	CSU Mission
	Other

Univ.
	Community

	
	
	Instruction
	Research
	Culture
	Advancement
	Access
	
	Local
	State
	Federal

	1
	A
	D
	D
	D
	D
	C
	D
	D
	D
	D


Table 1.2 (Please Complete)
	Function
	Campus
	CSU Mission
	Other

Univ.
	Community

	
	
	Instruction
	Research
	Culture
	Advancement
	Access
	
	Local
	State
	Federal

	1
	
	
	
	
	
	
	
	
	
	

	2
	
	
	
	
	
	
	
	
	
	

	3
	
	
	
	
	
	
	
	
	
	

	4
	
	
	
	
	
	
	
	
	
	

	5
	
	
	
	
	
	
	
	
	
	

	6
	
	
	
	
	
	
	
	
	
	

	7
	
	
	
	
	
	
	
	
	
	

	8
	
	
	
	
	
	
	
	
	
	

	9
	
	
	
	
	
	
	
	
	
	

	10
	
	
	
	
	
	
	
	
	
	


Section II

Manual Processing Options

2.1 For each of the functions listed in Section 1.1, please fill in Table 2.1 with regard to the potential of performing the function in a manual mode (without the use of computers) if necessary.  Column definition headings are provided below.

	Can be performed manually?
	Yes or No.   Can the function be performed in a manual mode (without the use of computers)?



	Maximum time function can be performed manually.
	How long the function could be performed in manual mode without significant negative impact (to financial viability, contractual obligations, reputation or mission) of the organization and/or its constituents? Assume that a disaster does occur at the worst possible (most critical) time.

The availability of documented manual procedures.



	Documented manual procedures?  
	Does your group have or can they create documented procedures that could be utilized to help work around the computer systems normally used to support the functions listed in Section 1.1?  Yes or No.

	Personnel Required.
	The incremental number of personnel beyond your normal staffing for this function required on site (or working remotely without computer support) with a specific skill set required to run the manual procedures. E.g. If the function normally requires 6 staff members, but running it manually requires 10 staff, report an increment of 4 staff.
If there is an escalation in the number of people required per time period, i.e. 10 people required for the first week and 20 required if we were to keep this manual procedure in place through the month, please so indicate.


Table 2.1 (Example)

	Function


	Can be performed manually?

(Yes/No)
	Maximum time function can be performed manually.
	Documented manual Procedures? 
	Personnel

Required 

	
	
	≤3 days
	1 week
	1 month
	(Yes / No)
	Number of people and critical skills required for manual procedures.

	1
	Yes
	X
	
	
	No
	

	2
	
	
	
	
	
	

	3
	
	
	
	
	
	

	4
	
	
	
	
	
	


Table 2.1 (Please Complete)

	Function


	Can be performed manually?

(Yes/No)
	Maximum time function can be performed manually.
	Documented manual Procedures? 
	Personnel

Required 

	
	
	≤3 days
	1 week
	1 month
	(Yes / No)
	Number of people and critical skills required for manual procedures.

	1
	
	
	
	
	
	

	2
	
	
	
	
	
	

	3
	
	
	
	
	
	

	4
	
	
	
	
	
	

	5
	
	
	
	
	
	

	6
	
	
	
	
	
	

	7
	
	
	
	
	
	

	8
	
	
	
	
	
	

	9
	
	
	
	
	
	

	10
	
	
	
	
	
	


Section III

Computer Systems Dependencies

3.0 Please complete Table 3.0 consolidating the information for groups in your organization per location.  Key points: 

· Please copy and complete a table for each location utilized by your organization.
· Report values for all employees of your organization at the location.  This Table is not segregated by Function!  
· The numbers reported are the total number needed for the given time period, not the incremental needed beyond the previous time period.  E.g. If 10 phones are listed for the 1 month period, the organization requires a total of 10  phones at the end of the first month (not the sum of the phones requested for prior time periods plus 10.)

· The numbers reported are mutually exclusive within a time period for basic vs. restoring full personal configurations.  I.e. Reporting 4 basic phones and 1 phone with restored voicemail is a requirement to provide 5 phones (of which 1 has historic voice mails restored.)
Table 3.0 Consolidated Voice/Desktop/Email Requirements: All Functions  Example

	Location:  Quad I
	Cumulative units required per period of time post incident:

	
	
	≤3 days
	1 week
	1 month


	Voice:
	
	
	
	

	 - Phone and voice mail.
	
	4
	9
	10

	
	
	
	
	

	Email:
	
	
	
	

	 - Email
	
	5
	6
	0

	
	
	
	
	

	Desk/laptop:
	
	
	
	

	 - Desk/Laptop:
	
	5
	0
	5

	
	
	
	
	


Table 3.0 Consolidated Voice/Desktop/Email Requirements: All Functions
	Location:  Insert location name here.
	Cumulative units required per period of time post incident:

	
	
	≤3 days
	1 week
	1 month

	Voice:
	
	
	
	

	 - Phone and voice mail.
	
	
	
	

	
	
	
	
	

	Email:
	
	
	
	

	 - Email
	
	
	
	

	
	
	
	
	

	Desk/laptop:
	
	
	
	

	 - Desk/Laptop:
	
	
	
	

	
	
	
	
	


3.1 It is important to understand the role information technology (IT) has on your business functions post disaster.  Please repeat and complete Table 3.1 for each function listed in Table 1.1 that requires information technology assistance in order to perform the function post disaster once the down time and manual operation periods are exhausted.  Column definition headings are provided below.

	Function:
	Enter function number/name requiring the support listed in this table.

	Maximum time to return the indicated system to service:
	How long can the function be performed without this technology before there is significant negative impact (to financial viability, contractual obligations, reputation or mission) to the organization and/or its constituents? Assume that a disaster does occur at the worst possible (most critical) time.



	Data restored as of this time period prior to the disaster:
	When the data in the data center or on the local desktop is restored, the associated files will be restored to a point in time prior to the actual disaster.   I.e. The file contents will be restored to their values as of the end of the prior day, the end of the prior week, or the end of the prior month.  


Table 3.1 (Example)  

	Function 1: NIAMS
	Maximum time to return the indicated system to service:
	Data restored as of this time period prior to the disaster:

	
	
	≤3 days
	1 week
	1 month
	Prior Day
	Prior Week
	Prior Month

	Voice:
	
	
	
	
	
	
	

	 - Phone and voice mail.
	
	
	
	
	
	
	NA

	
	
	
	
	
	
	
	

	Email:
	
	
	
	
	
	
	

	 - Email
	
	
	
	
	X
	
	

	
	
	
	
	
	
	
	

	Desk/laptop:
	
	
	
	
	
	
	

	 - Desk/laptop
	
	
	
	
	
	X
	

	
	
	
	
	
	
	
	

	Access to Icons/ Applications/Files/Data: 

Provide a list of the electronic applications, icons, files, documents, spreadsheets, and information sources required. Insert as many rows as necessary.
	
	
	
	
	
	
	

	Planet Application with associated database and files
	
	X
	
	
	X
	
	

	SharePoint
	
	
	
	X
	
	X
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	


Table 3.1 (Please Complete)

Repeat this table for each Function listed in Section 1.1.  

	Function 1: 
	Maximum time to return the indicated system to service:
	Data restored as of this time period prior to the disaster:

	
	
	≤3 days
	1 week
	1 month
	Prior Day
	Prior Week
	Prior Month

	Voice:
	
	
	
	
	
	
	

	Voice:
	
	
	
	
	
	
	

	 - Phone and voice mail.
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	Email:
	
	
	
	
	
	
	

	 - Email
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	Desk/laptop:
	
	
	
	
	
	
	

	 - Desk/laptop
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	Access to Icons/ Applications/Files/Data: 

Provide a list of the electronic applications, icons, files, documents, spreadsheets, and information sources required. Insert as many rows as necessary.
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	


Section IV

Preparation for a Disaster

4.1 Do you have any procedures for backing up your data other than that provided by your IT organization? (Yes / No)

4.2 If your answer is yes, please identify the type of data that you back up and where the back up media is kept. If you have multiple data types to enter per function, please list on an attachment and reference appropriate function.  Also please identify the last time you tested your back up procedures.

Table 4.2

	Function
	Data Type
	Back Up Procedure
	Date Last Tested

	1
	
	
	

	2
	
	
	

	3
	
	
	

	4
	
	
	

	5
	
	
	

	6
	
	
	

	7
	
	
	

	8
	
	
	

	9
	
	
	

	10
	
	
	


Section V

Vital Records

5.1 One of the most forgotten items and in some cases the most important step in disaster recovery planning is the identification of records and documents commonly referred to as “Vital Records”. 

Please identify any records such as contracts, drawings, engineering report, contact data, reports, historical records, etc. that may be critical in the operation of the business and that cannot be easily rebuilt.
Table 5.1 (Example)

	Vital Record
	Stored Location

	EXAMPLE: System Documentation
	CASS fileshare at data center

	EXAMPLE: Copies of contracts
	File cabinet, second floor.


Table 5.1 (Please Complete)

	Vital Record
	Stored Location

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	


2

