



























































OBSERVATIONS, RECOMMENDATIONS, AND CAMPUS RESPONSES

NETWORK MONITORING
Administration of I'T assets on the campus network was inadequate.
We found that:

b Al IT assets on the campus network, whether owned and managed by central IT or decentralized
IT sites, were not identified or monitored.

» Web servers were not scanned prior to deployment to ensure that minimum system operating
standards are met.

The CIO stated that system administrators are directed by campus policy to adhere to baseline server
hardening, and that central IT has only recently established a policy to ensure that hardening is
occurring on new systems when they are assigned an IP address. He also stated that servers that were
put in service prior to this policy have not yet been scanned.

Inadequate administration of network IT assets increases the risk that the campus could become
vulnerable to both internal and external attacks which could slow or shutdown the network; and
increases the risk that an attacker could inject malicious code or viruses into the network or
compromise confidential information.

Recommendation 13

We recommend that the campus establish documented processes to:

a. [Identify and monitor all IT assets (including hardware, software, operating system versions, etc.)
on the campus network.

b. Scan web servers prior to deployment to ensure minimum system operating standards are met,
Campus Response
We concur. The campus will:

a. ldentify and monitor all IT assets on the campus network and place them into appropriate firewall
zones as part of the data center redesign project.

b. Enforce the security baseline standard for securing web servers prior to deployment.

Expected completion date: November 2009
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OBSERVATIONS, RECOMMENDATIONS, AND CAMPUS RESPONSES

GRANTING OF ADMINISTRATIVE ACCESS

Policies and procedures had not been developed to address the granting and management of
privileged access to accounts.

The CIO stated that the current process had generally been informal due to the limited number of
individuals who had privileged access.

The fack of policies and procedures for the granting and management of privileged access may lead to
inadequate segregation of duties, the granting of accounts not based on the principle of least privilege,
and/or unauthorized access.

Recommendation 14

We recommend that the campus develop and document policies and procedures to address the
granting and management of privileged access to accounts, taking into consideration the criteria for
individuals who should have access, roles, and responsibilities for these resources; and develop a
method to track, review, and periodically audit this type of access.

Campus Response

We concur. The campus will develop a standard for the management of privileged access to
accounts. The director in each IT department that controls administrative and service accounts will
ensure that a formal process for tracking, reviewing, and auditing access to these types of accounts
exists.

Expected completion date: November 2009
FIREWALLS AND ROUTING AND SWITCHING DEVICES

Firewalls and routing and switching devices were not always properly configured or adequately
secured.

Our review of the border firewall and selected routing and switching devices disclosed that:

» Three devices were configured with Simple Network Management Protocol, which was
unencrypted and could allow an attacker to capture device configuration settings, including
authentication details.

» One device was enabled with Telecommunication Network, which could allow a remote attacker
to obtain confidential authentication tokens to permit remote access to the devices since the user

logins, passwords, and commands are transferred across the network in clear text.

» One device was not configured with Access Control List to restrict administrative access.
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OBSERVATIONS, RECOMMENDATIONS, AND CAMPUS RESPONSES

»  One device was running an older version of OpenSSH, which could allow an attacker to gain root
shell access.

The CIO stated that at the time of the audit, the firewalls and swiiches were scheduled for
replacement through the Infrastructure Terminal Resource Project (ITRP) process and that
vulnerabilities would be addressed during the completion of this project.

These configuration and security exposures increase the risk that a remote attacker may be able to
gain access to network resources and exploit vulnerabilities that could lead to the loss of protected
confidential information and the execution of malicious programs on the server that could potentially
disable additional network resources.

Recommendation 15

We recommend that the campus repair all of the network device vulnerabilities that were identified
and presented in detail to the campus.

In addition, we recommend that the campus:

a. Develop and implement a security baseline standard that requires the review of network devices
for security vulnerabilities prior to deployment. This process would include the review of
existing device configurations on a periodic basis or new configurations prior to deployment into
the live network environment to identify potential or known vulnerabilities.

b. Implement a comprehensive, campus-wide patch management process.

Campus Response

We concur. The campus will repair all network device vuinerabilities as identified. Additionally the
campus wilk:

a. Develop and implement a security baseline standard that requires the review of network devices
for security vulnerabilities prior to deployment. The process will include the review of existing
device configurations on a periodic basis or new configurations prior to deployment into the live
network environment to identify potential or known vulnerabilities.

b. Create and implement a comprehensive campus-wide patch management process.

Expected completion date: November 2009

NETWORK ARCHITECTURE

Internet-accessible devices were focated within the same segments as internal resources.

Normally, Internet-accessible devices are segmented into a demilitarized zone (DMZ) such that, if the
devices are compromised, there is separation among other internal network resources.
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OBSERVATIONS, RECOMMENDATIONS, AND CAMPUS RESPONSES

The CIO stated that the campus had not deployed a DMZ in anticipation of the ITRP process that
would include a DMZ.

Inadequate segmentation of publicly accessible devices from internal resources increases the risk that
compromised devices could be used to pivot to other network targets and launch attacks against
internal resources if a layered security model is not used.

Recommendation 16

We recommend that the campus review its current network topology and determine how to best
logically segment Internet-aceessible devices from devices residing within the internal network.

Campus Response

We concur. The topology is being reviewed through the ITRP process for data center redesign. The
campus has determined a method to segment Internet-accessible devices from those residing in the
internal network using a logical DMZ that is part of the redesign.

Expected completion date: November 2009

REVIEW OF SECURITY EVENT LOGS

Periodic reviews of security event logs were not regularly performed and documented.

The CIO stated that security event logs were massive when produced and required a log management
tool, which had been discussed but not yet purchased and implemented.

The lack of periodic, documented reviews of security event logs increases the risk that malicious
activity could go undetected or viruses or other malicious code could be embedded within the campus
network and its resources, which could lead to confidential information being breached and not
reported.

Recommendation 17
We recommend that the campus:

a. Perform and document periodic reviews of security event logs to assist in identifying potential
network vulnerabilities and breaches on campus systems, taking into consideration the use of
tools and analytical methods, defining personnel responsibilities, reviewing frequency, and
reporting/escalating processes.

b. Consider the implementation of centralized security information/event monitoring tools that
would centralize all security monitoring and provide trend analysis, logging, and automated
notification.

Information Security/California State Liniversity, Dominguer Hills/Audit Report 08-23

Page 21



OBSERVATIONS, RECOMMENDATIONS, AND CAMPUS RESPONSES

Campus Response

We concur. The campus will:

a. Perform and document periodic reviews of security event logs to assist in identifying potential
network vulnerabilities and breaches on campus systems; and take into consideration the use of
tools and analytical methods, defining personnel responsibilities, reviewing frequency and

reporting/escalating processes.

b. Consider the implementation of centralized security information/event monitoring tools that will
centralize security monitoring and provide trend analysis, logging and automated notification.

Expected completion date: November 2009

PROTECTED DATA
SYSTEM BACKUP ENCRYPTION

Daily backup copies for all campus administrative systems containing protected data were not
encrypted when stored off-site.

The CIO stated his belief that the off-site services provided by the outside party were sufficient.

Inadequate security of daily backups increases the likelihood of inappropriate access to protected
data.

Recommendation 18

We recommend that the campus encrypt daily system backups containing protected data when stored
at off-site locations,

Campus Response

We concur. The campus now encrypts daily system backups containing protected data when stored at
off-site locations.

Corrective action has been completed.
INCIDENT RESPONSE MANAGEMENT
Campus procedures for handling security incidents required improvement.
Specifically, we noted that:
¥ Written guidelines for the handling of specific types of security incidents had not been developed.
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OBSERVATIONS, RECOMMENDATIONS, AND CAMPUS RESPONSES

Types, volumes, and costs of information security incidents were not identified to assist in the
monitoring of trends and risks.

There was no formal process to periodically report the types, volumes and costs of security
incidents 1o executive management to ensure support for enhanced control.

The CIO stated that security incidents were informally discussed in monthly staff meetings but had
not been part of a formal, periodic, management process.

Inadequate procedures for the monitoring of, and response to, security incidents increase the risk of
loss and inappropriate use of state resources, and increase campus exposure to information security
breaches.

Recommendation 19

We recommend that the campus:

a.

b.

Develop written guidelines for the handling of specific types of security incidents.

Develop and document procedures to identify the types, volumes, and costs of security incidents
to ensure the monitoring of trends and risks on campus.

Establish a documented process for the reporting of types, volumes, and costs of security
incidents to executive management to ensure support for enhanced comtrol.

Campus Response

We concur. The campus will:

a.

Incorporate current practices in written guidelines for handling of specific types of security
incidents.

Create documentation on the use of our HEAT tracking system that tracks the type, volume, and
costs of security incidents, which will assist in the monitoring of trends and risks on campus.

Create a documented process in conjunction with the tracking of incidents for the reporting to
executive management to ensure they are supporting the control of incidents on campus.

Expected completion date: November 2009

Information Security/California State University, Dominguez Hills/Audit Report 08-23

Page 23



APPENDIX A:
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Dominguez Hills
I

Office of the Vice President for Administration and Finance
1000 B Victoria Street — WH B470 Carson, CA 90747 (3103 243-3750 FAX (310} 234-3869

June 18, 2009

Mr. Larry Mande]

University Auditor

The Caltforma State University
401 Golden Shore, 4" Floor
Long Beach., CA 90802-4210

Dear Mr. Mandel:

Enclosed, please find Califorma State University, Dominguez Hills® responses to the Information
Security Audit 08-23, dated May 22, 2009, The campus 15 committed to addressing and
resolving the issues identified in the audit report.

If you have any questions or would like additional information, please contact me.

Sincerety,

AR dim e

Mary Ann Rodriguez
Vice President, Administration and Fmance

¢ Mildred Garcia, President
Ronald Bergmann, Associate Vice President/Chief Information Officer
Karen Wall, Associate Vice President, Administration and Finance
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INFORMATION SECURITY

CALIFORNIA STATE UNIVERSITY,
DOMINGUEZ HILLS

Audit Report 08-23

SECURITY GOVERNANCE
SECURITY AUTHORITY AND RESPONSIBILITY
Recommendation 1
We recommend that the campus appoint a full-time information security officer dedicated to fulfilling
information security responsibilities and clearly define and document security responsibilities for this

individual or other individuals assuming the roles of the information security officer function.

Campus Response

We concur. The campus will review workload capabilities in light of budgetary constraints and
consider appointing a full-time information security officer or an individual to assume the role
dedicated to fuifilling information security responsibilities, and clearly define and document security
responsibilities for this individual.

Expected completion date: November 2009

PAYMENT CARD INDUSTRY DATA SECURITY STANDARDS

Recommendation 2
We recormmend that the campus:

a. Complete a PCl DSS compliance summary plan to define its applicable vendor level and
respective PCI DSS requirements.

b. Define and document responsibility for assessing campus and auxiliary PCI DSS compliance.
Campus Response:
We concur. The campus will:

a. Complete a PCl DSS compliance summary plan to define the applicable vendor level and
respective PCI DSS reguirements. 4

b. Define and document responsibility for assessing campus and auxiliary PCI DSS compliance.

Expected competition date: November 2009
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INFORMATION SECURITY AWARENESS TRAINING

Recommendation 3

We recommend that the campus ensure that information security awareness training is completed by
atl employees with access to critical systems or protected data.

Campus Response
We concur. The campus is currently monitoring the CSU developed security awareness training
deployed on campus by Workplace Answers to ensure that all employees with access to critical

systems or protected data are trained.

Expected completion date: November 2009

EMPLOYEE SEPARATION

Recommendation 4

We recommend that the campus modify its personnel exit process to include a reminder to separating
employees of their ongoing legal responsibility for maintaining the security of protected data.

Campus Response

We concur. The campus has completed the modification of the personnel exit process to inform
separating employees of their ongoing legal responsibility for maintaining security of protected data.

Corrective action has been completed.

INFORMATION SECURITY PLAN

Recommendation 5

We recommend that the campus establish a documented process to identify and prioritize information
security risks and create an action plan to adequately address any identified risks within an
established timeline.

Campus Response

We concur. The individual assuming the role of the information security officer will develop a
documented process to identify and prioritize information security risks and create a plan to address

any identified risks within an established timeframe.

Expected completion date: November 2009
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DECENTRALIZED COMPUTING
CONFIDENTIAL INFORMATION

Recommendation &

We recommend that the campus follow their documented process to identify, approve, and review
access to confidential information owned and managed by its decentralized sites.

Campus Response

We concur. The campus will follow the documented process to identify, approve and review access
to confidential information owned and managed by the ancillary sites.

Expected completion date: November 2009

TECHNICAL VULNERABILITIES

Recommendation 7

We recommend that the campus repair all of the technical vulnerabilities that were identified and
presented in detail to the campus.

In addition, we recommend that the campus:

a. [Implement a comprehensive, campus-wide patch management process.

b. Develop and implement a security baseline standard that requires the review of applications for
security vulnerabilities prior to deployment. This process would include the review of existing
web application code on a periodic basis or new code prior to deployment into the production

environment to identify potential or known vulnerabilities.

c. Develop and implement a campus-wide application development standard to which all developers
must comply prior to deploying any Internet-facing application.

d. Provide all the decentralized IT units with a security baseline standard for securing servers prior
to allowing them to become Internet facing.

Campus Response

We concur. The campus will repair the technical vulnerabilities detected by the KPMG scan.

In addition, we will:

a. Document and implement a campus-wide patch management process.

b. Develop and implement a security baseline standard that requires the review of applications for
security vulnerabilities prior to deployment. The process will include the review of existing web

application code on a periodic basis or new code prior to deployment into the production
environment.
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Develop a campus-wide Internet-facing web application development standard to which all
developers must comply prior to deploying any web application and submit the web application
for official campus approval.

Enforce the security baseline standard for securing servers to all ancillary sites prior to allowing
them to become Internet facing.

Expected completion date: November 2009

SYSTEM DEVELOPMENT AND CHANGE MANAGEMENT

WEB APPLICATION DEVELOPMENT AND MAINTENANCE

Recommendation 8

We recommend that the campus:

a.

b.

Require documented approval of all web application projects put into production.

Establish and document testing criteria for the security of web applications, including but not
limited to, input and output validation tests.

Establish a documented process for user acceptance and deployment of web applications.

Ensure that web application source code is protected by limiting access to only those employees
who need it as part of their job responsibilities.

. Limit developers” ability to move web applications into production.

Ensure that encryption is utilized for authentication to all web applications.

Ensure that web application development is formally reviewed and approved centrally prior to
final acceptance and implementation to ensure that web applications meet security standards
established by the campus.

Campus Response

We concur. The campus will:

a.

h.

Require documented approval of all web projects prior to deployment.
Establish and document a comprehensive testing criteria plan for security of web applications.
Establish and document a process for user acceptance and deployment of web applications.

Restrict access to web application source code to only those employees who need it as part of
their job responsibilities.

Define work flow to limit developers ability to place web applications into development.
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f. Ensure that encryption is utilized for authentication to all web applications.

g. Create a process to formally review and centrally approve all web applications prior to user
acceptance through baseline security standards for web applications that are being developed by
the campus.

Expected completion date: November 2009

WEB APPLICATION VULNERABILITIES

Recommendation 9
We recommend that the campus:

a. Repair the web application vulnerabilities that were identified and presented in detail to the
campus.

b. Develop and implement a security baseline standard that requires the review of applications for
security vulnerabilities prior to deployment. This process would include the review of existing
web application code on a periodic basis or new code prior to deployment into the production
environment to identify potential or known vulnerabilities.

Campus Response

We concur. The campus wilk:

a. Repair the web application vulnerabilities that were identified and detected.

b. Develop and implement a campus-wide Internet-facing web application development standard to
which alt developers must comply prior to deploying any web application and submit the web
application for official campus approval.

Expected completion date for: November 2009

SYSTEMS SECURITY AND MONITORING

CONFIGURATION CHANGES

Recommendation 10

We recommend that the campus develop and document policies and procedures for the periodic
review and approval of system configuration changes that will assist management with assigning
accountability and responsibility for identifying potentially misconfigured network devices.

Campus Response

We concur. The campus has purchased scanning software that will assist in the process of identifying

misconfigured network devices and will update policies and procedures for the periodic review and
approval of system configuration changes.
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Expected completion date: November 2009
CONTROL OF USER ACCESS

Recommendation 11
We recommend that the campus:
a. Establish a documented process for adding and removing user accounts to decentralized systems.

b. Perform and document periodic management reviews of user access to all systems and
applications containing protected data.

Campus Response
We concur. The campus will:
a. Create and document a process for managing user accounts for all ancillary systems.

b. Perform and document a process that will include periodic management reviews of user access to
all systems and applications containing protected data.

Expected completion date: November 2009

VULNERABILITY MANAGEMENT

Recommendation 12

We recommend that the campus establish a documented process to perform periodic assessments to
detect vulnerabilities and exploits on all servers and desktops connected to the campus network.

Campus Response

We concur. The campus will create and document processes for periodic assessments to detect
vulnerabilities and exploits on ali servers and desktops connected to the campus network.

Expected completion date: November 2009

NETWORK MONITORING

Recommendation 13

We recommend that the campus establish documented processes to:

a. [Identify and monitor all I'T assets (including hardware, software, operating system versions, etc.)
on the campus network.

b. Scan web servers prior to deployment to ensure minimum system operating standards are met.
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Campus Response
We concur. The campus will:

a. Identify and monitor all IT assets on the campus network and place them into appropriate firewall
zones as part of the datacenter redesign project.

b. Enforce the security baseline standard for securing web servers prior to deployment.

Expected completion date: November 2009
GRANTING OF ADMINISTRATIVE ACCESS

Recommendation 14
We recommend that the campus develop and document policies and procedures to address the
granting and management of privileged access to accounts, taking into consideration the criteria for

individuals who should have access, roles, and responsibilities for these resources; and develop a
method to track, review, and periodically audit this type of access.

Campus Response
We concur. The campus will develop a standard for the management of privileged access to
accounts. The director in each IT department that controls administrative and service accounts will

ensure that a formal process for tracking, reviewing, and auditing access to these types of accounts
exists.

Expected completion date: November 2009
FIREWALLS AND ROUTING AND SWITCHING DEVICES

Recommendation 15

We recommend that the campus repair ali of the network device vuinerabilities that were identified
and presented in detail to the campus.

In addition, we recommend that the campus:

a. Develop and implement a security baseline standard that requires the review of network devices
for security vulnerabilities prior to deployment. This process would include the review of
existing device configurations on a periodic basis or new configurations prior to deployment into

the live network environment to identify potential or known vulnerabilities.

b. Implement a comprehensive, campus-wide patch management process.

Page 7 of 10



APPENDIX B - Page 9 of 11

Campus Response

We concur. The campus will repair all network device vulnerabilities as identified. Additionally the
campus will:

a. Develop and implement a security baseline standard that requires the review of network devices
for security vulnerabilities prior to deployment. The process will include the review of existing
device configurations on a periodic basis or new configurations prior to deployment into the live
network environment to identify potential or known vulnerabilities.

b. Create and implement a comprehensive campus-wide patch management process.

Expected completion date: November 2009

NETWORK ARCHITECTURE

Recommendation 16

We recommend that the campus review its current network topology and determine how to best
logically segment Internet-accessible devices from devices residing within the internal network.

Campus Response

We concur. The topology is being reviewed through the ITRP process for datacenter redesign. The

campus has determined a method to segment Internet accessible devices from those residing in the

internal network using a logical DMZ that is part of the redesign.

Expected completion date: November 2009

REVIEW OF SECURITY EVENT LOGS

Recommendation 17

We recommend that the campus:

a. Perform and document periodic reviews of security event logs to assist in identifying potential
network vulnerabilities and breaches on campus systems, taking into consideration the use of
tools and analytical methods, defining personnel responsibilities, reviewing frequency, and
reporting/escalating processes.

b. Consider the implementation of centralized security information/event monitoring tools that
would centralize all security monitoring and provide trend analysis, logging, and automated
notification.

Campus Response

We concur. The campus will:

a. Perform and document periodic reviews of security event logs to assist in indentifying potential
network vulnerabilities and breaches on campus systems; and take into consideration the use of
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tools and analytical methods, defining personnel responsibilities, reviewing frequency and
reporting/escalating processes.

b. Consider the implementation of centralized security information/event monitoring tools that will
centralize security monitoring and provide trend analysis, logging and automated notification.

Expected completion date: November 2009

PROTECTED DATA
SYSTEM BACKUP ENCRYPTION
Recommendation 18

We recommend that the campus encrypt daily system backups containing protected data when stored
at off-site locations.

Campus Response

We concur. The campus now encrypts daily system backups containing protected data when stored
and off-site locations.

Corrective action has been completed.

INCIDENT RESPONSE MANAGEMENT

Recommendation 19

We recommend that the campus:

a. Develop written guidelines for the handling of specific types of security incidents,

b. Develop and document procedures to identify the types, volumes, and costs of security incidents
to ensure the monitoring of trends and risks on campus.

c. Establish a documented process for the reporting of types, volumes, and costs of security
incidents to executive management to ensure support for enhanced control.

Campus Response
We concur. The campus will:

a. Incorporate current practices in written guidelines for handling of specific types of security
incidents.

b. Create documentation on the use of our HEAT tracking system that tracks the tvpe, volume and
costs of security incidents, which will assist in the monitoring of trends and risks on campus.
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¢. Create a documented process in conjunction with the tracking of incidents for the reporting to
executive management to ensure they are supporting the control of incidents on campus.

Expected completion date: November 2009
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August 4, 2009
MEMORANDUM
TO: Mr. Larry Mandel 7/
University Auditor é Vyy:
FROM: Charles B. Reed dﬂﬁ
Chancellor
SUBJECT:  Draft Final Report 08-23 on Information Security,

California State University, Dominguez Hills

APPENDIX C

In response to your memorandum of August 4, 2009, I accept the response as
submitted with the draft final report on Information Security, California State
University, Dominguez Hills.

CBR/ms

Enclosure

¢: Dr. Mildred Garcia, President
Ms. Karen J. Wall, Associate Vice President, Administration and Finance
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