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EXECUTIVE SUMMARY

As a result of a systemwide risk assessment conducted by the Office of the University Auditor during the
last quarter of 2002, the Board of Trustees, at its January 2004 meeting, directed that Human Resources
be reviewed.

We visited seven campuses and the chancellor’s office (CO) from March 15, 2004, through
November 5, 2004, and audited the procedures in effect at that time. Campus and chancellor’s office
specific findings and recommendations have been discussed and reported individually.

In our opinion, the human resources function at the seven campuses visited and the CO provided
reasonable assurance that the California State University (CSU) was in compliance with applicable
regulations and CSU policy. We also noted that via the human resources department, the chancellor’s
office provided appropriate oversight and support to the campuses for human resources activities.
However, our review determined that additional support and policy guidance was needed in the
recruitment, selection, and hiring area to ensure that appointment activities were properly authorized, new
employees were sufficiently qualified for recruited positions, and compliance with local policies,
procedures, and/or guidelines was maintained.

The following summary provides management with an overview of conditions requiring attention. Areas
of review not mentioned in this section were found to be satisfactory. Numbers in brackets [ ] refer to
page numbers in the report.

HUMAN RESOURCES ADMINISTRATION [6]

Conflict-of-interest policies for principal investigators and consultants were outdated, incomplete, and/or
non-existent. Although principal investigator conflict-of-interest policies were included in various CO
coded memoranda issued in 1985 and 1986, these policies were outdated and did not include an updated
Fair Political Practices Commission approval list of those non-profit organizations exempt from financial
disclosure requirements. In addition, the CO added the consultant position to each campus-designated
position list without clear guidelines on conflict-of-interest disclosure requirements.

RECRUITMENT, SELECTION, AND HIRING [7]

The CO had not developed policies, procedures, and/or guidelines for certain aspects of the recruitment,
selection, and hiring process. Specifically, policies, procedures, and/or guidelines had not been
developed for performing criminal background checks of new faculty and non-public safety officer staff;
verifying educational qualifications and professional references; interviewing applicants, including
documenting the reasons for selection or non-selection; hiring and compensating special consultants; and
using employment applications in the hiring process. In addition, written delegations of authority to sign
employee appointment letters were not in place; and in varying degrees, compliance with local policies,
procedures, and/or guidelines for hiring faculty and staff were not evident at six of seven campuses
visited and the chancellor’s office. Additionally, practices for hiring and compensating special
consultants, and the administration of requirements related to professional licenses, certifications, and
registration requirements needed improvement at five of the seven campuses visited, while efforts to
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EXECUTIVE SUMMARY

ensure employment eligibility was verified and/or reverified for applicable employees needed
improvement at six of the seven campuses visited.

COMPENSATION, BENEFITS, AND EMPLOYEE PROGRAMS [13]

Education Code provisions and CSU systemwide policies regarding the employee fee waiver and
reduction program were not in alignment and/or needed to be updated. In addition, operating procedures
for handling family medical leave requests were not in place at three of the seven campuses visited.

INFORMATION SECURITY [15]

The protection of confidential employee information needed improvement at all seven campuses visited
and the CO. Specifically, recruitment files for certain tenure-track searches and compensation and/or fee
waiver information were not adequately protected; via key assignments and space assignments, the human
resources office was not entirely secured to prevent accidental or unintentional disclosure of confidential
employee information at two campuses and the CO; campus managers and other persons with access to
confidential employee information were not provided training in this area at two of the campuses; and two
campuses did not have comprehensive policies and procedures regarding the confidentiality of employee
information. Additionally, one campus had not implemented a formal access approval process whereby
system access was only granted upon review and written approval by the campus president or vice
president of business and financial affairs, and another campus could not provide evidence that the
PeopleSoft Human Resources System Access Form was approved by the campus president or vice
president of administration and finance, and reapproved in accordance with systemwide directives for
various employees.
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INTRODUCTION

BACKGROUND|

Human resources management is organizing, guiding, providing resources for, and interacting with
employees. To be effective, the human resources function must be aligned with the organization’s goals
and objectives and administered in a manner that meets extensive legal and regulatory challenges. At the
California State University (CSU), the human resources management function is a shared responsibility
between the chancellor’s office and the campuses to:

Plan for the movement of people into, within, and out of employment with the university.

Recruit and select personnel with the appropriate skills, knowledge, and abilities.

Train and develop staff members to enhance their capabilities.

Provide compensation and benefits that attract, motivate, and retain talented employees.

Appraise and report employee performance to identify areas that need improvement and provide
positive reinforcement for effective performance.

» Maintain effective employee relations.

» Provide for employees' safety by minimizing the risk of illness and injury in the workplace.

v v v v Vv

As a state agency and a recipient of federal funds, the CSU must perform its human resources
management responsibilities within legal constraints imposed by the government. In addition to Board of
Trustee policies, the university must comply with major federal and state laws that govern human
resources management practices and address equality and fairness in the workplace. Such laws include,
but are not limited to, Title VII of the Civil Rights Act of 1964, the Equal Pay Act of 1963, the Age
Discrimination in Employment Act, the Vietnam Veteran’s Readjustment Act of 1974, and the Americans
with Disabilities Act of 1990. As a result of the Higher Education Employee Relations Act (HEERA) of
1979, human resources management activities must also be performed within the parameters of collective
bargaining and negotiated union contracts.

Human resources management activities rely on effective information management systems for
operational efficiencies and controls; however, one of the major advantages of such systems is also a
potential liability. As part of their job responsibilities, employees have access to information that can be
useful for decision-making; however, most of that information needs to remain private and is presently
regulated by such laws as the Information Practices Act of 1977, the Health Insurance Portability and
Accountability Act (HIPAA) of 1996, and the Board of Trustees’ own policies for personal information
management.

In fiscal year 2002/03, the CSU expended approximately $2.8 billion (or 64 percent of total operating
expenses) on salary and benefits for faculty and staff. Because of this investment, the university remains
accountable for implementing a dynamic human resources function that attracts and maintains qualified
personnel. For the scope of this audit, we will review components of the following human resources
management activities:

Human Resources/Systemwide/Report No. 04-24
Page 3



INTRODUCTION

Organization
& Staffing Plan

Compensation
& Payroll

PURPOSE|

Our overall audit objective was to ascertain the effectiveness of existing policies and procedures related to
the administration of the human resources function and to determine the adequacy of controls over the
related processes to ensure compliance with relevant governmental regulations, Trustee policy, Office of
the Chancellor directives, and campus procedures.

Within the overall audit, specific goals included determining whether:

»

Administration and management of the human resources function provide effective internal controls,
clear lines of organizational authority, delegations of authority, and documented policies and
procedures.

Processes and procedures ensure timely and effective communication of CSU and campus policies
and federal and state laws and regulations in the employment area.

Employees are sufficiently apprised of acceptable business practices and expected standards of ethical
and moral behavior and report conflict of interest situations.

Recruitment, selection, hiring, and appointment activities are properly authorized, ensure employment
eligibility, and comply with state and federal laws and regulations and collective bargaining
agreements.

Professional licenses, certificates, and/or registration requirements for applicable employees are
properly maintained.
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INTRODUCTION

» Employee compensation and benefit requests are properly authorized, timely processed, and comply
with applicable collective bargaining agreements as well as campus and CSU policy.

» Managers, supervisors, and other persons involved in recruiting and interviewing staff and processing
employee compensation, benefits, and program requests are appropriately trained and knowledgeable
of assigned human resources responsibilities, including the protection of confidential employee
information.

» Confidential hard-copy and system information, such as information pertaining to recruitment,
selection, and hiring activities, and compensation and benefit requests are reasonably secure.

ISCOPE AND METHODOLOGY|

The proposed scope of the audit, as presented in Attachment B, Audit Item 2 of the January 27-28, 2004,
meeting of the Committee on Audit, stated that the review would include compliance with employment
laws and regulations, position classification/compensation, advertising for prospective employees,
employee training, and programs for employee benefit administration. The Office of the University
Auditor has not previously reviewed Human Resources.

Our study and evaluation were conducted in accordance with the International Standards for the
Professional Practice of Internal Auditing issued by the Institute of Internal Auditors, and included the
audit tests we considered necessary in determining that operational and administrative controls are in
place and operative. This review emphasized, but was not limited to, compliance with state and federal
laws, Board of Trustee policies, and Office of the Chancellor and campus policies, letters, and directives.
The audit review focused on procedures in effect during fiscal year 2003/04. Throughout this report, we
will refer to human resources as the primary audit subject.

We focused primarily upon internal, administrative, compliance, and operational controls over the
management of the human resources function. Specifically, we reviewed and tested:

Administrative policies, procedures, and processes.

Communication of CSU policies and other directives.

Conflict of interest forms and training programs.

Recruitment, selection, and hiring activities for faculty and staff, including training processes.
Administration of compensation, benefits, and employee programs.

Maintenance and protection of confidential human resources information.

v v v v v Vv

During the course of the audit, we visited the chancellor’s office and seven campuses: Chico, Dominguez
Hills, Long Beach, Monterey Bay, Sacramento, San Bernardino, and San Francisco. We interviewed
campus and chancellor’s office personnel and audited procedures in effect at that time.
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OBSERVATIONS, RECOMMENDATIONS,
AND MANAGEMENT RESPONSES

HUMAN RESOURCES ADMINISTRATION

Conflict-of-interest policies for principal investigators and consultants were outdated, incomplete,
and/or non-existent.

We noted that:

» Principal investigator conflict-of-interest policies were included in various chancellor’s office
(CO) coded memoranda issued in 1985 and 1986. However, these policies were outdated and did
not include an updated Fair Political Practices Commission (FPPC) approval list of those
non-profit organizations exempt from financial disclosure requirements.

» In 2003, the CO added the consultant position to each campus-designated position list without
clear guidelines on conflict-of-interest disclosure requirements.

Government Code (GC) 813402 and §13403 state that management is responsible for establishing and
maintaining a system of internal administrative controls, which includes documenting the system,
communicating system requirements to employees, and assuring that the system is functioning as
prescribed and is modified, as appropriate, for changes in conditions. Further, a satisfactory system
of internal administrative controls shall include, but not be limited to, an established system of
practices to be followed in performance of duties and functions.

A lack of current and complete policies and procedures increases the risk of misunderstandings
related to the performance of duties and functions, and inconsistencies in complying with state,
federal, and Board of Trustee policies.

Recommendation 1

We recommend that the chancellor’s office:

a. Review and update principal investigator conflict-of-interest policies, including the FPPC
approval list of those non-profit organizations exempt from financial disclosure requirements.

b. Communicate guidelines for consultant conflict-of-interest disclosure requirements.
Management Response

Human Resources agrees with this recommendation.

a. Human Resources will distribute updated coded memorandum by July 30, 2005.

b. The vice chancellor of human resources will send a reminder memorandum to campuses no later
than July 30, 2005.
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OBSERVATIONS, RECOMMENDATIONS, AND MANAGEMENT RESPONSES

RECRUITMENT, SELECTION, AND HIRING
POLICIES AND PROCEDURES

The CO had not developed policies, procedures, and/or systemwide guidelines for certain aspects of
the recruitment, selection, and hiring process.

Specifically, policies, procedures, and/or guidelines had not been developed for:
» Performing criminal background checks of new faculty and non-public safety officer staff.
» Verifying educational qualifications and professional references.
» Interviewing applicants, including documenting the reasons for selection or non-selection.
» Hiring and compensating special consultants.

» Using employment applications in the hiring process, which include applicant certification that
information provided is true and correct and consent to perform background verification.

We also noted that current fingerprinting policies had not been updated since 1985 and were not
widely known by the campuses. Additionally, we found that campuses had not always developed
local policies and procedures or defined security sensitive positions for fingerprinting.

GC 813402 and 813403 state that management is responsible for establishing and maintaining a
system of internal administrative controls, which includes documenting the system, communicating
system requirements to employees, and assuring that the system is functioning as prescribed and is
modified, as appropriate, for changes in conditions. Further, a satisfactory system of internal
administrative controls shall include, but not be limited to, an established system of practices to be
followed in performance of duties and functions.

A lack of current and complete policies and procedures increases the risk of misunderstandings
related to the performance of duties and functions, and inconsistencies in complying with state,
federal, and Board of Trustee policies.

Subsequent to our fieldwork, the chancellor’s office issued California State University (CSU)
directive Human Resources (HR) 2005-10, Background Checks, dated March 1, 2005, which
addresses the first bullet above and fingerprinting policies.

Recommendation 2

We recommend that the chancellor’s office develop, document, and communicate policies,
procedures, and/or systemwide guidelines for verifying educational qualifications and professional
references; interviewing applicants, including documenting the reasons for selection or
non-selection; hiring and compensating special consultants; and using employment applications in the
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OBSERVATIONS, RECOMMENDATIONS, AND MANAGEMENT RESPONSES

hiring process. Such policies, procedures, and/or guidelines should include, but not be limited to,
clear instructions for establishing local campus policies and training requirements in these areas.

Management Response
Human Resources agrees with this recommendation.

The vice chancellor of human resources has, subsequent to the audit, but prior to this report,
communicated to the campus regarding verification of educational qualifications, interviewing
applicants, and documenting of reasons for selection.

The vice chancellor of human resources will issue, no later than July 30, 2005, a memorandum
clarifying the rules related to hiring and compensating special consultants.

The vice chancellor of human resources has scheduled a discussion with campus presidents in
June 2005 regarding the use of employment applications.

DELEGATIONS OF AUTHORITY
Written delegations of authority to sign employee appointment letters were not in place.

Via Title 5, campus presidents and the chancellor were each given the authority to appoint employees
or delegate such authority to his/her designee. During our campus and CO reviews, we noted that
appointment letters were signed by various individuals without the president’s or chancellor’s written
delegation of authority. Such individuals included, but were not limited to, vice chancellors, vice
presidents, associate vice presidents of human resources, and college deans.

Title 5 842702 (d)(1) states that the president of each campus or designee shall make all appointments
of academic employees.

Title 5 842702 (f) and (i) state that the president of each campus or designee, shall make all
appointments to the positions of vice presidents and deans, and administrative, non-academic, and
Management Personnel Plan (MPP) employee, respectively.

Title 5 842702 (j)(1) and (3) state that the chancellor or designee shall make all appointment of
employees in the Office of the Chancellor, except for vice chancellors, and acting presidents,
respectively.

Not maintaining formalized delegations of authority for signing appointment letters increases the risk
of misunderstandings, unauthorized activities, and potential employment litigation.

Human Resources/Systemwide/Report No. 04-24
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OBSERVATIONS, RECOMMENDATIONS, AND MANAGEMENT RESPONSES

Recommendation 3

We recommend that the chancellor’s office require each campus president and the chancellor to
document written delegations of authority, by name, level, and/or position, to sign all employee
appointment letters.

Management Response
Human Resources accepts the spirit of the recommendation, but not with the recommended action.

At the June 2005 executive retreat, the vice chancellor of human resources will discuss with the
chancellor and campus presidents the need to continue to include in appropriate position descriptions
stated authority for signing appointment letters and, in addition, the need to review with these
individuals the importance of this responsibility. We will accept any risk associated with this
alternative solution.

FACULTY AND STAFF FILES

In varying degrees, compliance with local policies, procedures, and/or guidelines for hiring faculty
and staff was not evident at six of seven campuses visited and the CO.

During our review of tenure-track searches and the recruitment and official personnel files for
represented, confidential, and MPP employees, we found that the campus and/or the CO could not
always provide evidence that:

» The search committee or hiring manager verified the educational qualifications and/or
professional references of applicable employees.

» The request to recruit, draft of the vacancy announcement, search committee’s recruitment
strategies, and description of the screening and selection process were reviewed and approved by
the appropriate administrator prior to the search.

» The search committee conducted interviews with the semifinalist and/or the finalist and sent an
application acknowledgement to all applicants and/or a rejection letter to applicable applicants.

» A physical examination, physical agility test, and/or a criminal background check were performed
for applicable employees.

» The semifinalist and finalist completed an authorization to release employment information.

We also noted that the recruitment files could not always be located by the search committee or the
files were destroyed prior to the scheduled destruction date.

GC 813402 and 813403 state that management is responsible for establishing and maintaining a
system of internal administrative controls, which includes documenting the system, communicating
system requirements to employees, and assuring that the system is functioning as prescribed and is
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modified, as appropriate, for changes in conditions. Further, a satisfactory system of internal
administrative controls shall include, but not be limited to, an established system of practices to be
followed in performance of duties and functions.

CSU directive HR 2003-06, Selection of CSU Police Personnel and Police Officer Testing, dated
March 14, 2003, states that when undertaking the process to hire a sworn police officer or cadet, the
university must follow the hiring process that includes, but is not limited to, a written examination
(reading and writing tests) and a physical agility examination. The directive also states that the
applicant must sign a waiver prior to taking the physical agility test.

Campus and CO human resources management cited various reasons for these issues, including the
absence of a process to verify educational qualifications; a lack of training for search committees and
hiring departments to ensure appropriate understanding of their roles and responsibilities regarding
recruiting and hiring staff and related policies and procedures; and oversights.

Failure to recruit and hire faculty and staff in accordance with campus and CSU policies could result
in failed searches and potential complaints of discriminatory practices.

Recommendation 4

We recommend that the chancellor’s office remind the campuses and CO human resource services of
the importance of complying with local policies, procedures, and/or guidelines for hiring faculty and
staff.

Management Response

Human Resources accepts the recommendation.

The vice chancellor of human resources will remind the campuses of the importance of complying

with local policies, procedures, and/or guidelines for hiring faculty and staff in a memorandum no
later than July 30, 2005.

SPECIAL CONSULTANTS

Practices for hiring and compensating special consultants needed improvement at five of the seven
campuses visited.

We found the following types of weaknesses in the personnel and payroll files for various special
consultants:

» Payroll documents for special consultants were not always maintained and/or were incomplete at
three of the five campuses. Such documents included, but were not limited to, special consultant
agreement forms and the Form 1-9 of the Immigration Reform and Control Act (IRCA).

» Policies or procedures for hiring faculty and/or non-faculty special consultants had not been
developed or were outdated at three of the five campuses.
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GC 813402 and 813403 state that management is responsible for establishing and maintaining a
system of internal administrative controls, which includes documenting the system, communicating
system requirements to employees, and assuring that the system is functioning as prescribed and is
modified, as appropriate, for changes in conditions. Further, a satisfactory system of internal
administrative controls shall include, but not be limited to, an established system of practices to be
followed in performance of duties and functions.

The IRCA of 1986 states that all employees, citizens, and non-citizens are required to complete Form
I-9 employment eligibility verifications at the beginning of employment. It further states that the
employer is responsible for ensuring completion of the entire form.

Campus management cited various reasons for these issues including shared responsibility between
various campus departments for hiring and compensating special consultants, recent changes in the
workflow process from the PeopleSoft implementation, and oversights.

Inadequate control over the hiring of special consultants increases the risk of non-compliance with
campus policies and/or state and federal laws and regulations.

Recommendation 5

We recommend that the chancellor’s office remind the campuses of the importance of developing,
documenting, and communicating policies and/or procedures for hiring faculty and non-faculty
special consultants, including the requirement to maintain complete hiring and payroll documents.
Management Response

Human Resources accepts the recommendation.

The vice chancellor of human resources will include in the reminder memorandum regarding special
consultants prior to July 30, 2005.

PROFESSIONAL LICENSE, CERTIFICATION, AND
REGISTRATION REQUIREMENTS

The administration of requirements related to professional licenses, certifications, and registrations
needed improvement at five of the seven campuses visited.

We noted that:
» Professional licenses, certifications, and/or registration requirements had not been verified at the
time of hire and/or updated in the Personnel/Payroll Management Information System (PIMS) for

various applicable employees.

» Operating procedures for the verification and reverification of the aforementioned items had not
been developed by three of the five campuses.

Human Resources/Systemwide/Report No. 04-24
Page 11



OBSERVATIONS, RECOMMENDATIONS, AND MANAGEMENT RESPONSES

CSU directive HR 2003-26, MPP: Special License, Certification, and Registration Requirements,
dated December 11, 2003, states that campuses are responsible for monitoring MPP positions that
require any special license, certification, and/or registration requirements and for ensuring that
incumbents possess the appropriate related qualifications.

GC 813402 and 813403 state that management is responsible for establishing and maintaining a
system of internal administrative controls, which includes documenting the system, communicating
system requirements to employees, and assuring that the system is functioning as prescribed and is
modified, as appropriate, for changes in conditions. Further, a satisfactory system of internal
administrative controls shall include, but not be limited to, an established system of practices to be
followed in performance of duties and functions.

Campus management cited various reasons for these issues including the use of an inaccurate
computer report and a lack of defined responsibility to monitor these requirements.

Insufficient monitoring of license, certification, and/or registration requirements increases the risk of
non-compliance with internal qualification and external agency requirements, and the possible
retention of unqualified or unskilled personnel.

Subsequent to our fieldwork, the chancellor’s office issued CSU directive HR 2005-04, CSU
Employment: License, Certification and Registration Requirements, dated January 13, 2005,
which addresses the need to monitor all positions that require any special license, certificate
and/or registration requirement to ensure incumbents possess and monitor such requirements.
Recommendation 6

We recommend that the chancellor’s office remind the campuses of the importance of developing,
documenting, and communicating operating procedures for this area.

Management Response
Human Resources accepts the recommendation.

Human Resources staff will update policy to include such requirement and will issue no later than
July 30, 2005.

EMPLOYMENT ELIGIBILITY

Efforts to ensure employment eligibility was verified and/or reverified for applicable employees
needed improvement at six of the seven campuses visited.

We found the following types of exceptions at the various campuses reviewed:

» Employment eligibility was not routinely reverified for employees subject to Form 1-9 of IRCA,
or such forms were not always properly completed at four campuses.
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» Policies and/or procedures for verifying and/or reverifying employment eligibility were not in
place at six campuses.

The IRCA of 1986 requires that an employee complete and date the Employment Eligibility
Verification Form 1-9 on the first day of their employment and complete Section 2 of the form,
including the date of employment and alien visa expiration date, within three days of the date that
employment begins.

GC 813402 and 813403 state that management is responsible for establishing and maintaining a
system of internal administrative controls, which includes documenting the system, communicating
system requirements to employees, and assuring that the system is functioning as prescribed and is
modified, as appropriate, for changes in conditions. Further, a satisfactory system of internal
administrative controls shall include, but not be limited to, an established system of practices to be
followed in performance of duties and functions.

Campus management cited various reasons for these issues including a reduction of staff and shared
responsibility between various campus departments for verifying and/or reverifying employment
eligibility.

Failure to properly complete the employment eligibility forms or maintain effective policies can
subject the campus to monetary penalties and/or other sanctions as set forth in IRCA.

Recommendation 7

We recommend that the chancellor’s office remind the campuses of the importance of performing the
appropriate verifications of employment eligibility, properly completing related 1-9 forms, and
developing, documenting, and communicating policies and/or procedures in this area.

Management Response

We accept the recommendation.

The vice chancellor of human resources will remind campuses via memorandum with specific citation

to HR 1994-05 and its website location no later than July 30, 2005.

COMPENSATION, BENEFITS, AND EMPLOYEE PROGRAMS
POLICIES AND PROCEDURES

Education Code (EC) provisions and CSU systemwide policies regarding the employee fee waiver
and reduction program were not in alignment and/or needed to be updated.

We reviewed EC provisions for employee fee waivers and corresponding CSU policies and noted the
following:
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» EC 889710 provided for the waiver or reduction of fees for employees who enrolled in
work-related or career development courses offered by the CSU. However the EC did not extend
this benefit to an employee’s spouse, dependent child, or domestic partner.  Existing CSU
policies permitted an employee to transfer his or her fee waiver benefit to these persons.

» EC 889301 stated, notwithstanding any provision of law to the contrary, the student body
association fee should be collected by officials of the university. However existing CSU policies
reduced this fee to $1.00 for all employees. We also noted that various collective bargaining
agreements included this fee reduction for employees and/or were silent regarding the waiver of
fees for eligible dependents.

» For career development courses, although CSU policies required employees to complete a career
development plan, the policies were silent regarding the update of such plans on a periodic basis.

CSU technical letter HR/Benefits 2004-06, CSU Employee Fee Waiver and Reduction Program,
dated January 30, 2004, summarizes current information regarding the CSU Fee Waiver and
Reduction Program, including eligibility requirements, fees fully waived or reduced, and the
requirement for a career development plan.

Executive Order 712, Delegation of Authority and Procedures for the Administration of Fee Waivers
and Reductions for Employee Training and Career Development, dated January 1, 2000, requires an
approved individual career development plan, if the career development objective requires a degree.

A lack of current and complete policies and procedures increases the risk of misunderstandings and
inconsistencies in complying with state and CSU systemwide policies.

Recommendation 8

We recommend that the chancellor’s office:

a. Review the EC, existing CSU policies, and/or collective bargaining agreements to ensure
alignment with respect to the fee waiver program and collection of the student body association

fee and update accordingly.

b. Review and update CSU policies to require periodic updates of career development plans for
applicable employees.

Management Response
We accept the recommendation.

a. Human Resources will review the EC and agreements with legal to determine if any modification
is necessary and will take appropriate action no later than September 30, 2005.

b. The vice chancellor of human resources will issue a coded memorandum with updated policy
reflecting the need to provide periodic updates of career plans no later than September 30, 2005.
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FAMILY MEDICAL LEAVE

Operating procedures for handling family medical leave (FML) requests were not in place at three of
the seven campuses visited.

GC 813402 and 813403 state that management is responsible for establishing and maintaining a
system of internal administrative controls, which includes documenting the system, communicating
system requirements to employees, and assuring that the system is functioning as prescribed and is
modified, as appropriate, for changes in conditions. Further, a satisfactory system of internal
administrative controls shall include, but not be limited to, an established system of practices to be
followed in performance of duties and functions.

Campus management stated that policies and procedures for administering the FML program were
not published since related information could be located on the campus website, employee bulletin
boards, and in the staff handbook, and persons managing the program had been in place for a number
of years.

Failure to develop, document, and communicate written operating procedures increases the risk of
processing inconsistencies and possible non-compliance with campus, CSU, and state and federal
laws and regulations.

Recommendation 9

We recommend that the chancellor’s office remind the campuses of the importance of developing,
documenting, and communicating operating procedures for handling FML requests.

Management Response
We accept the recommendation.

The vice chancellor of human resources will remind the campus in a memorandum no later than
July 30, 2005.

INFORMATION SECURITY

The protection of confidential employee information needed improvement at all seven campuses
visited and the CO.

We noted the following types of exceptions in varying degrees at the campuses and the CO:
» Recruitment files for certain tenure-track searches and compensation and/or fee waiver

information were not adequately protected. Specifically, in three of the campuses, the files were
maintained in the program director or manager’s office on a bookshelf, a storage room that also
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housed the department’s audiovisual equipment, unlocked file cabinets, and/or in an unlocked
storage room.

» Via key assignments and space assignments, the human resources office was not entirely secured
to prevent accidental or unintentional disclosure of confidential employee information at two
campuses and the CO.

» Campus managers and other persons with access to confidential employee information were not
provided training in this area at two of the campuses.

» Two campuses did not have comprehensive policies and procedures regarding the confidentiality
of employee information.

» One campus had not implemented a formal access approval process whereby system access was
only granted upon review and written approval by the campus president or vice president of
business and financial affairs. Additionally, another campus could not provide evidence that the
PeopleSoft HR System Access Form was approved by the campus president or vice president of
administration and finance, and reapproved in accordance with systemwide directives for various
employees.

CSU directive HR 2004-08, Requirements for Protecting Confidential Employee Data, dated
March 1, 2004, states that each campus and the chancellor’s office must take necessary steps to
protect confidential employee personal information, which includes, but is not limited to, social
security number, ethnicity, gender, home address, physical description, home telephone number,
medical history, and performance evaluations. The policy also states that to protect confidential
employee data, each campus and the chancellor’s office must ensure that all employees with access to
confidential employee information have a legitimate CSU need to have such access and that these
employees must understand the responsibility they have under the Information Practices Act and Title
5 to protect sensitive employee information.

The chancellor’s information security memorandum to CSU presidents dated March 28, 2003, states
that no CSU employee will be granted access to confidential information contained in the CSU
computer systems without review and written approval by the campus president or vice president of
administration, and that employees who currently have access must undergo the review and written
approval process in order to continue their access capability. The reapproval process must be
completed immediately or access will be revoked. In addition, employees approved for security
access must sign a confidentiality agreement. The access approval document and confidentiality
agreement must be kept on file in the campus HR department.

Campus and CO management cited various reasons for the lapses in physical security including
adequate security over the area housing the filing cabinets, being unaware of the widespread key/card
access, space limitations, and oversight. Campus management attributed the lack of training and
comprehensive policies and procedures to other priorities and the belief that campus’ protection of
confidential employee information was adequate. Campus management attributed the formal access
approval issues to misunderstanding the chancellor’s memorandum and focusing on new Common
Management Systems (CMS) users first given the size of the effort involved.
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Inadequate protection of confidential employee information increases the risk of loss, theft, or
unauthorized access to and disclosure of confidential employee information and potential lawsuits
against the campus and the CSU.

Recommendation 10

We recommend that the chancellor’s office remind the campuses and CO human resource services of
the importance of:

a. Protecting recruitment files for tenure-track searches and compensation and/or fee waiver
information.

b. Securing the human resources offices to prevent the accidental or unintentional disclosure of
confidential employee information.

c. Providing training to campus managers and other persons with access to confidential employee
information.

d. Developing and communicating comprehensive policies and/or procedures regarding the
confidentiality of employee information.

Management Response
We accept the recommendation.

The vice chancellor of human resources will work with the executive vice chancellor/chief financial
officer to send appropriate reminders no later than September 30, 2005.

Recommendation 11

We recommend that the chancellor’s office:

a. Review and evaluate existing system access security requirements whereby access to all systems
is only granted upon review and written approval of the campus president or vice president of

administration.

b. Consider modifying the requirements to permit delegation of approval authority to responsible
area management.

c. Formalize the various CO system access and confidentiality memoranda and directives into an
executive order.
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Management Response
We accept the recommendation.

Chancellor's office staff will review all existing policy statements, coded memorandum, and executive
orders that address the security of electronically stored confidential or private information with the
intent of creating a comprehensive executive order on the topic, which supersedes all existing
communications. The executive order will define and make explicit what is meant by confidential
and or private information. Chancellor's office staff will reevaluate the matter of existing system
access and strengthen the language within the executive order to ensure that the campus president and
vice president of administration are accountable for campus compliance with access control policies.
The executive order will offer a methodology for ensuring that accountability. Concurrent with the
preparation of this executive order, and subsequent to it, the CSU will be developing a
comprehensive, systemwide plan for information security. Aspects of the planned executive order
may be modified, changed, or superseded when the CSU Information Security Plan is complete.

The executive vice chancellor/chief financial officer and the vice chancellor of human resources have
initiated the above responsive process. However, due to the need to provide opportunity to bargain
regarding any mandatory subjects included in this executive order with all affected unions, we accept
the current risk until the process can be completed.
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SPECIAL CONSULTANTS

Recommendation 5

We recommend that the chancellor’s office remind the campuses of the impoitance of developing,
documenting, and communicating policies and/or procedures for hiring fac ity and non-faculty
special consultants, including the requirement to maintain complete hiring and payroll documents.
Management Response

Human Resources accepts the recommendation.

Vice Chancellor McClain will include in the reminder memorandum regarding special consultants
prior to July 30, 2005.

PROFESSIONAL LICENSE, CERTIFICATION, AND
REGISTRATION REQUIREMENTS

Recommendation 6

We recommend that the chancellor’s office remind the campuses of the impoitance of developing,
documenting, and communicating operating procedures for this area.

Management Response
Human Resources accepts the recommendation.

Human Resources staff will update policy to include such requirement and will issue no later than
July 30, 2005.

EMPLOYMENT ELIGIBILITY

Recommendation 7

We recommend that the chancellor’s office remind the campuses of the importaice of performing the
appropriate verifications of employment eligibility, properly completing related 1-9 forms, and
developing, documenting, and communicating policies and/or procedures in this area.

Management Response

We accept the recommendation.

Vice Chancellor McClain will remind campuses via memorandum with specific citation to
HR 1994-05 and its website location no later than July 30, 2005.

Page 3 of 6



APFENDIX B - Page 5 of 7

COMPENSATION, BENEFITS, AND EMPLOYEE PROGRAMS
POLICIES AND PROCEDURES
Recommendation 8
We recommend that the chancellor’s office:
a. Review the EC, existing CSU policies, and/or collective bargaining agreements to ensure
alignment with respect to the fee waiver program and collection of the student body association

fee and update accordingly.

b. Review and update CSU policies to require periodic updates of career di:velopment plans for
applicable employees.

Management Response
We accept the recommendation.

a. Human Resources will review the Education Code and agreements with legal to determine if any
modification is necessary and will take appropriate action no later than September 30, 2005.

b. Vice Chancellor McClain will issue a coded memorandum with updated policy reflecting the
need to provide periodic updates of career plans no later than September 30, 2005.

FAMILY MEDICAL LEAVE
Recommendation 9

We recommend that the chancellor’s office remind the campuses of the impoirtance of developing,
documenting, and communicating operating procedures for handling FML requests.

Management Response
We accept the recommendation.

Vice Chancellor McClain will remind the campus in a memorandum no later than July 30, 2005.

INFORMATION SECURITY

Recommendation 10

We recommend that the chancellor’s office remind the campuses and CO human resource services of
the importance of:

Protecting recruitment files for tenure-track searches and compensation and/or fee waiver
information.
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b. Securing the human resources offices to prevent the accidental or unintentional disclosure of
confidential employee information.

c. Providing training to campus managers and other persons with access to confidential employee
information.

d. Developing and communicating comprehensive policies and/or procedures regarding the
confidentiality of employee information. ’

Management Response

We accept the recommendation.

Vice Chancellor McClain will work with Executive Vice Chancellor West to send appropriate
reminders no later than September 30, 2005.

Recommendation 11
We recommend that the chancellor’s office:

a. Review and evaluate existing system access security requirements whereby access to all systems
is only granted upon review and written approval of the campus president or vice president of
administration.

b. Consider modifying the requirements to permit delegation of approval authority to responsible
area management.

c. Formalize the various CO system access and confidentiality memoranda and directives into an
executive order. '

Management Response
We accept the recommendation.

Chancellor's Office Staff will review all existing policy statements, coded memorandum and
executive orders that address the security of electronically stored confidential or private information
with the intent of creating a comprehensive executive order on the topic, which supersedes all
existing communications. The Executive Order will define and make explicit what is meant by
confidential and or private information. Chancellor's Office staff will reevaluate the matter of
existing system access and strengthen the language within the Executive Order to ensure that the
campus president and vice president of administration are accountable for campus compliance
with access control policies. The Executive Order will offer a methodology for ensuring that
accountability. Concurrent with the preparation of this executive order, and subsequent to it, the
CSU will be developing a comprehensive, systemwide plan for Information Security. Aspects of the
planned Executive Order may be modified, changed or superseded when the CSU Information
Security Plan is complete.
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Executive Vice Chancellor West and Vice Chancellor McClain have initiated the above responsive
process. However, due to the need to provide opportunity to bargain rega-ding any mandatory
subjects included in this Executive Order with all affected unions, we accept the: current risk until the
process can be completed.
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APPENDIX C

June 24, 2005

MEMORANDUM

TO: Mr. Larry Mandel

University Auditor

FROM: Charles B. Reed M @
Chancellor

SUBJECT: Draft Final Report Number 04-24 on
Human Resources, Systemwide

In response to your memorandum of June 24, 2005, I accept the response as
submitted with the draft final report on Human Resources, Syste nwide.

CBR/jt
Enclosure

cc: Ms. Jackie R. McClain, Vice Chancellor, Human Resources
Mr. Richard P. West, Executive Vice Chancellor and Chief Financial Officer
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