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INTRODUCTION

PURPOSE

The principal audit objective was to assess the adequacy of controls and systems to ensure that:

4

Cash receipts are processed in accordance with laws, regulations, and management policies.
Receivables are promptly recognized and balances are periodically evaluated.
Purchases are made in accordance with laws, regulations, and management policies.

Revolving fund disbursements are authorized and processed in accordance with laws, regulations, and
management policies.

Cash disbursements are properly authorized and made in accordance with established procedures and
adequate segregation of duties exists.

Payroll/personnel criteria for hiring employees, establishing compensation rates, and authorizing
disbursements are controlled and access to personnel and payroll records and processing areas are

restricted.

Purchase and disposition of fixed assets are controlled and assets are promptly recorded in the
subsidiary records.

Physical computer controls are in place and functioning.
Investments are adequately controlled and securities are safeguarded.

Trust funds are established in accordance with State University Administrative Manual guidelines.

SCOPE AND METHODOLOGY

The management review emphasized, but was not limited to, compliance with state and federal laws,
Board of Trustee policies, and Office of the Chancellor policies, letters, and directives. For those audit
tests that required annualized data, fiscal year 2000-01 was the primary period reviewed. In certain
instances, we were concerned with representations of the most current data—in such cases, the test period
was extended to October 31, 2001. Our primary focus was on internal controls. Specifically, we
reviewed and tested:

»

Procedures for receipting and storing cash, segregation of duties involving cash receipting, and
recording of cash receipts.
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INTRODUCTION

» Establishment of receivables and adequate segregation of duties regarding billing and payment of
receivables.

» Approval of purchases, receiving procedures, and reconciliation of expenditures to State Controller's
balances.

» Limitations on the size and types of revolving fund disbursements.
» Use of petty cash funds, periodic cash counts, and reconciliation of bank accounts.

» Authorization of personnel/payroll transactions and accumulation of leave credits in compliance with
state policies.

» Posting of the property ledger, monthly reconciliation of the property to the general ledger, and
physical inventories.

» Access restrictions to automated accounting systems and proper documentation of the systems.
» Procedures for initiating, evaluating, and accounting for investments.
» Establishment of trust funds, separate accounting, adequate agreements, and annual budgets.
We have not performed any auditing procedures beyond the date of our report. Accordingly, our

comments are based on our knowledge as of that date. Since the purpose of our comments is to suggest
areas for improvement, comments on favorable matters are not addressed.

BACKGROUND

In 1983, the California Legislature passed the Financial Integrity and State Manager's Accountability Act
of 1983 (FISMA). This act required state agencies to establish and maintain a system of internal
accounting and administrative control. To ensure that the requirements are fully complied with, the head
of each agency is required to prepare and submit a report on the adequacy of the system of internal
accounting and administrative control following the end of each odd-numbered fiscal year. The Office of
the University Auditor of the California State University (CSU) is currently responsible for conducting
such audits within the CSU.

This report represents our biennial review.

At the time of our prior FISMA audit in late 1999, the campus had just completed conversion to the
PeopleSoft financial information system. During this audit, the campus was performing another
conversion to upgrade to PeopleSoft version 7.5 supported by the CSU Common Management System
initiative.  On both occasions, PeopleSoft-related issues negatively affected the internal control
environment.

FISMA/California State University, Fresno/Report No. 01-05
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INTRODUCTION

OPINION

We visited the CSU Fresno campus from September 17, 2001, through November 16, 2001, and made a
study and evaluation of the accounting and administrative control in effect as of November 16, 2001. Our
study and evaluation were conducted in accordance with the Standards for the Professional Practice of
Internal Auditing, issued by the Institute of Internal Auditors, and included the audit tests we considered
necessary in determining that accounting and administrative controls are in place and operative.

CSU Fresno management is responsible for establishing and maintaining adequate internal control. This
responsibility, in accordance with Government Code, Sections 13402 et seq., includes documenting internal
control, communicating requirements to employees, and assuring that internal control is functioning as
prescribed. In fulfilling this responsibility, estimates and judgments by management are required to assess
the expected benefits and related costs of control procedures.

The objectives of accounting and administrative control are to provide management with reasonable, but not
absolute, assurance that:

P Assets are safeguarded against loss from unauthorized use or disposition.

» Transactions are executed in accordance with management's authorization and recorded properly to
permit the preparation of reliable financial statements.

» Financial operations are conducted in accordance with policies and procedures established in the State
Administrative Manual, Education Code, Title 5, and Trustee policy.

Our audit disclosed conditions which, in our opinion, could result in errors and irregularities if not
corrected. Specifically, the campus did not maintain adequate internal controls over the following areas:
billing rates on chargebacks, procurement card authorizations, frequency of property inventories, fiscal
information technology, and review of trust transactions. These conditions, along with other weaknesses,
are described in the executive summary.

In our opinion, except for the effect of the weaknesses described above, the CSU Fresno accounting and
administrative control in effect as of November 16, 2001, taken as a whole, was sufficient to meet the
objectives stated above.

As a result of changing conditions and the degree of compliance with procedures, the effectiveness of
controls change over time. Specific limitations that may hinder the effectiveness of an otherwise
adequate system of controls include, but are not limited to: resource constraints, faulty judgments,
unintentional errors, circumvention by collusion, and management overrides. Establishing controls that
would prevent all these limitations would not be cost-effective; moreover, an audit may not always detect
these limitations.

FISMA/California State University, Fresno/Report No. 01-05
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INTRODUCTION

EXECUTIVE SUMMARY

The purpose of this section is to provide management with an overview of conditions requiring their
attention. Areas of review not mentioned in this section were found to be satisfactory. Numbers in
brackets [ ] refer to page numbers in the report.

CASH RECEIPTS [7]

BANK SURVEYS [7]

There was no procedure to periodically request local banks to search for unauthorized bank accounts
that use the campus name, address, or federal identification number. Establishing a procedure to
periodically search for unauthorized bank accounts reduces the risk of liability associated with
improper accounts.

REVENUE ACCOUNTABILITY [7]

Activities of the Central Valley Internet Project (CVIP) were not reconciled with revenues.
Reconciling revenues improves accountability and reduces the risk that funds will be
misappropriated.

ACCOUNTS RECEIVABLE [8]

Procedures for documenting utility chargeback rates, recording certain accounts receivable, and
pursuing delinquent telephone services accounts needed improvement. Adequate controls over
chargebacks and accounts receivables ensure complete reimbursement for services provided and the
detection of inappropriate activities.

PURCHASING [10]

PROCUREMENT CARD DOCUMENTATION [10]

Documentation to evidence the review and approval of procurement card transactions was
inconsistent and incomplete. Specific review and approval of transactions establish responsibility for
card usage and reduce exposure to misuse.

RECEIVING [11]

Receiving controls did not prohibit the use of a shared system password or ensure direct observation
of all merchandise receipts. Strong controls over the receipt of goods reduce the risk of loss from
inappropriate acts.

FISMA/California State University, Fresno/Report No. 01-05
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INTRODUCTION

REVOLVING FUND [12]

Documentation was not on file to show that petty cash/change funds were counted as frequently as
required by someone other than the custodian. Counts conducted at prescribed frequencies ensure
adequate internal control over cash and reduce the risk of loss.

FIXED ASSETS [13]

OVERSTATEMENT [13]

Equipment was overstated on the campus financial statements. Proper valuation of equipment
provides reliable financial information.

PHYSICAL INVENTORY [13]

Physical inventories of property and reconciliation with property records were incomplete. Complete
physical inventories and reconciliation with property records decrease exposure to loss and misuse of
fixed assets.

FISCAL INFORMATION TECHNOLOGY [14]

MAINFRAME SECURITY [14]

Some mainframe security (RACF) parameters were not set to provide effective protection, and many
sensitive libraries were not sufficiently protected. Appropriate security settings and protection of
libraries improve security and help prevent unauthorized access to, and misuse of, computer
resources.

DISASTER RECOVERY PLAN [15]

There was no written disaster recovery plan for the mainframe and CashNet and PeopleSoft systems;
and off-site backup rotation of weekly data did not satisfy campus recovery requirements. A formal
recovery plan improves the ability of the campus to restore computer operations within a reasonable
time and reduces the impact to normal business operations.

DATA CENTER ACCESS [16]

An excessive number of staff had access to the computer room. Restricting access decreases the risk
of accidental or intentional damage or theft of equipment or data that is essential to continued campus
operations.

FISMA/California State University, Fresno/Report No. 01-05
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INTRODUCTION

INVESTMENTS [17]

The campus had not finalized its investment policy and procedures. Comprehensive policies and
procedures decrease the risk that internal controls may be compromised and help maximize
investment income.

TRUST FUNDS [18]

Trust fund transactions were processed based upon signature authority without comparison against
trust agreements. In addition, the campus could not provide documentation in support of the
6-percent charge for administering trust accounts. Adequate controls over, and monitoring of, trust
funds reduce the risk of inappropriate expenditures, undetected errors or irregularities, and incomplete
reimbursement for administrative services.

RECONCILIATIONS [19]

The State Controller’s Office (SCO) expenditure and investment reconciliation was not performed in
a timely manner. The timely completion of reconciliations increases the ability to detect and correct
errors and irregularities.

FISMA/California State University, Fresno/Report No. 01-05
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OBSERVATIONS, RECOMMENDATIONS,
AND CAMPUS RESPONSES

CASH RECEIPTS

BANK SURVEYS

There was no procedure to periodically request local banks to search for unauthorized bank accounts
that use the campus name, address, or federal identification number.

Government Code §13401(b)(3) states that all levels of management of state agencies must be
involved in assessing and strengthening the systems of internal accounting and administrative control
to minimize fraud, errors, abuse, and waste of government funds.

At an informal exit conference, the university controller, the director of accounting services, and the
campus internal auditor all indicated a reluctance to do bank surveys because of different names that
could appear (such as a department or program instead of the campus), and no indication that such
searches on other campuses had been successfully undertaken.

Not establishing a process to periodically search for unauthorized bank accounts increases the risk of
the campus being associated with improper bank accounts.

Recommendation 1

We recommend that the campus establish and implement procedures to periodically request local
banks to search for unauthorized bank accounts that use the university’s name, address, or federal
identification number.

Campus Response

We concur with the recommendation. Procedures have been established and letters have been sent to
local banks to request searches for accounts that use the university’s name, address or federal
identification number. Action will be initiated to review and determine appropriate action on items
reported by the banks.

REVENUE ACCOUNTABILITY

Activities of the Central Valley Internet Project (CVIP) were not reconciled with revenues.

The CVIP provided Internet service to customers at monthly rates and reproduced and sold computer
diskettes for various Microsoft software products. Funds collected were deposited with the campus in
trust. However, the revenues were not reconciled to subscription records or the number of computer
diskettes sold. Such reconciliations compare the accounting records and deposits with the revenues
that should have been received.

FISMA/California State University, Fresno/Report No. 01-05
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OBSERVATIONS, RECOMMENDATIONS, AND CAMPUS RESPONSES

State Administrative Manual (SAM) §20050 requires an effective system of internal control that
would include regular reconciliations of control account totals to subsidiary accounting record totals.

The CVIP business manager stated that they did not have reliable subscription records until recently
and relied upon placing the read-writable computer diskette drives in locations where activity could
be observed to control the production and sale of software diskettes.

Not reconciling revenues reduces accountability and increases the risk of misappropriation of funds.

Recommendation 2

We recommend that the campus independently verify the CVIP reconciliation of revenue and bank
deposits.

Campus Response
We concur with the recommendation. Accounting office personnel met with CVIP employees to
initiate review of the monthly reconciliations and have initiated procedures to verify the CVIP

prepared reconciliation of revenue and bank deposits. All procedures and verifications will be in
place by September 30, 2002.

ACCOUNTS RECEIVABLE

Procedures for documenting utility chargeback rates, recording certain accounts receivable, and
pursuing delinquent telephone services accounts needed improvement.

We noted the following:
Utility Chargeback Rates

Utility management added a 15-percent overhead rate to utility chargebacks. However, the campus
could not provide documentation to substantiate this rate.

Recording Accounts Receivable

The library and student telephone services maintained their own accounts receivable invoicing
systems, but amounts due were not recorded on campus accounting records. As of June 30, 2001,
outstanding accounts receivable for the library and telephone services totaled $84,940 (only patrons
who owe more than $5) and $46,632, respectively.

Telephone Services

Accounts under $1,000 from telephone services were not written off annually. In August 2000,
accounts dating back to 1996 were written off. In addition, we noted that the threshold for referring
delinquent accounts to tax offset was $10 for campus accounting, while telephone services had a
higher cutoff of $100.

FISMA/California State University, Fresno/Report No. 01-05
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OBSERVATIONS, RECOMMENDATIONS, AND CAMPUS RESPONSES

SAM §8752 indicates that state policy is for departments to recover the full cost of facilities and
services that includes a fair share of indirect costs.

SAM §8776.1 requires that uncontested claims be recognized as valid receivables and recorded in
agency accounts through specific entries.

SAM §8776.6 through §8776.7 and chancellor’s office Executive Order (EO) No. 616 establish
requirements for collecting and writing off receivables, including the frequency of collection follow-
up and options available when amounts seem uncollectible.

The director of utility management stated that they used a 15-percent overhead rate for chargebacks
because it was a common rate. The director of accounting services stated that accounts receivable
established outside the accounting office were not booked centrally because the information had not
been available. He further stated that the absence of central recording caused the differences in
account write-off and use of tax offsets.

Unsatisfactory controls over chargebacks and accounts receivable increase the risk of incomplete
reimbursement for services provided and undetected inappropriate activities.

Recommendation 3
We recommend that the campus:
a. Substantiate the validity of the overhead rate used for utility chargebacks.

b. Record library and telephone services accounts receivable and an allowance for uncollectible
amounts on the campus general ledger and regularly reconcile subsidiary detail records to that
control total.

c. Establish procedures to write off uncollectible telephone services amounts on an annual basis and
develop a common campus-wide threshold for tax offsets.

Campus Response

a. We concur with the recommendation. The campus will initiate a review of the overhead rate in
order to validate the rate charged. This study will be completed by September 30, 2002.

b. We concur with the recommendation. The campus is establishing procedures for recording
accounts receivable in the general ledger for library and telephone service receivables and for
establishing an allowance for related uncollectible amounts. Subsidiary detail will be reconciled
to control totals on a regular basis. These processes will be fully implemented by
September 30, 2002.

c. We concur with the recommendation. Written procedures are being established to write-off
uncollectible telephone service amounts on an annual basis. Initial write-offs will begin this June
in order to correctly reflect these receivables at year end. A common campus-wide threshold of
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OBSERVATIONS, RECOMMENDATIONS, AND CAMPUS RESPONSES

$10 for tax offsets has been established; this threshold is consistent with the threshold established
by the Franchise Tax Board. These procedures will be implemented by
June 30, 2002.

PURCHASING

PROCUREMENT CARD DOCUMENTATION

Documentation to evidence the review and approval of procurement card transactions was
inconsistent and incomplete.

On July 1, 2001, the campus implemented the PaymentNet system from JP Morgan Chase for online
review and approval of procurement card transactions. This system was available through a
California State University (CSU) systemwide contract, and CSU Fresno was one of the first CSU
campuses to implement the system. Our review of procurement card transactions disclosed variations
in who signed which documents. Some cardholders signed the individual receipts but not the
monthly statement, while others signed both or nothing at all. Likewise, approving officials signed in
various ways, and some failed to sign or date any of the documents.

EO No. 760 states that it is the responsibility of the campus’ chief financial officer to develop and
maintain practices which will assure strong internal controls and mitigate procurement card abuses.
The EO also requires complete supporting documentation including evidence of supervisor or
management approval.

The campus procurement card manual lagged behind actual practice but indicated that the monthly
statements will be printed and signed by both the cardholder and the approving official.

The university controller and director of procurement and support services realized the shortcoming
and variations in review and approval documentation and stated that the differences in practice
occurred because some cardholders and approving officials believed that online checkoff through the
PaymentNet system was adequate.

Information available through the PaymentNet system on review and approval was inconclusive.
Initial indications presented the possibility of making authorizations available after some system
programming; however, the information as to who actually approved what and when based on a
logging of transactions by operator IDs was unavailable.

Without specific information on review and approval, it is not possible to establish responsibility for
procurement card misuses.

FISMA/California State University, Fresno/Report No. 01-05
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OBSERVATIONS, RECOMMENDATIONS, AND CAMPUS RESPONSES

Recommendation 4

We recommend that the campus augment the automated authorization system with hand-scribed
signatures, indicating review and approval of monthly cardholder reports, until the system provider is
able to make a record of automated approval information available.

Campus Response

We concur with the recommendation. Notification was sent to all cardholders and procedures

implemented, informing them that signatures are required from both the approving and reviewing
individuals.

RECEIVING

Receiving controls did not prohibit the use of a shared system password or ensure direct observation
of all merchandise receipts.

We found that:

» Staff in central receiving had separate login accounts but shared the same system password.

» Certification of receipt of merchandise was not always based upon direct observation of
merchandise delivered to the campus. When items bypassed central receiving, representations by
departments via telephone and unsecured e-mail were accepted.

SAM §20050 states that a satisfactory system of internal accounting and administrative control
includes a plan of authorization and record-keeping procedures adequate to provide effective
accounting controls over assets, liabilities, revenues, and expenditures.

The warehouse supervisor stated that the passwords were shared for convenience and to cover
absences, and the acceptance of telephone confirmations for receipt of goods was done as an
accommodation to expedite invoice payment.

Weakened controls over the receipt of goods increase the risk of loss from inappropriate acts.
Recommendation 5

We recommend that the campus strengthen procedures over the receipt of goods to ensure that proper
accountability is established via receiving system password controls and certifications of merchandise
receipt.

Campus Response

We concur with the recommendation. Receiving is now performed by two clerks who each have
separate system logon IDs and passwords. Procedures have also been changed so that signed

FISMA/California State University, Fresno/Report No. 01-05
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OBSERVATIONS, RECOMMENDATIONS, AND CAMPUS RESPONSES

receiving documents are required to evidence receipt of all goods (electronic mail and telephone calls
are no longer accepted as valid representations by departments of receipt of goods).

REVOLVING FUND

Documentation was not on file to show that petty cash/change funds were counted as frequently as
required by someone other than the custodian.
The missing documentation included the following counts:

Year Missing Quarters
2000 | 1%, 2", and 4"
2001 1™

SAM §8111.2 requires a change or petty cash count in accordance with the following frequency:
(a) $200.00 or less on an annual basis; (b) $200.01 to $500.00 on a quarterly basis; (c) $500.01 to
$2,500.00 on a monthly basis; and (d) over $2,500.00 on a monthly basis, if not prescribed more
frequently by the Fiscal Systems and Consulting Unit, Department of Finance.

The director of accounting services stated that the counts were done, but the documentation was part
of a missing file. He further stated that the inability to re-create partial records for the missing period
occurred, in part, because of a switch in e-mail systems from Eudora to Outlook Express on
August 1, 2001, that resulted in the loss of archived messages. These messages might have provided
substantiation that the counts were performed and when. Cash counts are sometimes documented via
an e-mail with supporting attachments.

Internal controls over cash funds are compromised when independent cash counts are not conducted
at prescribed frequencies, and the risk of loss is increased.

Recommendation 6

We recommend that the campus strengthen their record-keeping procedures to ensure that evidence of
cash counts can be reconstructed if original documents are lost.

Campus Response
We concur with the recommendation. General accounting staff now prepare and maintain a copy of

the cash counts, forwarding the originals to the director of accounting. This ensures that
documentation is available in a second file to substantiate the cash counts.

FISMA/California State University, Fresno/Report No. 01-05
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OBSERVATIONS, RECOMMENDATIONS, AND CAMPUS RESPONSES

FIXED ASSETS

OVERSTATEMENT
Equipment was overstated on the campus financial statements.

On June 30, 2001, the draft financial statements showed the equipment portion of the investment in
property, plant, and equipment valued at $51.6 million. On this same date, the campus property
inventory records and general ledger showed the equipment valued at approximately $28.3 million.
As a result, the financial statements were overstated $23.3 million.

Government Code §13401 states that effective systems of internal accounting and administrative
control are necessary to assure that state assets and funds are adequately safeguarded, as well as to
produce reliable financial information for the agency.

The manager of financial reporting stated that they were required to book a prior year adjusting entry
several years ago that was not supported.

Inflating equipment for financial statement purposes results in unreliable financial information.

The campus made an adjusting entry to the financial statements for the period ending June 30,
2001, during the audit.

PHYSICAL INVENTORY

Physical inventories of property and reconciliation with property records were incomplete.

A campus-wide inventory had been ongoing, but records were incomplete. Inventory count sheets
were not signed and dated by the property designees, and the inventory results and differences had
not been reported to management with adequate explanations and resolutions of the differences.

SAM §8652, in general, requires a physical count of all property at least once every three years, a
reconciliation of the count to accounting records, and management oversight of resulting adjustments.
It further requires that worksheets used to take the inventory will show the date of the inventory and
the name of the inventory taker and that these worksheets will be retained.

The manager of procurement and support services stated that there had been a breakdown in the
oversight of the inventory function.

Incomplete physical inventories and reconciliations with property records increase exposure to loss
and misuse of fixed assets.
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Recommendation 7

We recommend that the campus strengthen procedures to ensure complete physical inventory
documentation, reconciliation to property records, and management reporting at the conclusion of
each inventory cycle.

Campus Response

We concur with the recommendation. Campus procedures will be strengthened to ensure a complete
physical inventory is performed annually and that the manager of support services reviews the
reconciliation to property records and all reports at the end of each inventory cycle. In addition,

discrepancies noted during the inventory process will be sent to management of the respective areas
for review and follow-up. These revised procedures will be fully functioning by September 30, 2002.

FISCAL INFORMATION TECHNOLOGY

MAINFRAME SECURITY

Some mainframe security (RACF) parameters were not set to provide effective protection, and many
sensitive libraries were not sufficiently protected.

Specifically, we noted that:
» Protect all, which places newly created data sets under RACF protection, was not in effect.
» Tape DSN, which enables protection of data sets stored on tape, was not in effect.

» Security over the job entry subsystem and the batch job handler was not active, which could
permit the submission of unauthorized jobs.

» The default password had not been changed for the commands that turn RACF off.

» RACEF special privileges had been granted to individuals that did not need such access to perform
their job responsibilities.

» Many APF authorized libraries were not RACF protected, which could be exploited to gain
unauthorized access to system resources.

» Systemwide read access to libraries whose names begin with high level “SYS1” was permitted,
which could reveal sensitive information about the system.

SAM §4841 requires state agencies to provide for the proper use and protection of its information
assets by establishing appropriate policies and procedures for preserving the integrity and security of
automated files and databases.
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OBSERVATIONS, RECOMMENDATIONS, AND CAMPUS RESPONSES

The director of information technology services (ITS) stated that the existing parameter settings had
been in place for several years and had not been recently examined.

Lack of adequate security settings and protection of sensitive libraries increases the risk that newly
created programs or data files would not be protected by RACF, information stored on magnetic tape
would not be protected, and unlimited access to system resources could be obtained through
inappropriate access to sensitive libraries.

Recommendation 8
We recommend that the campus change the:

a. RACEF settings regarding protect all, tape data set protection, batch and online job submission,
and use of special privileges to provide stronger security.

b. Universal access code (UAC) setting to NONE for RACF authorized SYSI1 libraries to reduce the
risk of unauthorized modifications or disclosure.

Campus Response

a. We concur with the recommendation. RACF settings for data set protection, batch and online job
submission, and use of special privileges have been changed consistent with the recommendation.
Protect-all is active in warning mode and ITS is currently defining profiles for data sets where
they do not currently exist. This process will be completed and protect-all placed in fail mode by
July 31, 2002.

b. We concur with the recommendation. ITS is working to identify the access levels that must be
granted to specific started tasks and users in order to change the universal access code to none for
all SYS1 libraries. These processes will be completed by August 31, 2002.

DISASTER RECOVERY PLAN

There was no written disaster recovery plan for the mainframe and CashNet and PeopleSoft systems;
and off-site backup rotation of weekly data did not satisfy campus recovery requirements.

The ITS department had taken initial steps to ensure that data would be available for recovery;
however, without a recovery plan, there was no assurance that data processing services could be
recovered in a timely manner. In addition, there were no manual departmental operating and recovery
procedures for business units during an extended outage of data processing services. Since the daily
backup tapes remained on-site, the business units needed to determine if a potential loss of up to one
week’s worth of data could be re-created and the impact to their business operations.

SAM §4843.1 requires each state agency to establish and maintain both an operational recovery plan
to protect its information assets in the event of a disaster or serious disruption to its operations and a
plan for resuming operation following a disaster affecting those applications.
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EO No. 696, Implementation of the CSU Emergency Preparedness Program, dated January 29, 1999,
states, in part, that each campus president is delegated the responsibility for the implementation of an
emergency management system program on campus and shall ensure that management activities
including, but not limited to, maintenance and regular updating of the institutional emergency
management system plan and determination, acquisition, and maintenance of facilities, equipment,
and related supplies required for emergency preparedness are accomplished.

The ITS director stated that high-level plans were in place to acquire the necessary hardware, and data
recovery procedures were documented; however, comprehensive, detailed recovery policies and
procedures had not been developed.

Without a detailed information technology disaster recovery plan and corresponding business
continuation procedures, the campus may not be able to restore computer operations within a
reasonable time frame, which could severely impact the ability to conduct normal business
operations.

Recommendation 9

We recommend that the campus develop:

a. An information technology disaster recovery plan for the mainframe and CashNet and PeopleSoft
systems.

b. Manual operating and recovery procedures for use by the business units in the event of an
extended outage of data processing services.

Campus Response
a. We concur with the recommendation. We will develop information technology disaster recovery
plans for the mainframe and Cashnet and PeopleSoft systems. This work should be completed by

September 15, 2002.

b. We concur with the recommendation. We will develop manaual operating and recovery
procedures for use by the business units. This work should be completed by September 15, 2002.

DATA CENTER ACCESS

An excessive number of staff had access to the computer room.

Sixty-one of the one hundred ITS staff had access cards that allowed entry into the computer room.
Accordingly, many people that did not have responsibility for maintaining the computer systems had
been granted access to the data center.

SAM §4842.2 requires each state agency to establish and maintain physical security measures that
provide for management control of physical access to information assets. Physical security practices
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for each facility must be adequate to protect the most sensitive information technology application
housed in that facility.

The ITS director stated that the access privileges had not been recently reviewed and due to the
multiple doors and changes in groups of individuals whose jobs require access to the computer room,

the permissions should be reexamined.

Inadequate controls over access to the data center increase the risk of accidental or intentional damage
or theft to equipment and data that is essential to the continued operation of the campus.

Recommendation 10

We recommend that the campus examine the list of persons that have been granted access to the data
center and appropriately restrict access to only authorized personnel, which should be limited to the
operators, technicians, and a few key personnel.

Campus Response

We concur with the recommendation. ITS has completed a review of the list of those who currently
have access and has reduced that list considerably. Key members of the staff are currently reviewing

the revised access list and will soon implement the proposed restrictions. The new restrictions will be
implemented by June 30, 2002.

INVESTMENTS
The campus had not finalized its investment policy and procedures.
At the time of our visit, the draft investment policy was last revisited on February 12, 1999.
SAM §20050 states that there should be an established system of practices to be followed in the
performance of duties and functions. Further, policy and procedural or operational manuals which
are either not currently maintained or are nonexistent represent a danger signal of a vulnerable control
system.

The manager of general accounting stated that the policy was being updated as time permits.

Failure to maintain comprehensive policies and procedures can result in internal controls over campus
investments being compromised and reduced investment income.

Recommendation 11
We recommend that the campus finalize its written investment policy and procedures.

Campus Response
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We concur with the recommendation.  The investment policy and procedures manual will be
completed and submitted for proper campus approval. We anticipate completion and approval will
occur by June 30, 2002.

TRUST FUNDS

Trust fund transactions were processed based upon signature authority without comparison against
trust agreements. In addition, the campus could not provide documentation in support of the
6-percent charge for administering trust accounts.

SAM §20050 states that the elements of a satisfactory system of internal accounting and
administrative control include an established system of practices to be followed in the performance of
duties and functions.

SAM §8752 indicates that state policy is for departments to recover the full cost of facilities and
services that includes a fair share of indirect costs.

The director of accounting services stated that the campus had a monitoring process in place before
PeopleSoft (to compare trust transactions to trust agreements), and it was their intention to put
something comparable in place after the implementation. He further stated that administrative rates
are being progressively reviewed.

Inadequate control over, and monitoring of, trust funds increases the risk of inappropriate
expenditures, undetected errors or irregularities, and incomplete reimbursement for administrative
services.

Recommendation 12
We recommend that the campus:

a. Strengthen procedures over trust fund administration to ensure that trust expenditures are in
compliance with trust agreements.

b. Pursue plans to update the rate charged for administering trust accounts.

Campus Response

a. We concur with the recommendation. Procedures will be revised to ensure that trust fund
expenditures are properly reviewed for consistency with trust agreements. These procedures will
be implemented by September 30, 2002.

b. We concur with the recommendation. An analysis of the rate charged for administering trust
accounts will be pursued, and the rate will be adjusted if necessary. This process will be
completed by September 30, 2002.

FISMA/California State University, Fresno/Report No. 01-05
Page 18



OBSERVATIONS, RECOMMENDATIONS, AND CAMPUS RESPONSES

RECONCILIATIONS

The State Controller’s Office (SCO) expenditure and investment reconciliation was not performed in
a timely manner.

At the start of the audit on September 17, 2001, the reconciliation had only been completed through
June 30, 2001. As of November 21, 2001, although the bank reconciliations were current through
August 2001, the SCO/investment reconciliation had only been done through July 2001 as part of the
SAMO99 process.

SAM §7900 requires monthly preparation of all reconciliations within 30 days of the preceding
month and reconciliations of agency accounts to records other than those prepared by the agency.

SAM §20050 states that the elements of a satisfactory system of internal accounting and
administrative control include a system of authorization and record-keeping procedures adequate to

provide effective accounting control over assets, liabilities, revenues, and expenditures.

The director of accounting services stated that the delays in reconciling were due to numerous fund
conversion problems in the PeopleSoft upgrade.

Failure to complete reconciliations in a timely manner increases the risk that errors and irregularities
will not be promptly detected.

Recommendation 13

We recommend that the campus reconcile SCO expenditures and investments on a timely basis.
Campus Response

We concur with the recommendation. The reconciliation process has been greatly improved and

much progress has been made since initial conversion to the CMS baseline product. Reconciliations
will be completed and prepared timely by June 30, 2002.
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APPENDIX A:

PERSONNEL CONTACTED

Name

John D. Welty
John Briar

Ed Bulinski
Cheryl Burger
Dutch Green
Leo Gutierrez
Larry Haugan
John Hernandez
Steve Katz
Karen Kinney
John Klein

Pat LaVigna

Sue Lehman
Shirley Lindal
Dennis Livezey
Janice Loo

Steve Maciel
Eman Makar
Darrell Martin
Margaret Martinez
Jim Michael
Cynthia Oliphant
Benjamin Quillian
Chris Robinson
Judy Sakaki
Isabel Santos
Monica Shackelton
Linda Shaefer
Colletta Smith
Dick Smith
Shirley Staton
Pat Tift

Alberta Trytten
Mai Vang

Susan Vaquilar
Vickie Veen
Bob Vega

Linda Vivian

Pat Work

Title

President

Director of Business Information Technology Services (BITS)
Budget Officer

Accounting Technician I1I

Director, Procurement and Support Services
Warehouse Supervisor

Associate Director, Health and Psychological Services
Property Clerk

University Controller

Associate University Librarian

Manager, Student Accounts

Head, Circulation

Circulation Supervisor

Accounting Technician III, Cashiering

Manager, General Accounting

Manager, Financial Reporting/PeopleSoft

Business Manager, Central Valley Internet Project
Administrative Support Assistant, Student Telephone Service
Interim Director of Information Technology Services
Accounts Payable Supervisor

Director, Operating Systems and Operations
Accounting Technician II

Vice President for Administration

Internal Auditor

Vice President for Student Affairs

Dispatcher, Public Safety

Accounting Technician I11

Administrative Assistant, Public Safety

Accounting Technician, Extended Education
Director, Utility Management

Accounting Technician II

Assistant to Vice President for Administration
Information Systems Analyst

Library Assistant |

Payroll Officer

Administrative Analyst/Specialist, BITS

Director, Accounting Services

Accounting Technician II

Manager, Accounts Receivable/Accounts Payable
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STATEMENT OF INTERNAL CONTROLS

A. INTRODUCTION

Internal accounting and related operational controls established by the state of California, the CSU
Board of Trustees, and the Office of the Chancellor are evaluated by the University Auditor, in
compliance with professional standards for the conduct of internal audits, to determine if an adequate
system of internal control exists and is effective for the purposes intended. Any deficiencies observed
are brought to the attention of appropriate management for corrective action.

B. INTERNAL CONTROL DEFINITION

Internal control, in the broad sense, includes controls which may be characterized as either accounting
or operational as follows:

1. Internal Accounting Controls

Internal accounting controls comprise the plan of organization and all methods and procedures
that are concerned mainly with, and relate directly to, the safeguarding of assets and the reliability
of financial records. They generally include such controls as the systems of authorization and
approval, separation of duties concerned with record keeping and accounting reports from those
concerned with operations or asset custody, physical controls over assets, and personnel of a
quality commensurate with responsibilities.

2. Operational Controls

Operational controls comprise the plan of organization and all methods and procedures that are
concerned mainly with operational efficiency and adherence to managerial policies and usually
relate only indirectly to the financial records.

C. INTERNAL CONTROL OBJECTIVES

The objective of internal accounting and related operational control is to provide reasonable, but not
absolute, assurance as to the safeguarding of assets against loss from unauthorized use or disposition,
and the reliability of financial records for preparing financial statements and maintaining
accountability for assets. The concept of reasonable assurance recognizes that the cost of a system of
internal accounting and operational control should not exceed the benefits derived and also
recognizes that the evaluation of these factors necessarily requires estimates and judgment by
management.
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D. INTERNAL CONTROL SYSTEMS LIMITATIONS

There are inherent limitations that should be recognized in considering the potential effectiveness of
any system of internal accounting and related operational control. In the performance of most control
procedures, errors can result from misunderstanding of instruction, mistakes of judgment,
carelessness, or other personal factors. Control procedures whose effectiveness depends upon
segregation of duties can be circumvented by collusion. Similarly, control procedures can be
circumvented intentionally by management with respect to the executing and recording of
transactions. Moreover, projection of any evaluation of internal accounting and operational control to
future periods is subject to the risk that the procedures may become inadequate because of changes in
conditions and that the degree of compliance with the procedures may deteriorate. It is with these
understandings that internal audit reports are presented to management for review and use.



