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INTRODUCTION

PURPOSE

The principal audit objectives were to determine compliance with the Education Code, Title 5, and
directives of the Board of Trustees and the Office of the Chancellor and to assess the adequacy of controls
and systems. Specifically, we sought assurances that legal and regulatory requirements are complied with
regarding the:

Formation of the auxiliary.

Functions the auxiliary performs on the campus.

Creation and operation of the auxiliary’s board of directors.

Establishment of policies and procedures based upon sound business practices.

Observance of mandates to maintain an “arms-length” in business transactions between the auxiliary
and the campus.

» Campus oversight of auxiliary operations.

v v v v Vv

In addition, we reviewed internal controls to assure that:

Accounting data is provided in an accurate, timely, complete, or otherwise reliable manner.

Assets are adequately safeguarded from loss, damage, or misappropriation.

Duties are appropriately segregated consistent with appropriate control objectives.

Transactions, accounting entries, or systems output is reviewed and approved.

Management does not intentionally override internal controls to the detriment of the overall internal
control objectives.

Accounting and fiscal tasks, such as reconciliations, are prepared properly and completed timely.

» Deficiencies in internal controls previously identified were corrected satisfactorily and timely.

» Management seeks to prevent or detect erroneous record keeping, inappropriate accounting,
fraudulent financial reporting, financial loss, and exposure.

v v v v Vv

v

SCOPE AND METHODOLOGY

Our management review emphasized, but was not limited to, compliance with state and federal laws and
regulations, Board of Trustee policies, and Office of the Chancellor policies, letters, and directives as they
relate to California State University (CSU) auxiliaries. For those audit tests that required annualized data,
fiscal year 2000-2001 was the primary period reviewed. In certain instances, we were concerned with
representations of the most current data—in such cases, the test period was extended to February 2002.
Our primary focus was on internal compliance and controls.

Specifically, for the period reviewed, we examined compliance of the campus and each auxiliary with the
Education Code and Title 5 as they relate to the operation of CSU auxiliary organizations. Individual
codes and regulations included within the scope of our review were identified through an assessment of
risk. Similarly, internal controls were included within our scope based upon risk. Therefore, the scope of
our review varied from auxiliary to auxiliary.

Auxiliary Organizations/San José State University/Report No. 02-45
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INTRODUCTION

A preliminary survey of CSU auxiliaries at each campus was used to identify risks. Risk was defined as
the probability that an event or action would adversely affect the auxiliary and/or the campus.

Our assessment of risk was based upon a systematic process, using professional judgments on probable
adverse conditions and/or events that became the basis for development of our final scope. We sought to
assign higher review priorities to activities with higher risks. As a result, not all risks identified were
included within the scope of our review.

The scope of our review, regarding internal compliance considerations, focused on areas which were
identified during our preliminary assessment of risks related to the CSU and its requirements to exercise
oversight of auxiliaries. (See Appendix B.)

The scope of our internal control review focused on separation of duties, safeguarding of assets, and
reliability and integrity of information. Within these, we considered areas of risk identified during a
preliminary survey of the campus’ auxiliary operations in addition to risks related to the CSU and its
oversight of auxiliaries. (See Appendix B.)

We have not performed reviews or analyses beyond the date of our report. Accordingly, our comments
are based on our knowledge as of that date and should be read with that understanding. Since the purpose
of our comments is to suggest areas for improvement, comments on favorable matters are not discussed.

BACKGROUND

Education Code §89900 states, in part, that the operation of auxiliary organizations shall be conducted in
conformity with regulations established by the Trustees.

Education Code §89904 states, in part, that the Trustees of the California State University and the
governing boards of the various auxiliary organizations shall:

» Institute a standard systemwide accounting and reporting system for businesslike management of the
operation of such auxiliary organizations.

» Implement financial standards which will assure the fiscal viability of such various auxiliary
organizations. Such standards shall include proper provision for professional management, adequate
working capital, adequate reserve funds for current operations and capital replacements, and adequate
provisions for new business requirements.

» Institute procedures to assure that transactions of the auxiliary organizations are within the
educational mission of the state colleges.

» Develop policies for the appropriation of funds derived from indirect cost payments.

Auxiliary Organizations/San José State University/Report No. 02-45
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INTRODUCTION

Executive Order No. 698, superseding Executive Order No. 682, was issued on March 3, 1999. In that
directive, the president of each campus was instructed, in part, as follows:

Section 2. Authority and Responsibility of the Campus President. Title 5, Section
42402 establishes the authority of campus presidents to require auxiliary
organizations to operate in conformity with policy of the Board of Trustees and
the campus. The president is required to review auxiliary programs and budgets
and to require discontinuance of activities not in conformity with policies of the
Board of Trustees and campus.

The following Trustee policy supplements the existing policy of Section 42402
and provides an additional mechanism for the president to administer his or her
responsibilities concerning auxiliary organizations. Action taken by the Trustees'
Committee on Audit at the January 1999 meeting of the Board requires an
internal compliance/internal control review to be performed by the University
Auditor.

The Office of the University Auditor will perform an internal compliance/
internal control review of auxiliary organizations. The review will be used to
determine compliance with law, including statutes in the Education Code and
rules and regulations of Title 5, and compliance with policy of the Board of
Trustees and of the campus, including appropriate separation of duties,
safeguarding of assets and reliability and integrity of information. This review of
each auxiliary organization shall be completed on a triennial basis pursuant to
procedures established by the chancellor.

This report represents our triennial review.

OPINION

We visited the San José State University campus from January 2002 through March 2002 and reviewed
the internal compliance and internal control structures in effect at that time. Our study and evaluation
were conducted in accordance with the Standards for the Professional Practice of Internal Auditing,
issued by the Institute of Internal Auditors, and included the audit tests we considered necessary in
determining that accounting and administrative controls are in place and operative.

The campus and management at each auxiliary are responsible for establishing and maintaining adequate
internal controls.  This responsibility includes documenting internal controls, communicating
requirements to employees, and assuring that internal controls are functioning as prescribed. In fulfilling
this responsibility, estimates and judgments by management are required to assess the expected benefits
and related costs of control procedures.

Auxiliary Organizations/San José State University/Report No. 02-45

Page 3



INTRODUCTION

The objectives of accounting and administrative controls are to provide management with reasonable, but
not absolute, assurance that:

P Assets are safeguarded against loss from unauthorized use or disposition.

» Transactions are executed in accordance with management’s authorization and recorded properly to
permit the preparation of reliable financial statements.

» Financial operations are conducted in accordance with policies and procedures established in the State
Administrative Manual, Education Code, Title 5, and Trustee policy as applicable.

Our audit disclosed conditions which, in our opinion, would result in significant errors and irregularities if
not corrected. These conditions, along with other weaknesses, are described in the executive summary
and in the body of the report.

As a result of changing conditions and the degree of compliance with procedures, the effectiveness of
controls change over time. Specific limitations that may hinder the effectiveness of an otherwise
adequate system of controls include, but are not limited to: resource constraints, faulty judgments,
unintentional errors, circumvention by collusion, and management overrides. Establishing controls to
prevent these limitations would not be cost-effective; moreover, an audit may not always detect these
limitations. (See Appendix C.)
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INTRODUCTION

EXECUTIVE SUMMARY

The purpose of this section is to provide management with an overview of conditions requiring their
attention. Areas of review not mentioned in this section were found to be satisfactory. Numbers in
brackets [ | refer to page numbers in the report.

CAMPUS
LEGAL AND REGULATORY COMPLIANCE [21]

SUPPORT ORGANIZATIONS [21]

The campus had not developed written procedures to identify ancillary organizations operating on
campus in support of academic and nonacademic programs. Further, the campus had not developed
written policies delineating campus oversight authority and organization accountability to campus
authority. Internal controls are strengthened when written policies and procedures are fully
developed and communicated to campus and auxiliary personnel.

BOARD OF DIRECTORS/ELECTION OF OFFICERS [22]

The campus had not established procedures to verify student eligibility on behalf of auxiliary
organizations. Verifying student eligibility reduces the risk of inadequate board representation and
noncompliance with California State University (CSU) policy and auxiliary organization guidelines.

CONFLICT OF INTEREST [22]

The campus had not provided guidance for its auxiliaries regarding the implementation of conflict-of-
interest policies and procedures, including statements and disclosures from board members and
management. Adequately addressing implementation of conflict-of-interest code policies and
procedures for auxiliary boards and management reduces liability for acts contrary to the code.

PUBLIC RELATIONS POLICY [24]

A public relations policy had either not been developed by the campus and/or filed with the
chancellor’s office by three of the four auxiliary organizations. Submitting a public relations policy
may ensure that expenditures are consistent with the mission and fiduciary responsibility of the
university.
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COST ALLOCATION PLAN [24]

The campus’ cost allocation plan for the reimbursement of facilities, goods, and services provided by
the campus to auxiliary organizations was not current. Developing and maintaining a current cost
methodology plan could provide assurance that the General Fund is properly reimbursed for facilities,
goods, or services provided to auxiliary organizations.

CASH RECEIPTS AND HANDLING [25]

GIFT RECEIPTS RECONCILIATION [25]

The campus’ process for reconciling the gift acknowledgement system to gift revenue/receipts was
both incomplete and not performed in a timely manner. Adequately controlling gift
acknowledgements and reconciling them to collections may reduce the risk of errors or
misappropriation of gifts or acknowledgements not being detected timely.

ROYALTY PAYMENTS [26]

Royalties paid to faculty members for the reproduction and sale of their own copyrighted materials
violated campus policy. Adhering to academic and professional responsibility policies reduces the
risk that the educational mission and academic integrity of the university may be questioned.

TRUST FUNDS AND OTHER LIABILITIES [27]

STUDENT BODY FEES [27]

Campus administration and oversight of student body organization fees required improvement. When
the campus exercises sufficient control and accounting for student body funds, custodial
responsibilities are met and the risk of error or misappropriation is reduced.

CUSTODIAL FUNDS [28]

The campus did not exercise sufficient control over custodial funds held in trust by its auxiliaries.
Sufficient oversight reduces the campus’ and the CSU system’s exposure to regulatory and legal
consequences.
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SAN JOSE STATE UNIVERSITY FOUNDATION

LEGAL AND REGULATORY COMPLIANCE [30]
AUXILIARY FUNCTION [30]

Sufficient documentation was not available to demonstrate how certain functions performed by the
San José State University Foundation (Foundation) were consistent with CSU policy. In addition,
such functions were not always supported by current, written agreements. Sufficiently documenting
the functions of the auxiliary reduces the risk that such functions could be deemed inconsistent with
Title 5. Further, maintaining current, written agreements reduces the risk of misunderstandings and
miscommunication regarding rights and responsibilities.

AUXILIARY AUTHORIZATION [31]

The Foundation operating agreement with the CSU and the campus does not sufficiently address all
aspects of the Foundation’s operations on the campus. Operating with an up-to-date, written
agreement reduces the risk of misunderstandings and miscommunication regarding rights and
responsibilities.

RESERVES [31]

At the time of our audit, the Foundation’s post-retirement reserve was significantly underfunded.
Sufficient reserve planning reduces the Foundation’s risk to fund future deficits.

CASH RECEIPTS AND HANDLING [32]
CASH HANDLING [32]

The Foundation’s cash handling controls needed to be strengthened. Adequate controls over cash
handling reduce the risk of loss or misappropriation.

SEGREGATION OF DUTIES [33]

Duties and responsibilities over cash receipts were not adequately segregated at the Foundation.
Adequate segregation of duties reduces the risk of errors, irregularities, and misappropriation of
funds.
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INVESTMENTS [34]

Donor intent and understanding were not consistently documented for endowments and
pre-endowments administered by the Foundation. Fully documenting endowments and
pre-endowments reduces the risk that funds will be handled inappropriately and contrary to the
expectations of the campus and donors.

FEES, REVENUES, AND RECEIVABLES [35]

The Foundation’s controls over accounts receivable and travel advances required improvement.
Sufficient controls over accounts receivable and travel advances reduce the risk of loss, errors, and
irregularities.

PURCHASING AND ACCOUNTS PAYABLE [36]

CHECK PROCESSING [36]

The Foundation’s check processing controls needed improvement. Sufficient controls over check
processing reduce the risk of loss, errors, or irregularities.

PROCUREMENT POLICIES AND PROCEDURES [37]

The Foundation’s procurement policies and procedures did not adequately address sole source
purchases, purchases on personal credit cards, purchases requiring a purchase order,
permitted/prohibited purchases, and retention of signature authorization cards for purchases. Internal
controls are strengthened when policies and procedures concerning procurement are fully documented
and communicated to auxiliary and campus personnel.

SUPPORTING DOCUMENTATION [38]

Certain Foundation cash disbursements were not supported by sufficient and appropriate
documentation. Sufficient supporting documentation reduces the risk of errors, irregularities, and
misappropriation.

PERSONNEL AND PAYROLL [39]
PAYROLL PROCESSING [39]
The Foundation’s controls over payroll processing were deficient in certain areas. Adequate controls

over personnel and payroll procedures reduce the risk of errors, irregularities, and misappropriation of
funds. In addition, complying with state legislation could prevent an assessment of fines.
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EMPLOYEE SEPARATION [40]

The Foundation’s employee separation form did not provide for notification to system administrators
to allow prompt revocation/suspension of user accounts and passwords. Suspending/revoking a user
account and password for a separated employee reduces the risk of unauthorized access to company
resources.

FIXED ASSETS [41]

The Foundation’s controls over fixed assets were deficient in certain areas. Adequate property
inventory control procedures reduce the risk of financial misstatement, loss, and theft.

TRUSTS AND OTHER LIABILITIES [42]

Certain Foundation trust agreements were incomplete and inconsistently maintained. Adequately
documented trust agreements reduce the risk of both inappropriate expenditures and
misunderstandings about account operations.

PROGRAMS [43]

The Foundation had not established sufficient and appropriate written policies and procedures for the
administration of campus intellectual property. Sufficient and appropriate written policies,
procedures, and agreements over intellectual property reduce the potential for misunderstandings or
miscommunication.

INFORMATION TECHNOLOGY [44]

VENDOR MASTER FILE [44]

Employees outside of the accounting function had update access to the Foundation’s person/entity
(vendor) master database. Additionally, there were no controls over additions of new entries to the
vendor master database. Properly securing access to system data reduces the risk of unauthorized and
inappropriate acts.

SECURITY AWARENESS PROGRAM [45]

The Foundation’s computer software policy did not address an ongoing security awareness program.
Providing adequate information security awareness among the employees could prevent inappropriate
use of the Internet, decreased effectiveness of passwords, and sharing of sensitive company
information.
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DISASTER RECOVERY PLAN [45]

The Foundation did not have a documented disaster recovery plan for its information technology
function. Additionally, there was no enterprise-wide business continuity plan in place. A disaster
recovery and business continuity plan could prevent extended downtime of company resources,
unorganized interim procedures, and untimely restoration of business operations during a disaster.

SPARTAN SHOPS, INC.

LEGAL AND REGULATORY COMPLIANCE [47]

AUXILIARY AUTHORIZATION [47]

The Spartan Shops, Inc. (Shops) operating agreement with the CSU and the campus required revision
as to functions managed, administered, and operated by the auxiliary organization. Operating with an
up-to-date, written agreement reduces the risk of misunderstandings and miscommunication regarding
rights and responsibilities.

AUXILIARY INCORPORATION [47]

Shops did not file its amended Articles of Incorporation with the California Secretary of State. Filing
an amendment of the Articles of Incorporation with the Secretary of State validates the amendment
and reduces the risk that the auxiliary will participate in activities inconsistent with state law and the
mission of the university.

LEASING OF FACILITIES [48]

The Shops’ lease and sublease arrangements with the campus and other auxiliary organizations were
not always properly supported by written agreements. A properly developed written lease agreement,
defining rights and responsibilities, reduces the potential for misunderstandings.

BOARD MEETINGS [49]

The Shops’ board of directors did not hold at least one business meeting each quarter as mandated.
When the board of directors meets on a regular basis in accordance with CSU policy, the board’s
fiduciary responsibility over the operations of the auxiliary organization may be met.

BOARD COMPOSITION [50]

The Shops’ governing board and bylaws did not require its composition to include a noncampus
representative. Additionally, the governing board did not appoint specific board members to the
finance committee. Maintaining mandated board composition complies with statutory requirements
and reduces the risk that community views will not be adequately represented.
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BYLAWS [50]

The Shops’ bylaws did not provide for the removal of board members failing to meet their duties and
obligations (i.e., habitual absenteeism). Provisions for the removal of board members failing to meet
their duties and obligations may promote the normal conduct of business.

BUDGET [51]

The Shops’ 2000-2001 budget was not submitted to the campus president or his designee for
approval. Obtaining appropriate approval of auxiliary budgets reduces the risk that the auxiliary will
operate in a manner inconsistent with the educational mission of the campus.

REPORTING OF UNAUTHORIZED ACTS [52]

Shops did not appropriately report an instance of fraud. Timely reporting of thefts and irregularities
promotes CSU policy and could prevent future losses and embarrassment to the campus and central
administration.

NONDISCRIMINATION POLICIES [52]

Contrary to CSU policy, the Shops’ nondiscrimination policies exclude temporary employees hired
for a period of six months or less. When employment standards are consistently applied and in
accordance with the policies of the CSU, the auxiliary’s risk of noncompliance with state and federal
laws is reduced and may prevent regulatory actions.

SIGNATURE AUTHORITY [53]

A state employee (the vice president for administration and finance) is inappropriately listed as an
authorized signer on the Shops’ bank accounts. Ensuring appropriate signing authority on an
auxiliary bank account prevents conflicts with independence rules and reduces the risk of
misunderstanding and miscommunication.

CASH RECEIPTS AND HANDLING [53]

Accountability was not localized when two or more persons had access to the same bookstore cash
registers at Shops. In addition, cash registers were not closed out following each shift change. When
accountability is localized, the risk of misappropriation or error is reduced.
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FEES, REVENUES, AND RECEIVABLES [54]

UNRELATED BUSINESS INCOME [54]

The Shops’ methodology for calculating unrelated business income (UBI) for Internal Revenue
Service (IRS) reporting purposes needed to be reevaluated. Accurately reporting taxable income
reduces the Shops’ risk of potential financial penalties from the IRS.

CIVIL DEMAND [55]

The Shops’ controls over civil demand claims were inadequate. Adequate separation of duties,
transfer of accountability, and reconciliation processes reduce the risk that errors and irregularities
will not be detected in a timely manner. Further, written policies and procedures reduce the risk of
legal liability and misunderstandings between parties.

PURCHASING AND ACCOUNTS PAYABLE [56]

CHECK PROCESSING [56]

The Shops’ controls over check processing were inadequate. Adequate controls over check
processing reduce the risk that misappropriation of funds will not be detected.

SUPPORTING DOCUMENTATION [57]

Certain Shops disbursements were not supported by appropriate documentation. Sufficient controls
over expenditures reduce the risk of errors, irregularities, and misappropriation of funds.

CONTRACTING [59]

Sufficient documentation was not maintained to support certain contractual arrangements entered into
by Shops. Properly executing appropriate written agreements could prevent misunderstandings and
disputes as to the terms of the arrangement.

PERSONNEL AND PAYROLL [60]
SEGREGATION OF DUTIES [60]
The Shops’ payroll and human resource functions were not adequately segregated. Adequate

separation of duties reduces the risk that errors and irregularities will not be detected in a timely
manner.
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EMPLOYEE SEPARATION [61]

Shops separation procedures did not include notification to system administrators to allow prompt
revocation/suspension of user accounts and passwords. Suspending/revoking a user account and
password for a separated employee reduces the risk of unauthorized access to company resources.

INVENTORIES [62]

Shops had not developed and implemented policies and procedures addressing secondary
authorization of inventory purchases which exceed a certain dollar amount. Sufficient controls over
the purchasing of inventory reduce the risk of errors, irregularities, and misappropriation of funds.

PROGRAMS [62]

Shops did not have a written real estate acquisition and property development and management plan.
A written real estate acquisition and management plan reduces the risk that such operations may not
meet the educational mission of the university and may subject the system to unwarranted liability.

INFORMATION TECHNOLOGY [63]

COMPUTER ACCESS [63]

The Shops’ accounting system user profiles did not provide for proper segregation of duties. Properly
securing access to system screens reduces the risk of unauthorized and inappropriate acts.

DOS-BASED APPLICATIONS [64]

Shops utilized outdated and inadequate applications to manage its accounting and food service
operations.  Utilizing up-to-date computer applications reduces information security risks and
increases efficiency by eliminating manual input from human resources.

SECURITY AWARENESS PROGRAM [65]

Shops did not have an ongoing security awareness program. Providing adequate information security
awareness among the auxiliary could prevent inappropriate use of the Internet, decreased
effectiveness of passwords, and sharing of sensitive company information.
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KEY EMPLOYEE DEPENDENCE [66]

Only one employee knew the administrator password for the Shops’ computer network. A backup
system administrator could prevent extended delays to network management issues during the system
administrator’s absence.

PASSWORD ADMINISTRATION [66]

The Shops’ computer network and mainframe security settings required password changes for user
accounts and system administrators only after an extended period of 120 days. Maintaining
passwords with expiration periods reduces the risk of unauthorized access to company resources and
information.

ENVIRONMENTAL CONTROLS [67]

Shops did not have adequate environmental controls for its computer rooms. Proper environmental
controls could prevent damage to information technology hardware, resulting in loss of critical data,
extended downtime of company resources, and greater property loss.

DISASTER RECOVERY PLAN [67]

Shops did not have a documented disaster recovery plan for its information technology function.
Additionally, there was no enterprise-wide business continuity plan in place. A disaster recovery and
business continuity plan could prevent extended downtime of company resources, unorganized
interim procedures, and untimely restoration of business operations during a disaster.

ASSOCIATED STUDENTS

LEGAL AND REGULATORY COMPLIANCE [69]

AUXILIARY AUTHORIZATION [69]

Associated Students San Jos¢ State University (AS) had developed a draft, but no final operating
agreement had been executed with the CSU and the campus. In addition, the draft did not address
facilities as an authorized function. Operating with a current and approved written agreement reduces
the risk of misunderstandings and miscommunication regarding rights and responsibilities.

RISK MANAGEMENT [69]

AS did not maintain liability insurance coverage for the fall 2001 semester for certain high-risk
activities (i.e., rock climbing, kayaking, etc.) offered to the student body. Maintaining appropriate
insurance coverage reduces AS and campus exposure to potential liability.
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CASH RECEIPTS AND HANDLING [70]

CASH RECEIPTS [70]

Controls over AS cash receipts needed improvement. Adequate internal controls over cash and cash
registers reduce the risk of errors, irregularities, and misappropriation.

SEGREGATION OF DUTIES [71]

Duties and responsibilities over AS cash receipts were not adequately or consistently segregated.
Adequate separation of duties reduces the risk that errors and irregularities will not be detected in a
timely manner.

FEES, REVENUES, AND RECEIVABLES [72]

ACCEPTANCE OF FUNDS [72]

The AS adoption of the campus acceptance of funds policies and procedures had not been
documented or approved by the AS board of directors. Maintaining written procedures reduces the
risk of accepting funds that are not consistent with the policies of the Trustees.

REVENUE RECONCILIATION [72]
Revenues received by the AS child development center were not reconciled to enrollment records.

Reconciling revenues reduces the risk that errors or misappropriation of funds would occur and not be
detected.

PURCHASING AND ACCOUNTS PAYABLE [73]

SEGREGATION OF DUTIES [73]

Duties and responsibilities over AS disbursements were not adequately or consistently segregated.
Adequate separation of duties reduces the risk that errors and irregularities will not be detected in a
timely manner.

SUPPORTING DOCUMENTATION [74]

Certain AS cash disbursements were not supported by appropriate documentation. Adequate controls
over support for disbursements reduce the risk of errors, irregularities, and misappropriation of funds.
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CREDIT CARD [75]

AS inappropriately used the personal credit card of the business manager as its corporate credit card.
Proper use and management of credit cards reduce the risk that auxiliary organization funds will be
used inappropriately.

UNCLAIMED MONIES [76]

AS had not established policies and procedures to escheat unclaimed monies to the state. Reporting
or performing the duties specified in the unclaimed property law could prevent fines.

PERSONNEL AND PAYROLL [77]

AS separation procedures did not include notification to system administrators to allow prompt
revocation/suspension of user accounts and passwords. Suspending/revoking a user account and
password for a separated employee reduces the risk of unauthorized access to company resources.

FIXED ASSETS [78]

AS controls over technology fixed assets required improvement. Adequate administration of
technology fixed assets reduces the risk that property will be lost or stolen and that accounting and
property records could be misstated.

TRUST FUNDS [79]

Funds held in trust by AS on behalf of student clubs were not properly administered. Sufficient
control over funds held in trust reduces the risk that funds will be expended for inappropriate
purposes and reduces the campus’ and the CSU system’s exposure to regulatory and legal
consequences.

PROGRAMS [80]

AS did not report certain stipends to the campus financial aid office. Adequately reporting stipends to
the financial aid office may prevent overpayment of financial aid funds.

INFORMATION TECHNOLOGY [80]
COMPUTER ACCESS [80]
AS accounting system user profiles did not provide for proper segregation of duties/functions.

Adequate segregation of duties/functions reduces the risk of errors, irregularities, and
misappropriation of funds.
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PHYSICAL SECURITY [81]

AS had not established adequate physical safeguards for information technology resources at the
general services center. Proper controls for physical security and service continuity could prevent
accidental damage to, or theft of, vulnerable information technology hardware, loss of critical data,
and service interruptions.

NETWORK SECURITY SETTINGS [82]

AS computer network security settings at the general services center and across the enterprise needed
improvement. Adequate computer network security settings reduce the risk of unauthorized access to
company resources and information.

ENVIRONMENTAL CONTROLS [83]

Environmental controls for the computer rooms at the AS computer lab and the child care center did
not include smoke/heat detection equipment. Proper environmental controls could prevent damage to
information technology hardware, resulting in loss of critical data, extended downtime of information
technology resources, and greater property loss.

DISASTER RECOVERY PLAN [83]

AS did not have a documented disaster recovery plan for its information technology function.
Additionally, there was no enterprise-wide business continuity plan in place. A disaster recovery and
business continuity plan could prevent extended downtime of company resources, unorganized
interim procedures, and untimely restoration of business operations during a disaster.

STUDENT UNION

LEGAL AND REGULATORY COMPLIANCE [85]
AUXILIARY AUTHORIZATION [85]

The Student Union of San José¢ State University (Union) operating agreement with the CSU and the
campus required revision as to functions managed, administered, and operated by the auxiliary
organization. Operating with an up-to-date, written agreement reduces the risk of misunderstandings
and miscommunication regarding rights and responsibilities.

LEASING OF FACILITIES [86]

Certain lease agreements for the use of space in the Union building required revision. A properly
developed written lease agreement, defining rights and responsibilities, reduces the potential for
misunderstandings.

Auxiliary Organizations/San José State University/Report No. 02-45

Page 17



INTRODUCTION

GROUND LEASE [87]

Consideration was not sufficiently articulated in the ground lease between the campus and the Union.
Sufficiently documenting consideration reduces the campus’ and the legally separate auxiliary
organization’s risk that a “gift of public funds” claim could be asserted.

PUBLIC MEETINGS [87]

The Union had not established, by resolution or bylaws, the time and locations for holding regular
meetings. In addition, the bylaws did not contain a provision requiring quarterly board meetings.
Compliance with regulations for public meetings reduces the risk of misunderstandings and may
reduce legal liability.

RESERVES [88]

The Union reserves were not adequate. Sufficient reserve planning and analysis reduce the
auxiliary’s risk to fund future deficits.

CASH RECEIPTS AND HANDLING [89]

The Union’s controls over cash receipts required improvement. When accountability is localized, the
risk of misappropriation or error is reduced.

PETTY CASH AND CHANGE FUNDS [90]

The Union had not developed procedures to perform periodic and independent counts of change funds
on an unannounced basis. Performing periodic and independent counts of petty cash funds reduces
the risk that missing funds will not be detected.

FEES, REVENUES, AND RECEIVABLES [90]

ACCEPTANCE OF FUNDS [90]

The Union’s acceptance of funds policy, dated April 19, 1994, did not reflect the auxiliary
organization’s current practice for acceptance of gifts. Maintaining current, written procedures
reduces the risk of accepting funds that are not consistent with the policies of the Trustees and the
campus or the functions of the auxiliary.

SEGREGATION OF DUTIES [91]

Duties and responsibilities over cash receipts were not adequately segregated at the Union. Adequate
segregation of duties reduces the risk of errors, irregularities, and misappropriation of funds.
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ACCOUNTS RECEIVABLES [91]

The Union’s controls over accounts receivable required improvement. Sufficient controls over
accounts receivable reduce the risk of loss, errors, and irregularities.

RESERVATIONS [93]

The Union did not consistently obtain appropriate reservation forms and insurance information from
its sidewalk vendors. Maintaining proper documentation for vendors and tenants who utilize Union
facilities reduces the risk of legal liability and misunderstandings between parties.

PURCHASING AND ACCOUNTS PAYABLE [94]

SEGREGATION OF DUTIES [94]

Duties and responsibilities over accounts payable were not adequately segregated at the Union.
Adequate separation of duties reduces the risk that errors and irregularities will not be detected in a
timely manner.

BANK RECONCILIATION [94]

The Union’s bank reconciliations for July to November 2001 were not prepared until December 2001.
In addition, bank reconciliations were not signed and dated by the preparer or the reviewer.
Completing bank reconciliations in a timely manner reduces the risk that errors and irregularities will
not be detected in a timely manner.

SUPPORTING DOCUMENTATION [95]

Certain Union disbursements were not supported by appropriate documentation. Sufficient controls
over expenditures reduce the risk of errors, irregularities, and misappropriation of funds.

PERSONNEL AND PAYROLL [97]

EMPLOYEE SEPARATION [97]

Union separation procedures did not include notification to system administrators to allow prompt
revocation/suspension of user accounts and passwords. Suspending/revoking a user account and
password for a separated employee reduces the risk of unauthorized access to company resources.

PAYROLL CHECKS [98]

Returned Union payroll checks of former box office employees were retained in the box office safe,
rather than forwarded to the accounting office for proper disposition. Sufficient controls over payroll
checks reduce the risk of errors, irregularities, and misappropriation of funds.
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FIXED ASSETS [99]

The Union’s controls over fixed assets required improvement. Adequate property inventory control
procedures reduce the risk of financial misstatement, loss, and theft.

TRUSTS AND OTHER LIABILITIES [100]

Funds held and administered by the Union on behalf of a campus satellite location were not supported
by a written agreement. Sufficient control over trust accounts reduces the risk of both inappropriate
expenditures and misunderstandings about account operations.

PROGRAMS [100]

The Union did not forward records of student financial assistance to the campus financial aid office.
Adequately reporting financial assistance to the campus financial aid office may prevent overpayment
of financial aid funds.

INFORMATION TECHNOLOGY [101]

The Union’s computer network security settings needed improvement. Adequate computer network
security settings reduce the risk of unauthorized access to company resources and information.
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OBSERVATIONS, RECOMMENDATIONS,
AND CAMPUS RESPONSES

CAMPUS

LEGAL AND REGULATORY COMPLIANCE

SUPPORT ORGANIZATIONS

The campus had not developed written procedures to identify ancillary organizations operating on
campus in support of academic and nonacademic programs. Further, the campus had not developed
written policies delineating campus oversight authority and organization accountability to campus
authority.

Various nonprofit organizations present opportunities and liabilities to the campus and its auxiliary
organizations. Opportunities include greater community involvement in the form of financial and
nonfinancial support. Liabilities accrue as a result of actions by the operators of these organizations
and, therefore, become the legal responsibility of the campus or its auxiliaries.

Examples of such organizations include the various alumni associations operating on the campus and
the athletic booster club.

Due to the perceived value to the California State University (CSU) mission, campus and auxiliary
personnel have provided services to these unofficially recognized organizations. However, the use of
campus and auxiliary time and materials and the actions and activities supervised and performed by
these officials expose the CSU to legal and regulatory actions.

Title 5 §42402 and Education Code §89900 indicate that the president of each campus is responsible
for the educational effectiveness, academic excellence, and general welfare of the campus over which
he presides.

The director of accounting/systems and technology indicated that the campus does perform searches
of local banks for unauthorized bank accounts using the campus name and taxpayer identification
number. He also indicated that since such organizations are separate nonprofits, the campus really
does not have any control over their activities.

Internal controls are compromised when written policies and procedures are not fully developed and
communicated to campus and auxiliary personnel.

Recommendation 1

We recommend that the campus develop procedures for the identification of ancillary organizations
that operate on campus, documentation of the activities of each, and a written policy delineating
campus oversight authority and organization accountability to campus authority.
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Campus Response

We concur. The campus will develop procedures for the identification of ancillary organizations that
operate on campus, document the activities of each, and produce a written policy delineating campus
oversight authority and organization accountability to campus authority. Estimated completion:
May 2003.

BOARD OF DIRECTORS/ELECTION OF OFFICERS

The campus had not established procedures to verify student eligibility on behalf of auxiliary
organizations.

We found that a student served as a board member for three auxiliary organizations, but was not
enrolled at that university at the time.

Title 5 §42602 (a),(b),(c) and Education Code §89903 specifically require student participation on
auxiliary organization boards. Auxiliary organization bylaws require that student board members be
currently admitted to the university.

The director of accounting/systems and technology indicated that this was an oversight and that the
campus would communicate with the auxiliary organizations regarding student eligibility.

Failure to verify student eligibility increases the risk of inadequate board representation and non-
compliance with CSU policy and auxiliary organization guidelines.

Recommendation 2

We recommend that the campus coordinate with the auxiliary organizations to implement procedures
to ensure timely verification of student eligibility.

Campus Response

We concur. The campus will coordinate with the auxiliary organizations to implement procedures to
ensure timely verification of student eligibility. Estimated completion: May 2003.

CONFLICT OF INTEREST

The campus had not provided guidance for its auxiliaries regarding the implementation of conflict-of-
interest policies and procedures, including statements and disclosures from board members and
management.

We identified an employee/alumni/donor of the campus who was also the sole authorized signer on a
San José State University Foundation (Foundation) project account and owned a company that served
as a major vendor for both the campus and the Foundation. This arrangement was not disclosed or
documented by the Foundation.
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Each auxiliary on campus addressed, in some manner, conflict-of-interest requirements placed upon
auxiliaries by the Education Code and Title 5. However, such policies and procedures should also
consider the following areas:

Conflict-of-interest procedures.

Records of proceedings relating to a possible or actual conflict.

Compensation.

Annual statements.

Periodic reviews.

Use of outside experts.

Duty to disclose.

Determination whether a conflict of interest exists.

Actions required in association with a conflict.

Actions to be taken when violations of conflict-of-interest policy are discovered.

A A 4 A 4 A0 4 A A A 4

Education Code §89906 states that no member of the governing board of an auxiliary organization
shall be financially interested in any contract or other transaction entered into by the board of which
he is a member, and any contract or transaction entered into in violation of this section is void.

Title 5 §42401, §42402, §42500 and Education Code §89900 establish a responsibility to operate in
accordance with sound business practices in the interest of the campus. Sound business practice
includes establishing conflict-of-interest policies and procedures to implement Education Code
§89906 and other similar provisions to prevent imprudent or improper decisions by auxiliary board
and management members.

The vice president of administration and finance indicated that the auxiliaries were responsible for
their own conflict-of-interest policies.

Failure to adequately address implementation of conflict-of-interest code policies and procedures for
auxiliary boards and management increases liability for acts contrary to the code.

Recommendation 3

We recommend that the campus provide guidance for its auxiliaries with regard to strengthening and
further documenting conflict-of-interest policies and procedures.

Campus Response

We concur. The campus will provide guidance for its auxiliaries with regard to strengthening and
further documenting conflict-of-interest policies and procedures. Estimated completion: May 2003.
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PUBLIC RELATIONS POLICY

A public relations policy had either not been developed by the campus and/or filed with the
chancellor’s office by three of the four auxiliary organizations.

Title 5 §42502 requires the campus president to file, with the chancellor, a policy on the accumulation
and use of public relations funds for all auxiliary organizations. The statement will include the policy
and procedure on solicitation of funds, source of funds, amounts, purpose for which the funds will be
used, allowable expenditures, and procedures of control.

The vice president of administration and finance indicated that campus auxiliaries had unintentionally
overlooked this requirement, but have been directed by him to develop policies for filing with the
chancellor's office.

Not submitting a public relations policy may result in expenditures that are not consistent with the
mission and fiduciary responsibility of the university.

Recommendation 4

We recommend that the campus coordinate with the auxiliary organizations to develop a public
relations policy and that the policy be filed with the Office of the Chancellor.

Campus Response

We concur. The campus will coordinate with the auxiliary organizations to develop a public relations
policy. The policy will then be filed with the Office of the Chancellor. Estimated completion:
May 2003.

COST ALLOCATION PLAN

The campus’ cost allocation plan for the reimbursement of facilities, goods, and services provided by
the campus to auxiliary organizations was not current.

The campus allocated costs to auxiliary organizations and other self-supporting operations for the use
of campus services (i.e., accounting, payroll, mailroom, etc.) based on an administrative cost study
completed in fiscal year 1992. Overhead rates were adjusted for CSU salary increases in fiscal years
1994, 1996, and 2001. In addition, in fiscal year 2001, the campus developed a schedule outlining the
rent and lease charges assessed to the various organizations that use campus facilities.

Overall, the studies performed appear to lack sufficient detail as to the services/facilities utilized and
as to the basis for how certain rates and charges were derived. In addition, the administrative cost
study fails to take into consideration any change in the amount of services used by campus
organizations or Common Management System (CMS) implementation costs.

CSU coded memo Business Affairs — Office of the Chancellor (BA) 83-30 requires auxiliaries to pay
for services provided by the campus. Further, Executive Order (EO) No. 753, Allocation of Costs to
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Auxiliary Enterprises, established the responsibility for auxiliaries to pay allowable direct costs plus
an allocable portion of indirect costs associated with facilities, goods, and services provided by the
campus and funded by the General Fund. The EO also requires that the written cost allocation plan
be approved annually by the campus chief financial officer.

The associate vice president of financial and administrative program planning (F&APP) indicated that
the campus cost allocation plan was current, as original cost figures have not changed since fiscal
year end June 1993 and adjustments have been made each subsequent year for salary increases.

Failure to develop and maintain a current cost methodology plan could result in the General Fund not
being properly reimbursed for facilities, goods, or services provided to auxiliary organizations.

Recommendation 5

We recommend that the campus update its cost allocation plan in accordance with the guidelines set
forth in EO No. 753.

Campus Response

We concur. Upon the completion of fiscal year (FY) 2002-03, the university will have two years of
fiscal information and experience utilizing the new CMS system. A new cost study will be conducted
to calculate the cost of providing facilities, goods, and services provided by the campus to auxiliary
organizations. Estimated completion: October 2003.

CASH RECEIPTS AND HANDLING

GIFT RECEIPTS RECONCILIATION

The campus’ process for reconciling the gift acknowledgement system to gift revenue/receipts was
both incomplete and not performed in a timely manner.

At the time of our audit, university advancement had not recently reconciled its gift receipts records to
those of the Foundation and the campus bursar’s office.

Title 5 §42401 and §42402 indicate that the campus president shall require that auxiliary organizations
operate in conformity with policy of the Board of Trustees and the campus. One of the objectives of
the auxiliary organizations is to provide fiscal procedures and management systems that allow
effective coordination of the auxiliary activities with the campus in accordance with sound business
practices. Sound business practice includes an effective system of internal control, which includes
regular reconciliations of revenue records to control account totals and to subsidiary accounting record
totals.
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The university advancement director indicated that due to staffing limitations, gift receipts were not
currently reconciled to gift acknowledgements. He also indicated that differences in accounting
systems and delays in getting certain information have made it difficult to reconcile university
advancement gift receipt records to those of the Foundation and the campus.

Failure to adequately control gift acknowledgements and reconcile them to collections may result in
errors or misappropriation of gifts or acknowledgements not being detected timely.

Recommendation 6

We recommend that the campus coordinate with the Foundation to ensure a complete and
independent process of reconciling the gift acknowledgement system to gift receipts.

Campus Response

We concur. The campus will coordinate with the Foundation to ensure a complete and independent
process of reconciling the gift acknowledgement system to gift receipts. Estimated completion:
May 2003.

ROYALTY PAYMENTS

Royalties paid to faculty members for the reproduction and sale of their own copyrighted materials
violated campus policy.

We found that the Associated Students San José State University (AS) print shop paid royalties to
three faculty members for the reproduction and sale of their own copyrighted materials. Students
were required to purchase the copyrighted material at the print shop, which tracked sales and remitted
royalty payments to the faculty members. It was also noted that similar royalty arrangements were
also conducted through Spartan Shops, Inc.

The campus’ Academic Freedom and Professional Responsibility Policy S99-8, Statement of Faculty
Responsibility, Appendix A — “Conflicts of Interest,” indicates that it is a conflict of interest to require
the purchase of course material from which an instructor makes a profit (texts and other materials
professionally reviewed, published, and distributed are excluded).

The associate vice president of F&APP indicated that some confusion existed as to whether the
campus policy applied where a campus auxiliary was involved.

When academic and professional responsibility policies are not adhered to, the educational mission
and academic integrity of the university may be questioned.

Recommendation 7

We recommend that the campus review the current royalty arrangements and take appropriate action
to ensure compliance to the academic and professional responsibility policy.
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Campus Response

We concur. The campus will review the current royalty arrangements and take appropriate action to
ensure compliance to the academic and professional responsibility policy. Estimated completion:
June 2003.

TRUST FUNDS AND OTHER LIABILITIES

STUDENT BODY FEES

Campus administration and oversight of student body organization fees required improvement.

The campus collects student body fees, which are deposited and administered through a campus trust
account. Requests are submitted monthly by AS for reimbursement of the prior month’s
expenditures.

Our review disclosed the following:

» The campus did not routinely require or review supporting documentation for AS expenditures.
In most cases, the supporting documentation submitted by AS was limited to the expenditure
check register.

» A general services technology fee, approved through fee referendum in March 2000, was not
accounted for as a separate and distinct fee by either the campus or AS.

Title 5 §42403(a) states that the campus chief fiscal officer shall be custodian of all funds and money
collected by or on behalf of a student body organization and shall provide the necessary accounting
records and controls for such funds.

The director of accounting/systems and technology indicated that the campus only requests
supporting documentation on an exception basis. He also indicated that the campus controller is the
signatory on all AS checks over $5,000. The AS executive director indicated his belief that the fees
were being accounted for in the manner approved by the student body and the campus fee committee.

When the campus does not exercise sufficient control and accounting for student body funds,
custodial responsibilities are not met and the risk of error or misappropriation is increased.

Recommendation 8

We recommend that the campus coordinate with AS to implement appropriate measures to ensure
sufficient controls and accounting for student body fees.
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Campus Response

We concur. The university no longer remits AS funds directly to AS. Instead it holds monies until
reimbursement is requested. Each reimbursement request is audited by the senior director of
accounting prior to reimbursing AS. Additionally, discussions have begun to bring AS into
PeopleSoft so that additional oversight would be possible. This conversion to PeopleSoft will not
occur until FY 2003-04. However, we feel the recommendation is satisfied by the new fee remission
process. We will put this new process in writing and forward by December 31, 2002.

CUSTODIAL FUNDS
The campus did not exercise sufficient control over custodial funds held in trust by its auxiliaries.

Funds were held in trust by three of the four campus auxiliary organizations, on behalf of student
organizations, campus academics and administrators, and other entities.

We found that:

» State revenues were held in trust accounts maintained at the auxiliaries. For example, student
housing fees collected by the campus were forwarded to university housing and deposited into AS
trust accounts on behalf of various student residence hall organizations. Additionally, course
fees related to an off-campus Master of Business Administration (MBA) program, with academic
credit issued through the campus, were deposited to a project/trust account maintained at the
Foundation.

» Student housing fees deposited into trust accounts at AS were used for purposes that appeared to
be contrary to the campus hospitality policy, as some expenditures noted were for the purchase of
flowers and meals.

» The Foundation held funds in trust accounts for various noncampus, nonprofit corporations and
organizations.

Title 5 §42401, §42402, §42500 and Education Code §89900 establish a responsibility to operate in
accordance with sound business practices in the interest of the campus. Education Code §89721 and
various chancellor’s office mandates establish standards for such operations and related funds
management.

The CSU Investment Manual for California State University Trust Funds, AD 97-08, indicates that all
CSU trust fund money, pending disbursement for its intended purpose, will be managed in custodial
accounts in the name of the CSU system.

The director of accounting/systems and technology indicated his belief that funds had been
appropriately maintained within auxiliary accounts.

A lack of sufficient oversight exposes the campus and the CSU system to regulatory and legal
consequences.
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Recommendation 9

We recommend that the campus establish formal policies and procedures regarding oversight of
custodial funds held by auxiliaries.

Campus Response

We concur. We will create a formal policy regarding oversight of custodial funds by February 28,
2003.
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SAN JOSE STATE UNIVERSITY FOUNDATION

LEGAL AND REGULATORY COMPLIANCE
AUXILIARY FUNCTION

Sufficient documentation was not available to demonstrate how certain functions performed by the
San José State University Foundation (Foundation) were consistent with CSU policy. In addition,
such functions were not always supported by current, written agreements.

For example, we found that the Foundation as an independent contractor provides administrative and
fiscal support, such as human resource, accounting, and fixed asset/property management services, to
the Corporation for Manufacturing Excellence (MANEX), a separate nonprofit corporation. Under
the arrangement, the Foundation holds and administers funds on behalf of MANEX and all of its
employees are considered employees of the Foundation. However, the MANEX board of directors
has all rights and responsibilities over decisions related to its operations. The written agreement
between MANEX and the Foundation expired on June 30, 2001.

Title 5 §42500(a) indicates various functions that may be performed by an auxiliary organization.
Title 5 §42500(e) indicates that an auxiliary organization shall not engage in a function not listed in
subdivision (a) of this section unless an appropriate amendment is made to subdivision (a) by the
Board of Trustees, adding said function to the list of approved functions of auxiliary organizations, or
unless such function is essential to satisfy the corporation laws of the state of California.

The Foundation chief operating officer indicated that the campus considers such services part of
community service and outreach. She also indicated that the Foundation has been reviewing the
relationships and is currently working with legal counsel and staff to develop new written agreements
and that the MANEX agreement was deliberately allowed to expire as the new agreement is
undergoing restructuring.

Not sufficiently documenting the functions of the auxiliary increases the risk that such functions
could be deemed inconsistent with Title 5. In addition, not maintaining current, written agreements
increases the risk of misunderstandings and miscommunication regarding rights and responsibilities.

Recommendation 10

We recommend that the Foundation develop documentation that clearly describes how certain
functions are authorized and fit within those listed in Title 5. This documentation should include
current, written agreements that define the services provided, the terms of reimbursement for such
services, and the expectations and responsibilities of each party under the agreement.

Auxiliary Organizations/San José State University/Report No. 02-45

Page 30



OBSERVATIONS, RECOMMENDATIONS, AND CAMPUS RESPONSES

Campus Response
We concur. The Foundation staff will work with legal counsel to develop documentation that clearly

describes how certain functions performed by the Foundation are authorized and fit within those
listed in Title 5. Documentation will be forwarded by March 2003.

AUXILIARY AUTHORIZATION

The Foundation operating agreement with the CSU and the campus does not sufficiently address all
aspects of the Foundation’s operations on the campus.

Functions not articulated in the operating agreement included the Foundation’s administration of
financing programs, intellectual property rights, and sponsored programs.

Title 5 §42501 states that a written agreement on behalf of the state of California by the chancellor of
The California State University and Colleges and the auxiliary organization is required for the
performance by such auxiliary organization of any of the functions listed in §42500. Title 5 §42502
states that the operating agreement should specify the function or functions which the organization is
to manage, operate, or administer.

The Foundation chief operating officer stated that the Foundation was unaware the operating
agreement was not sufficiently specific in its description of functions.

Operating in the absence of an up-to-date, written agreement increases the risk of misunderstandings
and miscommunication regarding rights and responsibilities.

Recommendation 11

We recommend that the campus and the Foundation update its operating agreement to fully describe
how all functions currently performed are in accordance with the requirements of Title 5.

Campus Response

We concur. The Foundation will work with San José State University (SJSU) administration to
update and revise its operating agreement. Documentation will be forwarded by March 2003.

RESERVES
At the time of our audit, the Foundation’s post-retirement reserve was significantly underfunded.
Education Code §89904(b), §89904.5, and §89905 indicate that reserve planning is necessary.

The Foundation chief operating officer indicated that a detailed actuarial study was recently completed
which increased the year-end liability.

Insufficient reserve planning increases the Foundation’s risk to fund future deficits.
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Recommendation 12

We recommend that the Foundation take appropriate measures to ensure reserve funds are adequately
funded.

Campus Response

We concur. Management will develop a reserve funding plan for Foundation board consideration and
anticipate implementation by March 11, 2003. Documentation will be forwarded by March 2003.

CASH RECEIPTS AND HANDLING

CASH HANDLING
The Foundation’s cash handling controls needed to be strengthened.
We found that:

» The drawer used to store deposits during business hours did not have a functioning locking
mechanism.

» The employee who opened the mail did not prepare a prelisting of checks received.
» The authorized armored carrier listing was outdated, over 22 months old.

» The clearing/suspense account was not reconciled in a timely manner and procedures had not been
established to identify the disposition of uncleared items.

Title 5 §42401 and §42402 indicate that the campus president shall require that auxiliary organizations
operate in conformity with policy of the Board of Trustees and the campus. One of the objectives of
the auxiliary organizations is to provide fiscal procedures and management systems that allow
effective coordination of the auxiliary activities with the campus in accordance with sound business
practices. Sound business practice mandates adequate internal controls over cash receipts and
handling.

The Foundation controller indicated that a recent repair to the drawer lock by the campus locksmith
had been unsuccessful. He also indicated that a staff shortage prevented the implementation of a
prelisting of checks; a new armored car carrier listing had not been requested due to oversight; and the
uncleared items relate to deposits from university advancement, which were pending instruction from
them as to disposition.

Inadequate controls over cash handling increase the risk of loss or misappropriation.
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Recommendation 13
We recommend that the Foundation:

Maintain appropriate facilities to ensure proper safeguarding of cash deposits.

Maintain a prelisting of checks completed by the employee who opens the mail.

Ensure an updated armored car carrier listing is obtained on an annual basis.

Implement appropriate procedures to ensure that the clearing/suspense account is reconciled, with
uncleared items identified, in a timely manner.

go o

Campus Response

We concur. The Foundation will maintain appropriate facilities to ensure the proper safeguarding of
cash deposits. The employee who opens the mail will maintain a prelisting of checks. We will revise
our procedures to ensure that we obtain an updated armored car carrier listing regularly. We will
implement procedures to ensure that the clearing/suspense account is reconciled and uncleared items
identified at least monthly. These recommendations will be implemented by March 11, 2003, and
documentation will be forwarded.

SEGREGATION OF DUTIES
Duties and responsibilities over cash receipts were not adequately segregated at the Foundation.
We found that:

» The general ledger accountant reconciled the monthly bank statement and verified the deposit of
funds into said account.

» The cashier prepared accounts receivable invoicing and subsequently received payments for open
receivables.

EO No. 698 states that the review of auxiliary organizations will be used to determine appropriate
separation of duties, safeguarding of assets, and reliability and integrity of information.

The Foundation controller indicated that inadequate staffing prevented separating these functions.

Inadequate segregation of duties increases the risk of errors, irregularities, and misappropriation of
funds.

Recommendation 14

We recommend that the Foundation segregate cash receipt duties or institute mitigating controls
approved by the campus.
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Campus Response

We concur. Beginning with the addition of a senior accountant position in January 2002, the
Foundation has been able to segregate cash receipt duties. Documentation will be forwarded by
December 31, 2002.

INVESTMENTS

Donor intent and understanding were not consistently documented for endowments and
pre-endowments administered by the Foundation.

A review of 14 endowments disclosed six instances where documentation, such as a memorandum of
understanding (MOU), was not initiated to evidence the intent of the donor. In addition, the
Foundation’s pre-endowment policy dated May 25, 2000, did not require documentation be maintained
to evidence the donor’s intentions and understanding regarding arrangements.

Title 5 §42401, §42402, §42500 and Education Code §89900 establish a responsibility to operate in
accordance with sound business practices in the interest of the campus. Education Code §89721 and
various chancellor’s office mandates establish standards for the administration of such funds.

The Foundation director of client financial services indicated that no documentation was provided
when some of the older endowments were established. In the case of the more recent endowments, she
indicated that the Foundation is working with university advancement staff to expedite the securing of
MOUs. She further indicated that the pre-endowment policy does not require documentation to
evidence the donor’s understanding and intentions and that the disbursements noted occurred prior to
the policy being implemented.

Not fully documenting endowments and pre-endowments increases the risk that funds will be handled
inappropriately and contrary to the expectations of the campus and donors.

Recommendation 15

We recommend that the Foundation coordinate with university advancement to develop procedures
which ensure that donor intent and understanding is consistently documented for endowments and
pre-endowments administered by the Foundation.

Campus Response

We concur. The Foundation will coordinate with university advancement staff and develop
procedures ensuring that donor intent and understanding is consistently documented for endowments
and pre-endowments administered by the Foundation. These procedures will be implemented by
March 11, 2003, and documentation will be forwarded.
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FEES, REVENUES, AND RECEIVABLES
The Foundation’s controls over accounts receivable and travel advances required improvement.
We found that:

» Written policies and procedures had not been established for the handling of write-offs,
uncollectible accounts receivable, or assessing an allowance for doubtful accounts.

» Travel advance accounts were not reconciled in a timely manner; unreconciled items, dating back
to 1999, were noted.

Title 5 §42401 and §42402 indicate that the campus president shall require that auxiliary organizations
operate in conformity with policy of the Board of Trustees and the campus. One of the objectives of
the auxiliary organizations is to provide fiscal procedures and management systems that allow
effective coordination of the auxiliary activities with the campus in accordance with sound business
practices. Sound business practice mandates policies and procedures for accounts receivable and
reconciliation of accounts receivable to the general ledger.

The Foundation director of finance and accounting indicated that the problems with the accounts
receivable and travel advance reconciliations were caused by computer system and staffing-related
issues. He also indicated that policies and procedures for assessing accounts receivable reserves and
write-offs have not yet been written.

Insufficient controls over accounts receivable and travel advances increase the risk of loss, errors, and
irregularities.

Recommendation 16
We recommend that the Foundation:

a. Document policies and procedures for the handling of write-offs, uncollectible accounts
receivable, and assessing allowance for doubtful accounts.

b. Take appropriate measures to ensure that travel advances are reconciled and cleared in a timely
manner.

Campus Response

We concur. The Foundation will document policies and procedures for handling of write-offs,
uncollectible accounts, and assessing allowance for doubtful accounts. We will implement changes
and procedures to ensure that travel advances are reconciled and cleared within 30 calendar days after
completion of each trip. These recommendations will be implemented by March 11, 2003, and
documentation will be forwarded.
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PURCHASING AND ACCOUNTS PAYABLE
CHECK PROCESSING

The Foundation’s check processing controls needed improvement.
We found that:
» A large number of Foundation employees were signers on the Foundation’s checking account. Per
board resolution, the current check signature policy allowed seven employees to sign checks,

including three employees outside of the accounting function.

» Policies prohibiting the signing of blank checks and checks payable to the preparer or to cash had
not been established.

» Long-outstanding checks were not reclassified to a liability account.

» Bank reconciliations (general and payroll accounts) were not signed and dated by the preparer and
the reviewer.

Title 5 §42401 and §42402 indicate that the campus president shall require that auxiliary organizations
operate in conformity with policy of the Board of Trustees and the campus. One of the objectives of
the auxiliary organizations is to provide fiscal procedures and management systems that allow
effective coordination of the auxiliary activities with the campus in accordance with sound business
practices. Sound business practice requires proper controls over disbursements.

The Foundation director of finance and accounting indicated that additional senior level employees at
the Foundation were included in the signature policy to allow for times of absences or vacancies. He
further indicated that the lack of certain policies and procedures in this area was due to oversight and
that the process of signing and dating bank reconciliations had been overlooked in recent months.
Insufficient controls over check processing increase the risk of loss, errors, or irregularities.
Recommendation 17

We recommend that the Foundation:

a. Reevaluate the number of authorized check signers.

b. Revise current disbursement policies to explicitly prohibit the signing of blank checks and checks
payable to the preparer or to cash.

c. Reclassify long-outstanding checks to a liability account.

d. Ensure that bank reconciliations are signed and dated by the preparer and the reviewer.
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Campus Response

We concur. Management will recommend to the Foundation board a revision to the Check Signer
Policy reducing the number of authorized signers and prohibiting the signing of blank checks. These
recommendations will be presented to the board, and we anticipate implementation by March 11,
2003, and documentation will be forwarded.

PROCUREMENT POLICIES AND PROCEDURES

The Foundation’s procurement policies and procedures did not adequately address sole source
purchases, purchases on personal credit cards, purchases requiring a purchase order,
permitted/prohibited purchases, and retention of signature authorization cards for purchases.

Title 5 §42401 and §42402 indicate that the campus president shall require that auxiliary organizations
operate in conformity with policy of the Board of Trustees and the campus. One of the objectives of
the auxiliary organizations is to provide fiscal procedures and management systems that allow
effective coordination of the auxiliary activities with the campus in accordance with sound business
practices. Sound business practice calls for proper internal controls over purchasing.

The Foundation director of finance and accounting indicated that the specific policies and procedures
noted were lacking due to an oversight.

Internal controls are compromised when policies and procedures concerning procurement are not fully
documented and communicated to auxiliary and campus personnel.

Recommendation 18

We recommend that the Foundation revise policies and procedures to address documentation
requirements for sole source purchases, purchases on personal credit cards, purchases requiring a
purchase order, permitted/prohibited purchases, and retention of signature authorization cards for
purchases.

Campus Response

We concur. The Foundation will revise policies and procedures to address documentation
requirements to justify sole source purchases, purchases on personal credit cards, purchases requiring
a purchase order, identify and define permitted/prohibited purchases, and retention of signature
authorization cards. These recommendations will be implemented by March 11, 2003, and
documentation will be forwarded.
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SUPPORTING DOCUMENTATION

Certain Foundation cash disbursements were not supported by sufficient and appropriate
documentation.

Our review of 103 cash disbursements disclosed that payments were issued to independent contractors
without copies of the consulting agreement included as part of the supporting documentation.

Additionally, policies and procedures addressing supporting documentation issues and purchase
requisitions were inadequate such that the following occurred:

» Purchase requisitions were incomplete. Some lacked the date of approval, and others were altered
with correction fluid or strikeouts where the person making the alteration was not identified.

» Purchase requisitions were approved for late charges and financing fees to individuals seeking
reimbursement to their personal credit cards.

Title 5 §42401 and §42402 indicate that the campus president shall require that auxiliary organizations
operate in conformity with policy of the Board of Trustees and the campus. One of the objectives of
the auxiliary organizations is to provide fiscal procedures and management systems that allow
effective coordination of the auxiliary activities with the campus in accordance with sound business
practices. Sound business practice calls for all cash disbursements to be fully supported and properly
authorized.

The Foundation director of finance and accounting indicated that copies, faxes, and Internet printouts
are often the only supporting documentation available. He also indicated that the other exceptions
noted were due to an oversight.

Insufficient supporting documentation increases the risk of errors, irregularities, and misappropriation.
Recommendation 19

We recommend that the Foundation:

a. Implement appropriate measures to ensure sufficient documentation is obtained to support all
cash disbursements.

b. Ensure that purchase requisitions are properly complete and that changes made to authorized
purchase orders are initialed by the approver.

c. Ensure that late charges and financing fees are not included as part of the amount reimbursed to
individuals using personal credit cards for auxiliary organization business.
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Campus Response

We concur. The Foundation will revise policies and procedures to ensure sufficient documentation is
obtained to support all cash disbursements, ensure that purchase requisitions are properly complete
and that changes made to authorized purchase orders are initialed by the approver. The Foundation
will develop policies and procedures that ensure that late charges and financing fees are not included
as part of the amount reimbursed to individuals using personal credit cards. These recommendations
will be implemented by March 11, 2003, and documentation will be forwarded.

PERSONNEL AND PAYROLL
PAYROLL PROCESSING
The Foundation’s controls over payroll processing were deficient in certain areas.
We found that:
» Written policies and procedures for processing payroll were incomplete.
» “Leave Use” forms filed by the chief operating officer were not subject to review.

» Additional clarification was required with regards to the process for reviewing “Leave Use” forms
filed by project directors.

» Unclaimed payroll checks outstanding over 36 months had not been properly escheated.
» Paychecks for hourly employees did not include their respective hourly rate of pay.

Title 5 §42401 and §42402 indicate that the campus president shall require that auxiliary organizations
operate in conformity with policy of the Board of Trustees and the campus. One of the objectives of
the auxiliary organizations is to provide fiscal procedures and management systems that allow
effective coordination of the auxiliary activities with the campus in accordance with sound business
practices. Sound business practice mandates proper internal controls over payroll processing.

California Labor Code §226(a)(9) requires every employer, at the time of each payment of wages, to
furnish each of his or her employees an itemized statement in writing showing all applicable hourly
rates in effect during the pay period and the corresponding number of hours worked at each hourly rate
by the employee.

Code of Civil Procedures, Chapter 7, Unclaimed Property Law, Article 2, §1510 and §1511 indicate
that property held by a business association escheats to the state, subject to various requirements and
limitations.
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The Foundation director of human resources indicated that she was not aware of the requirement for
the chief operating officer and project leaders to get approval for “Leave Use” forms. She also
indicated that she was working with information technology to correct the problem with the hourly
employee paychecks.

Inadequate controls over personnel and payroll procedures increase the risk of errors, irregularities,
and misappropriation of funds. In addition, failure to comply with state legislation could result in an
assessment of fines.

Recommendation 20

We recommend that the Foundation:

a. Finalize documentation of policies and procedures for processing payroll.
b. Ensure that “Leave Use” forms for the chief operating officer be reviewed.

c. Analyze and document the current process for reviewing/approving “Leave Use” forms filed by
project directors.

d. Ensure unclaimed payroll checks outstanding over 36 months are properly escheated to the state.
e. Revise paychecks for hourly employees to include their respective hourly rate of pay.
Campus Response

We concur. The Foundation will finalize documentation of policies and procedures for processing
payroll and for reviewing and approving the “Leave Use” forms of project directors. Foundation will
ensure that the “Leave Use” form for the chief operating officer is regularly reviewed. All unclaimed
payroll checks outstanding over 36 months will be escheated to the state. The Foundation will revise
the paychecks for hourly employees to include their hourly rate of pay. These recommendations will
be implemented by March 11, 2003, and documentation will be forwarded.

EMPLOYEE SEPARATION

The Foundation’s employee separation form did not provide for notification to system administrators
to allow prompt revocation/suspension of user accounts and passwords.

Title 5 §42401 and §42402 indicate that the campus president shall require that auxiliary organizations
operate in conformity with policy of the Board of Trustees and the campus. One of the objectives of
the auxiliary organizations is to provide fiscal procedures and management systems that allow
effective coordination of the auxiliary activities with the campus in accordance with sound business
practices. Sound business practice calls for mechanisms to provide prompt notification of employee
separations to system administrators.
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The Foundation director of human resources indicated that due to oversight, the separation forms did
not include a notification to system administrators.

Failure to suspend/revoke a user account and password for a separated employee increases the risk of
unauthorized access to company resources.

Recommendation 21

We recommend that the Foundation update its employee separation form to include notification to
system administrators.

Campus Response

We concur. The Foundation has updated its employee separation form to include notification to
system administrators. The revised separation form will be forwarded by December 31, 2002.

FIXED ASSETS
The Foundation’s controls over fixed assets were deficient in certain areas.
We found that:

» The manual tracking system for fixed assets was reconciled to the general ledger only on an annual
basis.

» Fixed asset policies and procedures did not address the handling of assets used off-site.

» Numerous fixed assets purchased during the audit period had not been tagged, including many of
those less than $5,000 and susceptible to theft.

Title 5 §42401 and §42402 indicate that the campus president shall require that auxiliary organizations
operate in conformity with policy of the Board of Trustees and the campus. One of the objectives of
the auxiliary organizations is to provide fiscal procedures and management systems that allow
effective coordination of the auxiliary activities with the campus in accordance with sound business
practices. Sound business practice includes strong internal controls over fixed assets.

The Foundation associate director of business services indicated that the lack of sufficient controls was
due to insufficient staffing.

Inadequate property inventory control procedures increase the risk of financial misstatement, loss,
and theft.
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Recommendation 22

We recommend that the Foundation:

a. Reconcile the fixed assets subledger to the general ledger on a periodic basis during the year.
b. Revise policies and procedures to address off-site handling and tracking of fixed assets.

c. Implement procedures to ensure assets are tagged in a timely manner and include items sensitive
to theft to the tagging process.

Campus Response

We concur. The Foundation will reconcile the fixed assets subledger to the general ledger on a
quarterly basis during each year. Policies and procedures addressing off-site handling and tracking of
fixed assets will be revised including the implementation of procedures to ensure assets are tagged in
a timely manner and include items sensitive to theft. These recommendations will be implemented by
March 11, 2003, and documentation will be forwarded.

TRUSTS AND OTHER LIABILITIES
Certain Foundation trust agreements were incomplete and/or inconsistently maintained.
We found that:

» Trust/project agreement documentation did not address the disposition of unexpended funds or
include disclosure that interest earned on trust accounts would be retained by the Foundation.

» Trust/project agreement documentation was not consistently maintained. Older agreements
required updating, as did signature authorizations.

Probate Code §16000 indicates that upon acceptance of a trust, the trustee has a duty to administer the
trust according to the trust instrument. A sufficiently documented trust arrangement is needed to
meet the intent of these regulations.

The Foundation director of client financial services indicated that the older trust agreements had not
been updated in several years. She also indicated that she was aware of these issues and has been
working to identify all accounts with missing or outdated information.

Inadequately documented trust agreements increase the risk of both inappropriate expenditures and
misunderstandings about account operations.
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Recommendation 23

We recommend that the Foundation ensure trust agreements are complete and consistently
maintained.

Campus Response

We concur. The Foundation reviewed all trust accounts and identified those accounts lacking
complete trust agreements. The Foundation has developed a system that will ensure that trust
agreements are segregated from expense and revenue files thereby ensuring that trust documents
remain intact and consistently maintained. The Foundation will implement the new file maintenance
system and develop an action plan to update all accounts by March 11, 2003, and documentation will
be forwarded.

PROGRAMS

The Foundation had not established sufficient and appropriate written policies and procedures for the
administration of campus intellectual property.

Per campus policy, the Foundation is responsible for managing the intellectual property of San José
State University; however, documented policies and procedures to carry out this function had not
been established. In addition, written agreements were not executed between the Foundation and the
inventors of intellectual property to articulate the terms of their arrangement. Such an agreement
would serve to define the risks, responsibilities, rights, and expectations of the parties involved.

Title 5 §42401 and §42402 indicate that the campus president shall require that auxiliary
organizations operate in conformity with policy of the Board of Trustees and the campus. One of the
objectives of the auxiliary organizations is to provide fiscal procedures and management systems that
allow effective coordination of the auxiliary activities with the campus in accordance with sound
business practices. Sound business practice mandates that policies and procedures and arrangements
for the management of intellectual property be properly documented.

The Foundation chief operating officer indicated that preliminary work has been done in this area.
However, the Foundation is working to increase efforts and resources required for the intellectual
property function.

Without sufficient and appropriate written policies, procedures, and agreements over intellectual
property, the potential for misunderstandings or miscommunication is increased.

Recommendation 24
We recommend that the Foundation develop a preliminary framework that can be used towards the

development of formal policies and procedures for the management and administration of campus
intellectual property.
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Campus Response
We concur. The Foundation will develop a preliminary framework that can be used towards the

development of formal policies and procedures for the management and administration of campus
intellectual property by March 11, 2003, and documentation will be forwarded.

INFORMATION TECHNOLOGY

VENDOR MASTER FILE

Employees outside of the accounting function had update access to the Foundation’s person/entity
(vendor) master database. Additionally, there were no controls over additions of new entries to the
vendor master database.

Title 5 §42401 and §42402 indicate that the campus president shall require that auxiliary organizations
operate in conformity with policy of the Board of Trustees and the campus. One of the objectives of
the auxiliary organizations is to provide fiscal procedures and management systems that allow
effective coordination of the auxiliary activities with the campus in accordance with sound business
practices. Sound business practice requires proper controls over the vendor master database.

The Foundation director of finance and accounting indicated that controls over the vendor database,
including additions, have not yet been implemented.

Failure to secure access to system data increases the risk of unauthorized and inappropriate acts.
Recommendation 25
We recommend that the Foundation:

a. Adjust user profiles to limit the number of employees who have access to the vendor master
database.

b. Control additions to the vendor master database by use of a form and supervisory approval.
Campus Response

We concur. We will adjust user profiles to limit the number of employees who have access to the
vendor master database and control additions to the vendor master database by use of a form and

supervisory approval. This will be implemented by March 11, 2003, and documentation will be
forwarded.
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SECURITY AWARENESS PROGRAM

The Foundation’s computer software policy did not address an ongoing security awareness program.

An ongoing security awareness program would include training for employees and policies addressing
items such as appropriate use of the Internet, password administration, and confidentiality.

Title 5 §42401 and §42402 indicate that the campus president shall require that auxiliary organizations
operate in conformity with policy of the Board of Trustees and the campus. One of the objectives of
the auxiliary organizations is to provide fiscal procedures and management systems that allow
effective coordination of the auxiliary activities with the campus in accordance with sound business
practices. Sound business practice necessitates an information security awareness program.

The Foundation chief operating officer indicated that development of a security awareness program
was in progress at the time of the audit. However, it had not been completed due to staffing
constraints.

Failure to have adequate information security awareness among employees could result in
inappropriate use of the Internet, decreased effectiveness of passwords, and sharing of sensitive
company information.

Recommendation 26

We recommend that the Foundation update its computer software policy to include a security
awareness program which would educate new and continuing employees on inappropriate uses of the
Internet, password maintenance, and information confidentiality.

Campus Response

We concur. The Foundation will update its computer software policy to include a security awareness
program that would educate new and continuing employees on inappropriate uses of the Internet,
password maintenance, and information confidentiality. This will be implemented by March 11,
2003, and documentation will be forwarded.

DISASTER RECOVERY PLAN

The Foundation did not have a documented disaster recovery plan for its information technology
function. Additionally, there was no enterprise-wide business continuity plan in place.

Disaster recovery plans describe how critical applications will be restored in the event of failure.
Business continuity plans detail how the enterprise as a whole will continue to function during a
disaster.

Title 5 §42401 and §42402 indicate that the campus president shall require that auxiliary organizations
operate in conformity with policy of the Board of Trustees and the campus. One of the objectives of
the auxiliary organizations is to provide fiscal procedures and management systems that allow
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effective coordination of the auxiliary activities with the campus in accordance with sound business
practices. Sound business practice requires documented and practiced disaster recovery and business
continuity plans.

The Foundation chief operating officer indicated that a formal disaster recovery plan had not been
completed due to staffing constraints.

A lack of a disaster recovery and business continuity plan could result in extended downtime of
company resources, unorganized interim procedures, and untimely restoration of business operations
during a disaster.

Recommendation 27

We recommend that the Foundation develop appropriate disaster recovery and business continuity
plans.

Campus Response

We concur. The Foundation will have an action plan in place to develop appropriate disaster
recovery and business continuity plans by March 11, 2003, and documentation will be forwarded.
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SPARTAN SHOPS, INC.

LEGAL AND REGULATORY COMPLIANCE
AUXILIARY AUTHORIZATION

The Spartan Shops, Inc. (Shops) operating agreement with the CSU and the campus required revision
as to functions managed, administered, and operated by the auxiliary organization.

The Shops operating agreement with the CSU and the campus does not sufficiently address all aspects
of the Shops’ operations on the campus. Functions not articulated in the operating agreement included
the Shops’ administration of real estate acquisition and development, administration of faculty
housing, and financing and lending activities.

Title 5 §42501 states that a written agreement on behalf of the state of California by the chancellor of
The California State University and Colleges and the auxiliary organization is required for the
performance by such auxiliary organization of any of the functions listed in §42500. Title 5 §42502
states that the operating agreement should specify the function or functions which the organization is
to manage, operate, or administer.

The Shops executive director indicated that there was a misunderstanding regarding the required
authorization and that the operating agreement is currently being revised.

Operating in the absence of an up-to-date, written agreement increases the risk of misunderstandings
and miscommunication regarding rights and responsibilities.

Recommendation 28

We recommend that the campus and the Shops update its operating agreement to specify all functions
managed, administered, and operated by the auxiliary organization.

Campus Response
We concur. Shops is in the process of formalizing the operating agreement to include Shops’

administration of real estate acquisition and development, administration of faculty/staff housing, and
financing and lending activities. Estimated completion: March 2003.

AUXILIARY INCORPORATION

Shops did not file its amended Articles of Incorporation with the California Secretary of State.

Corporations Code §5814 states that, upon adoption of an amendment, the corporation shall file a
certificate of amendment. “Filed” is defined by Corporations Code §5051 as filed in the office of the
Secretary of State, unless otherwise expressly provided. Corporations Code §5817 states, “Upon the
filing of the certificate of amendment, the articles shall be amended in accordance with the certificate
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. and a copy of the certificate, certified by the Secretary of State, is prima facie evidence of the
performance of the conditions necessary to the adoption of the amendment.”

The Shops executive director indicated management had forwarded the document to the auxiliary’s
attorney, but did not follow up to ensure the process had been completed.

Not filing an amendment of the Articles of Incorporation with the Secretary of State invalidates the
amendment and increases the risk that the auxiliary will participate in activities inconsistent with state
law and the mission of the university.

Recommendation 29

We recommend that the amended Articles of Incorporation be filed with the appropriate state
authority.

Campus Response

We concur. The amended Articles of Incorporation have been filed with the state of California and
the certificate was received in April 2002. Documentation will be forwarded by December 31, 2002.

LEASING OF FACILITIES

The Shops’ lease and sublease arrangements with the campus and other auxiliary organizations were
not always properly supported by written agreements.

We found that:

» Shops, acting as a landlord, entered into a lease agreement with a vendor to operate three kiosk
facilities on campus. However, the Shops had not entered into a written agreement with, or
received express authority from, the campus to enter into such arrangements.

» Shops had not entered into a written agreement for the sublease of space to the AS print shop.

» Various financial arrangements relating to the Shops’ sublease of Spartan Stadium were not
integrated into the main lease agreement with the trustees.

Education Code §89046 and Title 5 §42601 and §42502 mandate that auxiliaries appropriately pay
rent on space in tax-supported buildings.

EO No. 753 states that auxiliary enterprises shall be charged the allowable direct costs plus an
allocable portion of indirect costs associated with facilities, goods, and services provided by the
university funded from the General Fund.

Title 5 §42401 and §42402 indicate that the campus president shall require that auxiliary
organizations operate in conformity with policy of the Board of Trustees and the campus. One of the
objectives of the auxiliary organizations is to provide fiscal procedures and management systems that
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allow effective coordination of the auxiliary activities with the campus in accordance with sound
business practices. Sound business practice mandates that facility lease arrangements be properly
supported by written agreements.

The Shops executive director indicated that management is in the process of reviewing existing
contracts and establishing a procedure to review them on a scheduled basis.

The absence of a properly developed written lease agreement, defining rights and responsibilities,
increases the potential for misunderstandings.

Recommendation 30

We recommend that Shops reduce to writing all lease agreements for space and seek to amend any
agreements where there have been noted changes to the original agreed-upon terms.

Campus Response

We concur. Existing contracts have been reviewed. Shops will amend and formalize all lease and
sublease arrangements with the campus. Estimated completion: March 2003.

BOARD MEETINGS

The Shops’ board of directors did not hold at least one business meeting each quarter as mandated.

We found that the Shops’ board of directors did not meet at least quarterly each fiscal year and, in fact,
did not hold a meeting for the period between December 2000 and December 2001. Furthermore, the
board passed a resolution in October 2000, which limited the number of regular board of directors’
meetings to only three per academic year in conflict with mandated requirements to hold four such
meetings.

Education Code §89903 states that each governing board shall, during each fiscal year, hold at least
one business meeting each quarter.

The Shops executive director indicated that the resolution was passed in response to the difficulty in
obtaining a quorum for the monthly meetings coupled with the need to continue conducting company

business.

When the board of directors does not meet on a regular basis in accordance with CSU policy, the
board’s fiduciary responsibility over the operations of the auxiliary organization may not be met.

Recommendation 31

We recommend that Shops amend its bylaws and take appropriate measures to ensure that the board
of directors meets at least once each quarter in accordance with Title 5.
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Campus Response

We concur. Shops has implemented this recommendation. The board of directors’ meetings will be
scheduled once each quarter. Documentation will be forwarded by December 31, 2002.

BOARD COMPOSITION

The Shops’ governing board and bylaws did not require its composition to include a noncampus
representative. Additionally, the governing board did not appoint specific board members to the
finance committee.

Title 5 §42602 (b) specifically requires noncampus representation on auxiliary organization boards.

The Shops’ bylaws state that, with the exception of six areas of responsibility, “The Board may
appoint one or more committees, each consisting of two or more voting Directors, and delegate to
such committees any of the authority of the Board.” The bylaws further state, “Any such committee
must be created, and the members thereof appointed, by resolution adopted by a majority of the
Directors then in office...”

The Shops executive director indicated that management believed the bylaws were adequate, based
upon a review by legal counsel.

Failure to maintain mandated board composition violates statutory requirements and increases the risk
that community views will not be adequately represented.

Recommendation 32
We recommend that Shops:

a. Ensure that noncampus representation is maintained in accordance with Title 5.
b. Appoint specific board members to the finance committee.

Campus Response

We concur and are working with our board of directors, SJSU vice president for administration and
finance, and legal counsel to reconstitute the board composition. Estimated completion: March 2003.

BYLAWS

The Shops’ bylaws did not provide for the removal of board members failing to meet their duties and
obligations (i.e., habitual absenteeism).

Title 5 §42401 and §42402 indicate that the campus president shall require that auxiliary
organizations operate in conformity with policy of the Board of Trustees and the campus. One of the
objectives of the auxiliary organizations is to provide fiscal procedures and management systems that
allow effective coordination of the auxiliary activities with the campus in accordance with sound
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business practices. Sound business practice mandates the inclusion of a provision addressing the
replacement of habitually absent board members.

The Shops executive director indicated that management believed the bylaws were adequate based
upon a review by legal counsel.

The lack of provisions for the removal of board members failing to meet their duties and obligations
may impede the normal conduct of business.

Recommendation 33

We recommend that Shops update its bylaws, providing for the removal of board members failing to
meet their duties and obligations.

Campus Response

We concur and will work with legal counsel to update the bylaws accordingly. Estimated
completion: March 2003.

BUDGET

The Shops’ 2000-2001 budget was not submitted to the campus president or his designee for
approval.

Title 5 §42402 states that the president shall require that each auxiliary organization submit its
programs and budgets for review at a time and in a manner specified by the president.

The Shops executive director indicated that management was unaware that alternative approval steps
were necessary due to the absence of the president’s designee at the board meeting where the budget

was approved.

The lack of appropriate approval of auxiliary budgets increases the risk that the auxiliary will operate
in a manner inconsistent with the educational mission of the campus.

Recommendation 34

We recommend that the campus and Shops develop procedures to ensure that budget information is
submitted to the campus president or his designee for timely approval.

Campus Response
We concur. A procedure has been implemented to ensure the annual budget information is submitted

to the campus president’s designee for approval. Documentation will be forwarded by December 31,
2002.
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REPORTING OF UNAUTHORIZED ACTS

Shops did not appropriately report an instance of fraud.

Shops identified a fraud involving a cashier in the bookstore which was not formally reported to the
chancellor of the CSU.

Campuses are required to notify the chancellor within 24 hours of all cases of actual or suspected
theft, defalcation, or fraud. Notifying the chancellor applies equally to state and nonstate (including
auxiliary organization) funds. Such notification shall also be made to the executive vice
chancellor/chief financial officer, the university auditor, and the chair of the Trustees’ Committee on
Audit.

The Shops executive director indicated management was unaware of such a requirement, but would
report any future cases promptly.

Untimely reporting of thefts and irregularities is contrary to CSU policy and could result in future
losses and embarrassment to the campus and central administration.

Recommendation 35

We recommend that Shops follow systemwide requirements for reporting unauthorized acts in a
timely manner.

Campus Response

We concur and will implement and follow the reporting requirements developed by the university in
response to EO No. 813. Estimated completion: March 2003.

NONDISCRIMINATION POLICIES

Contrary to CSU policy, the Shops’ nondiscrimination policies exclude temporary employees hired
for a period of six months or less.

Resolution of the Committee on Faculty and Staff Affairs (RFSA) 7-80-14 requires auxiliary
organizations to adopt similar employment procedures consistent with the CSU policy and
systemwide operational guidelines established by the chancellor. It also states that the policy shall
apply to all employees, including temporary employees.

The Shops executive director indicated that management was unaware of the inconsistencies and is
currently revising the policy.

When employment standards are inconsistently applied and in conflict with the policies of the CSU, it
places the auxiliary at risk of noncompliance with state and federal laws and may result in regulatory
actions.
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Recommendation 36
We recommend that Shops revise its nondiscrimination policy in accordance with CSU policy.
Campus Response

We concur and have implemented the recommendation. The nondiscrimination policies have been
revised in accordance with CSU policy and will be forwarded by December 31, 2002.

SIGNATURE AUTHORITY

A state employee (the vice president for administration and finance) is inappropriately listed as an
authorized signer on the Shops’ bank accounts.

Title 5 §42401 and §42402 indicate that the campus president shall require that auxiliary
organizations operate in conformity with policy of the Board of Trustees and the campus. One of the
objectives of the auxiliary organizations is to provide fiscal procedures and management systems that
allow effective coordination of the auxiliary activities with the campus in accordance with sound
business practices. Sound business practice mandates independence of auxiliary and state operations.

The Shops executive director indicated that the purpose of the authorization was to ensure the
university’s oversight of the auxiliary.

Listing a state employee as an authorized signer on an auxiliary organization bank account
contravenes independence rules and increases the risk of misunderstandings and miscommunication
regarding rights and responsibilities.

Recommendation 37

We recommend that Shops coordinate with the campus to formalize arrangements regarding the rights
and responsibilities of a state/campus employee who acts as an authorized signer on the Shops’ bank
accounts.

Campus Response

We concur. State employees no longer are authorized signers of the organization. Documentation
will be forwarded by December 31, 2002.

CASH RECEIPTS AND HANDLING

Accountability was not localized when two or more persons had access to the same bookstore cash
registers at Shops. In addition, cash registers were not closed out following each shift change.

Title 5 §42401 and §42402 indicate that the campus president shall require that auxiliary

organizations operate in conformity with policy of the Board of Trustees and the campus. One of the
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objectives of the auxiliary organizations is to provide fiscal procedures and management systems that
allow effective coordination of the auxiliary activities with the campus in accordance with sound
business practices. Sound business practice mandates that local accountability be maintained over
cash registers and that registers be closed out following each shift.

The Shops executive director indicated that although the same drawer is shared by all cashiers at a
specific cash register, there is accountability in that each cashier does have his own logon/password.

When accountability is not localized, the risk of misappropriation or error is increased.
Recommendation 38

We recommend that Shops take appropriate measures to improve controls and accountability over
cash registers in the bookstore.

Campus Response

We concur with the auditor’s observation “When accountability is not localized, the risk of
misappropriation or error is increased.” Shops has implemented operational and Loss Prevention
system and procedures which mitigate the risk associated with multiple cashiers operating from
shared cash funds. Procedures include transaction level operator identification, scanned item control,
voided item/transaction control, and internal audit. Loss Prevention systems include CCTV
observance of cashiers and cashiering transactions. Documentation will be forwarded by
December 31, 2002.

FEES, REVENUES, AND RECEIVABLES

UNRELATED BUSINESS INCOME

The Shops’ methodology for calculating unrelated business income (UBI) for Internal Revenue
Service (IRS) reporting purposes needed to be reevaluated.

We found that certain stadium rental fees not considered UBI may warrant inclusion in the calculation
of UBI. In addition, certain intracompany transactions considered UBI may warrant exclusion from
the calculation of UBI.

Internal Revenue Code (IRC) §512 through §514 describe UBI. The IRC defines an unrelated trade
or business of an exempt organization as any trade or business, the conduct of which is not
substantially related to the exercise or performance of its tax-exempt purpose. The organization’s
tax-exempt status may be jeopardized if too large a proportion of an organization’s revenue comes
from UBL

The Shops executive director indicated that management had not revised the UBI calculation upon the
transfer of stadium management to Shops. Prior to that transfer, the facility fees were paid to an
external party and did not need to be eliminated.
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Failure to accurately report taxable income subjects Shops to potential financial penalties from the
IRS.

Recommendation 39

We recommend that Shops reevaluate its methodology for calculating UBI for IRS reporting
purposes.

Campus Response

We concur and have reevaluated the methodology of calculating UBI for filing IRS Form 990T
starting year-end June 30, 2003. Documentation will be forwarded by December 31, 2002.

CIVIL DEMAND
The Shops’ controls over civil demand claims were inadequate.
We found that:

» Formal, written policies and procedures as to the civil demand process were not available for
review.

» Duties were not adequately segregated, as the same individual determined the civil demand
amount (on a case-by-case basis), issued the civil demand notice, maintained records for
transactions, received the proceeds, and transferred the proceeds to the vault.

» Transfer of accountability was not established, as the employee in charge of depositing civil
demand proceeds did not obtain a receipt, or complete or obtain a deposit slip, from vault
personnel.

» Civil demand receipts were not reconciled to funds deposited.
» No financial analysis was performed of civil demand revenue or outstanding receivables.

Title 5 §42401 and §42402 indicate that the campus president shall require that auxiliary
organizations operate in conformity with policy of the Board of Trustees and the campus. One of the
objectives of the auxiliary organizations is to provide fiscal procedures and management systems that
allow effective coordination of the auxiliary activities with the campus in accordance with sound
business practices. Sound business practice includes adequate financial review and strong controls
over the civil demand process.

EO No. 698 states that the review of auxiliary organizations will be used to determine appropriate
separation of duties, safeguarding of assets, and reliability and integrity of information.

The Shops executive director indicated that while management had certain procedures in place, there

was inadequate documentation as backup.
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Inadequate separation of duties, transfer of accountability, and reconciliation processes increase the
risk that errors and irregularities will not be detected in a timely manner. Further, the lack of written
policies and procedures increases the risk of legal liability and misunderstandings between parties.
Recommendation 40

We recommend that Shops:

a. Develop and implement appropriate written policies and procedures for the civil demand process,
which address, among other things, the methodology for determining civil demand amounts.

b. Segregate the duties and responsibilities over the civil demand process.

c. Establish transfer of accountability for civil demand funds delivered to the vault.
d. Perform routine reconciliation of civil demand receipts to deposits.

e. Review revenues and outstanding receivables in relation to billings.

Campus Response

We concur and have implemented appropriate procedures. Documentation will be forwarded by
December 31, 2002.

PURCHASING AND ACCOUNTS PAYABLE

CHECK PROCESSING

The Shops’ controls over check processing were inadequate.

We found that:
» Access to check stock was not sufficiently limited or adequately secured.
» Dual signatures were not required for large-dollar checks.
» Signature stamps were not adequately controlled.

» Checks, in some instances, were returned to the person who completed and approved the check
request, rather than being delivered to the payee.

Title 5 §42401 and §42402 indicate that the campus president shall require that auxiliary
organizations operate in conformity with policy of the Board of Trustees and the campus. One of the
objectives of the auxiliary organizations is to provide fiscal procedures and management systems that
allow effective coordination of the auxiliary activities with the campus in accordance with sound
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business practices. Sound business practice mandates that adequate controls be in place over check
processing.

The Shops executive director indicated that management had considered the existing safeguards to be
adequate and had not realized the potential ramifications of such processes.

A lack of adequate controls over check processing increases the risk that misappropriation of funds
will not be detected.

Recommendation 41

We recommend that Shops:

Adequately secure and sufficiently limit access to check stock.
Require dual signatures for large-dollar checks.

Establish alternative procedures to using a check signature stamp.
Ensure that checks are not returned to requestors and approvers prior to distribution.

/e o

Campus Response

We concur and have implemented the following to respond to the auditor’s recommendation.
Estimated completion: March 2003.

a. All check stock has been secured and is only accessible to authorized personnel.
b. Two signatures are required for checks issued in the amount of $50,000 and over.
c. All signature stamps have been secured and are only accessible to authorized personnel.

d. When the check requestor and approver is the same person, the check is not allowed to return to
that individual.

SUPPORTING DOCUMENTATION
Certain Shops disbursements were not supported by appropriate documentation.
Our review of 95 cash disbursements disclosed the following procedural weaknesses:
» One-up authorization was not required for the directors’ or the executive director’s expenditures.

» Faxed and copied invoices, without sufficient documentation to clearly demonstrate that such were
sent by the vendor for billing purposes, were processed.

» Documentation was not maintained to evidence price comparisons or the bidding processes.

» An IRS Form W-9 was not consistently maintained for all vendors.
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» Documentation was not maintained specifying personnel authorized to approve payments for the
finance and accounting area.

» Purchase orders were submitted after services were rendered.

Education Code §89900(b) states that the president of that state university shall be responsible for
ascertaining that all expenditures are in accordance with policies of the Trustees, the propriety of all
expenditures, and the integrity of the financial reporting made by auxiliary organizations.

Title 5 §42401 and §42402 indicate that the campus president shall require that auxiliary
organizations operate in conformity with policy of the Board of Trustees and the campus. One of the
objectives of the auxiliary organizations is to provide fiscal procedures and management systems that
allow effective coordination of the auxiliary activities with the campus in accordance with sound

business practices. Sound business practice mandates that disbursements be fully supported.

The Shops executive director indicated that management believed that appropriate documentation was
being obtained given the nature of the business.

Insufficient controls over expenditures increase the risk of errors, irregularities, and misappropriation
of funds.

Recommendation 42
We recommend that Shops:

a. Require expenditures submitted by the directors and the executive director be subject to one-up
authorization.

b. Develop a formalized verification process for expenditures not supported by original
documentation.

c. Maintain documentation to evidence price comparisons and bids.
d. Establish a process which ensures that IRS Form W-9’s are received from all vendors.

e. Maintain signature authorization for personnel authorized to approve payments for the finance
and accounting area.

f. Ensure that purchase orders are processed and approved prior to services being rendered.
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Campus Response

We concur and have implemented the following. Documentation will be forwarded by December 31,
2002.

a. Executive director has authorized the director of finance and accounting to approve all other
directors’ credit card expenditures. SJSU vice president for administration and finance will
approve the credit card expenditures of Shops’ executive director.

b. When no original documentation to support expenditures is submitted or available, the substitute
document is verified, approved, and certified by approvers as the only available documentation.

c. Price comparisons and bids will be kept on file for future reference.
d. The procedure to obtain IRS Form W-9’s from vendors has been established and implemented.
e. The signature approval procedure has been established and implemented.

f.  Purchase order procedures have been enforced.
CONTRACTING

Sufficient documentation was not maintained to support certain contractual arrangements entered into
by Shops.

We found that Shops:

» Operated without a contract with a certain food provider from August 2000 through January
2002.

» Lacked a written agreement with the campus’ hospitality management program for an integrated
lab class held in the Shops’ facility.

» Did not have a signed agreement regarding the special book buyback terms extended to the
athletics department.

» Did not have a signed contract with its Internet host, on whose server the bookstore Web site
resided.

Title 5 §42401 and §42402 indicate that the campus president shall require that auxiliary
organizations operate in conformity with policy of the Board of Trustees and the campus. One of the
objectives of the auxiliary organizations is to provide fiscal procedures and management systems that
allow effective coordination of the auxiliary activities with the campus in accordance with sound
business practices. Sound business practice mandates that contractual arrangements be complete and
executed in a timely manner.
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The Shops executive director acknowledged that certain weaknesses existed in the contracting
process.

Failure to properly execute appropriate written agreements could result in misunderstandings and
disputes as to the terms of the arrangement.

Recommendation 43
We recommend that Shops:

a. Implement policies and procedures to ensure that appropriate written agreements are entered into
prior to the commencement of services.

b. Take appropriate measures to ensure that all contractual arrangements are sufficiently
documented.

Campus Response
We concur and have developed a system to ensure that signed contracts and agreements are on file
prior to the commencement of services. The agreement log will be closely monitored to ensure all

contracts are current and are renewed on a timely basis. Documentation will be forwarded by
December 31, 2002.

PERSONNEL AND PAYROLL
SEGREGATION OF DUTIES
The Shops’ payroll and human resource functions were not adequately segregated.
We found that the human resource manager:

Performed all human resource-related functions.

Entered employee salaries and time into the payroll system.

Forwarded payroll records to the outside payroll service on a bimonthly basis.

Reviewed payroll checks and register for accuracy.
Distributed payroll checks, via mail or pickup, to Shops employees.

v v v v Vv

EO No. 698 states that the review of auxiliary organizations will be used to determine appropriate
separation of duties, safeguarding of assets, and reliability and integrity of information.

The Shops executive director indicated that the consolidation of job duties was a function of budget
and location.

Inadequate separation of duties increases the risk that errors and irregularities will not be detected in a

timely manner.
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Recommendation 44

We recommend that Shops segregate payroll and human resource duties or institute and document
mitigating controls approved by the campus.

Campus Response

We concur. Due to high cost and limited resources, the payroll and human resource functions cannot
be totally segregated. The current contracted payroll system service, ADP, does provide an audit trail
in detail. We have implemented mitigating controls which include requiring the supervisor to review
a report documenting every transaction performed by the payroll/lhuman resource personnel.
Estimated completion: March 2003.

EMPLOYEE SEPARATION

Shops separation procedures did not include notification to system administrators to allow prompt
revocation/suspension of user accounts and passwords.

Title 5 §42401 and §42402 indicate that the campus president shall require that auxiliary organizations
operate in conformity with policy of the Board of Trustees and the campus. One of the objectives of
the auxiliary organizations is to provide fiscal procedures and management systems that allow
effective coordination of the auxiliary activities with the campus in accordance with sound business
practices. Sound business practice calls for mechanisms to provide prompt notification of employee
separations to system administrators.

The Shops executive director indicated his understanding that a procedure was in effect to provide
prompt notification of employee separations to system administrators.

Failure to suspend/revoke a user account and password for a separated employee increases the risk of
unauthorized access to company resources.

Recommendation 45

We recommend that Shops establish procedures to ensure prompt notification of employee separations
to system administrators.

Campus Response
We concur and are in the process of developing the procedure whereby the system administrators will

be promptly notified of employee separations to ensure that user accounts and passwords will be
revoked immediately. Estimated completion: March 2003.
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INVENTORIES

Shops had not developed and implemented policies and procedures addressing secondary
authorization of inventory purchases which exceed a certain dollar amount.

Title 5 §42401 and §42402 indicate that the campus president shall require that auxiliary
organizations operate in conformity with policy of the Board of Trustees and the campus. One of the
objectives of the auxiliary organizations is to provide fiscal procedures and management systems that
allow effective coordination of the auxiliary activities with the campus in accordance with sound
business practices. Sound business practice mandates strong internal controls over the purchasing of
inventory.

The Shops executive director indicated that while inventory security procedures exist, they have not
been formalized and need to be strengthened.

The Shops executive director indicated that he had never found a compelling need for such
procedures in the past.

Insufficient controls over the purchasing of inventory increase the risk of errors, irregularities, and
misappropriation of funds.

Recommendation 46

We recommend that Shops develop and implement policies and procedures addressing secondary
authorization of inventory purchases which exceed a certain dollar amount.

Campus Response

We concur and have implemented recommended policies and procedures. Documentation will be
forwarded by December 31, 2002.

PROGRAMS
Shops did not have a written real estate acquisition and property development and management plan.

The campus recently directed Shops to develop, oversee, and coordinate a strategy for real estate
development and management. However, Shops had no written policies and procedures to address
such functions and activities.

Title 5 §42401 and §42402 indicate that the campus president shall require that auxiliary
organizations operate in conformity with policy of the Board of Trustees and the campus. One of the
objectives of the auxiliary organizations is to provide fiscal procedures and management systems that
allow effective coordination of the auxiliary activities with the campus in accordance with sound
business practices. Sound business practice mandates the development of a written real estate
acquisition and property development and management plan.
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The Shops executive director indicated that no written plan had been developed, as the functions and
procedures were still being finalized. He stated that a plan would be written as soon as the necessary
information was available.

The lack of a written real estate acquisition and management plan increases the risk that such
operations may not meet the educational mission of the university and may subject the system to
unwarranted liability.

Recommendation 47

We recommend that Shops develop a formal, written real estate acquisition and property development
and management plan.

Campus Response

We concur and have developed a formal real estate plan. Documentation will be forwarded by
December 31, 2002.

INFORMATION TECHNOLOGY

COMPUTER ACCESS
The Shops’ accounting system user profiles did not provide for proper segregation of duties.
We found that:

» Six employees were capable of initiating purchase orders and recording the goods as received
within the accounting system.

» Six employees had change access to accounts receivable applications and accounts payable
functions.

» Nonaccounting personnel had change access to applications within the accounting system.

Title 5 §42401 and §42402 indicate that the campus president shall require that auxiliary
organizations operate in conformity with policy of the Board of Trustees and the campus. One of the
objectives of the auxiliary organizations is to provide fiscal procedures and management systems that
allow effective coordination of the auxiliary activities with the campus in accordance with sound
business practices. Sound business practice mandates that the elements of a satisfactory system of
internal accounting and administrative control include a system of authorization and record-keeping
procedures adequate to provide effective accounting control over assets, liabilities, revenues, and
expenditures. It requires, in part, that access to auxiliary assets be limited to authorized personnel
who require these assets in the performance of their assigned duties.
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The Shops executive director indicated that management considered the existing segregation of duties
to be adequate based upon the function and budget.

Failure to secure access to system screens increases the risk of unauthorized and inappropriate acts.
Recommendation 48

We recommend that Shops review its current user profiles for accounting systems to ensure the
appropriate level of user access.

Campus Response

We concur and have reviewed and revised user profiles to ensure the proper segregation of duties.
Same users cannot access purchase order and receiving functions, same users cannot access accounts
payable and accounts receivable, and nonaccounting personnel cannot access the accounting system.
Documentation will be forwarded by December 31, 2002.

DOS-BASED APPLICATIONS

Shops utilized outdated and inadequate applications to manage its accounting and food service
operations.

We found that:

» Shops maintained its dining services inventory, debit card, and point of sale (POS) management
utilizing two DOS-based applications.

» Shops utilized a POS application, which was developed in-house and for which the source code is
not available. Additionally, the application does not allow for unique user IDs for individual
cashiers.

» The Shops’ version of its general ledger application was outdated, thus the ability to receive
continuing technical support from the vendor was uncertain.

Title 5 §42401 and §42402 indicate that the campus president shall require that auxiliary organizations
operate in conformity with policy of the Board of Trustees and the campus. One of the objectives of
the auxiliary organizations is to provide fiscal procedures and management systems that allow
effective coordination of the auxiliary activities with the campus in accordance with sound business
practices. Sound business practice mandates current accounting and operations system applications.

The Shops executive director indicated his belief that DOS-based applications serve its current needs
adequately.

Continued use of outdated computer applications increases information security risks and decreases
efficiency due to required manual input from human resources.
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Recommendation 49

We recommend Shops perform a cost-benefit analysis on upgrading critical business application
software.

Campus Response

We concur and are in the process of evaluating application software and pricing. We will implement
appropriate upgrades as resources become available. Estimated completion: March 2003.

SECURITY AWARENESS PROGRAM

Shops did not have an ongoing security awareness program.

An ongoing security awareness program would include training for employees and policies addressing
items such as appropriate use of the Internet, password administration, and confidentiality.

Title 5 §42401 and §42402 indicate that the campus president shall require that auxiliary organizations
operate in conformity with policy of the Board of Trustees and the campus. One of the objectives of
the auxiliary organizations is to provide fiscal procedures and management systems that allow
effective coordination of the auxiliary activities with the campus in accordance with sound business
practices. Sound business practice necessitates an information security awareness program.

The Shops executive director indicated that he was aware of the need for an information security
awareness program, but it has not been a priority.

Failure to have adequate information security awareness among employees could result in
inappropriate use of the Internet, decreased effectiveness of passwords, and sharing of sensitive
company information.

Recommendation 50

We recommend that Shops implement a security awareness program which would educate new and
continuing employees on inappropriate uses of the Internet, password maintenance, and information
confidentiality.

Campus Response

We concur and have developed the awareness program/policy and training to ensure the appropriate

use of Internet, passwords, and information confidentiality. Documentation will be forwarded by
December 31, 2002.
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KEY EMPLOYEE DEPENDENCE

Only one employee knew the administrator password for the Shops’ computer network.

Title 5 §42401 and §42402 indicate that the campus president shall require that auxiliary organizations
operate in conformity with policy of the Board of Trustees and the campus. One of the objectives of
the auxiliary organizations is to provide fiscal procedures and management systems that allow
effective coordination of the auxiliary activities with the campus in accordance with sound business
practices. Sound business practice requires an alternate person have administrator access.

The Shops manager of operations and information systems indicated that only one employee possessed
the administrator password due to a management oversight.

Failure to have a backup system administrator with password knowledge could result in extended
delays to computer network management issues during the system administrator’s absence.

Recommendation 51
We recommend that Shops name a backup system administrator for its computer network.
Campus Response

We concur and have identified backup system administrators for the computer network.
Documentation will be forwarded by December 31, 2002.

PASSWORD ADMINISTRATION

The Shops’ computer network and mainframe security settings required password changes for user
accounts and system administrators only after an extended period of 120 days.

Title 5 §42401 and §42402 indicate that the campus president shall require that auxiliary organizations
operate in conformity with policy of the Board of Trustees and the campus. One of the objectives of
the auxiliary organizations is to provide fiscal procedures and management systems that allow
effective coordination of the auxiliary activities with the campus in accordance with sound business
practices. Sound business practice mandates proper password expiration settings.

The Shops executive director indicated his belief that password setting intervals were adequate.

Not maintaining passwords with expiration periods increases the risk of unauthorized access to
company resources and information.

Recommendation 52

We recommend that Shops establish a shorter duration for password expiration.
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Campus Response

We concur and have shortened the duration for password expiration to 90 days. Documentation will
be forwarded by December 31, 2002.

ENVIRONMENTAL CONTROLS

Shops did not have adequate environmental controls for its computer rooms.

The computer network room did not include a portable hand-held fire suppression device while the
mainframe computer system room did not have an independent HVAC system. Neither location had
smoke/heat detection equipment present.

Title 5 §42401 and §42402 indicate that the campus president shall require that auxiliary organizations
operate in conformity with policy of the Board of Trustees and the campus. One of the objectives of
the auxiliary organizations is to provide fiscal procedures and management systems that allow
effective coordination of the auxiliary activities with the campus in accordance with sound business
practices. Sound business practice necessitates proper environmental controls for computer rooms.

The Shops executive director indicated his belief that environmental controls for Shops’ computer
rooms were adequate.

Failure to have proper environmental controls could cause damage to information technology
hardware, resulting in loss of critical data, extended downtime of company resources, and greater

property loss.

Recommendation 53

We recommend that Shops analyze its current environmental controls including the need for fire
suppression and detection equipment and climatic controls.

Campus Response

We concur and are in the process of installing appropriate equipment to ensure proper environmental
controls of the computer rooms. Estimated completion: March 2003.

DISASTER RECOVERY PLAN

Shops did not have a documented disaster recovery plan for its information technology function.
Additionally, there was no enterprise-wide business continuity plan in place.

Disaster recovery plans describe how critical applications will be restored in the event of failure.
Business continuity plans detail how the enterprise as a whole will continue to function during a
disaster.
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Title 5 §42401 and §42402 indicate that the campus president shall require that auxiliary organizations
operate in conformity with policy of the Board of Trustees and the campus. One of the objectives of
the auxiliary organizations is to provide fiscal procedures and management systems that allow
effective coordination of the auxiliary activities with the campus in accordance with sound business
practices. Sound business practice requires documented and practiced disaster recovery and business
continuity plans.

The Shops executive director indicated that he was aware of the need for a system continuity plan, but
such a plan has yet to be developed.

The lack of a disaster recovery and business continuity plan could result in extended downtime of
company resources, unorganized interim procedures, and untimely restoration of business operations
during a disaster.

Recommendation 54

We recommend that Shops develop appropriate disaster recovery and business continuity plans.

Campus Response

We concur. Shops has been developing an emergency response plan. As part of that plan, we are
developing a section relating to system continuity. Estimated completion: March 2003.
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ASSOCIATED STUDENTS

LEGAL AND REGULATORY COMPLIANCE
AUXILIARY AUTHORIZATION

Associated Students San José State University (AS) had developed a draft, but no final operating
agreement had been executed with the CSU and the campus. In addition, the draft did not address
facilities as an authorized function.

Title 5 §42501 states, in part, that a written agreement is required for the auxiliary’s performance of
any functions listed in Title 5 §42500, except student body organization activities. Title 5 §42502
states that the operating agreement should specify the function or functions which the organization is

to manage, operate, or administer.

The AS executive director indicated that he was previously unaware that an operating agreement was
required.

Operating in the absence of an approved and signed written agreement increases the risk of
misunderstandings and miscommunication regarding rights and responsibilities.

Recommendation 55

We recommend that AS enter into a written operating agreement with the campus, listing all
approved functions, in accordance with CSU policy.

Campus Response

We concur. A revised draft listing of all the approved functions will be presented by December 6,
2002, for university consideration. Documentation will be forwarded by May 2003.

RISK MANAGEMENT

AS did not maintain liability insurance coverage for the fall 2001 semester for certain high-risk
activities (i.e., rock climbing, kayaking, etc.) offered to the student body.

Education Code §89905.5(c) states that an auxiliary needs to take measures to protect the campus
from all possible liability associated with its service operations.

The AS executive director indicated that a list of these events was forwarded to the former campus
recreation director for the purpose of obtaining coverage for these events; however, with his

departure, it appears that liability coverage was not obtained.

Not maintaining appropriate insurance coverage exposes AS and the campus to potential liability.
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Recommendation 56

We recommend that AS obtain the necessary insurance coverage and develop policies and procedures
to ensure that appropriate insurance be obtained.

Campus Response

We concur. All AS events currently have the appropriate insurance coverage. A new set of insurance
policies and procedures will be presented to the AS board of directors for approval by February 12,
2003. Thereafter, the procedure on this matter will be incorporated into our Internal Control
Procedure Manual. Documentation will be forwarded by May 2003.

CASH RECEIPTS AND HANDLING

CASH RECEIPTS
Controls over AS cash receipts needed improvement.
We found that:

» Accountability for cash receipts was not localized, as multiple persons utilized the same cash
drawer(s) or bags at the AS business office, the child development center, the print shop, the
computer lab, and for campus recreation activities.

» Cash receipts at the AS business office and the child development center were not adequately
safeguarded, as funds were stored in unlocked drawers during operating hours.

Title 5 §42401 and §42402 indicate that the campus president shall require that auxiliary
organizations operate in conformity with policy of the Board of Trustees and the campus. One of the
objectives of the auxiliary organizations is to provide fiscal procedures and management systems that
allow effective coordination of the auxiliary activities with the campus in accordance with sound
business practices. Sound business practice mandates that sufficient internal controls be maintained
over cash funds, which include establishing localized accountability over cash receipts and adequate
safeguarding of cash assets.

The AS executive director indicated his belief that proper controls were in place to mitigate the risks
noted. He also indicated that maintaining separate tills for each cashier at the business office would
not be practical due to the need to segregate the various revenue sources and resource constraints. He
did concur that all cash could be better safeguarded.

Inadequate internal controls over cash and cash registers increase the risk of errors, irregularities, and
misappropriation.
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Recommendation 57

We recommend that AS take appropriate measures to improve local accountability and safeguarding
over cash receipts.

Campus Response
We concur. Cash registers with locking mechanisms have been purchased and installed at all

departments handling cash. All cash drawers have key mechanisms to insure all drawers are locked
during business hours. Documentation will be forwarded by December 31, 2002.

SEGREGATION OF DUTIES
Duties and responsibilities over AS cash receipts were not adequately or consistently segregated.
We found that:

» The AS campus student organizations’ accountant collected student organization cash receipts,
posted cash receipts, and reconciled the bank account.

» The AS cashier collected cash receipts and prepared cash deposits.

» The AS child development center administrative assistant collected cash receipts, posted cash
receipts, processed invoices, reconciled cash collections, and prepared deposits.

EO No. 698 states that the review of auxiliary organizations will be used to determine appropriate
separation of duties, safeguarding of assets, and reliability and integrity of information.

The AS executive director indicated that due to resource constraints, it was not possible to fully
segregate all accounting functions.

Inadequate separation of duties increases the risk that errors and irregularities will not be detected in a
timely manner.

Recommendation 58

We recommend that AS properly segregate cash receipt accounting functions or institute mitigating
procedures approved by the campus.

Campus Response

We concur. On November 1, 2002, AS hired a new accountant to improve our segregation of duties.
The child development center director and coordinators, as well as the receptionist, are now
responsible for separate aspects of the cash receipt process. Documentation will be forwarded by
December 31, 2002.
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FEES, REVENUES, AND RECEIVABLES
ACCEPTANCE OF FUNDS

The AS adoption of the campus acceptance of funds policies and procedures had not been
documented or approved by the AS board of directors.

Education Code §89903 states that no auxiliary organization shall accept any grant, contract, bequest,
trust, or gift unless it is so conditioned that it may be used only for purposes consistent with policies
of the Trustees.

The AS executive director indicated his belief that current practice was sufficient.

Failure to maintain written procedures increases the risk of accepting funds that are not consistent
with the policies of the Trustees.

Recommendation 59

We recommend that the AS adoption of the campus acceptance of funds policies and procedures be
documented and approved by the AS board of directors.

Campus Response

We concur. The campus acceptance of funds and policies and procedures will be presented to the AS
board of directors for approval February 12, 2003. Thereafter, the procedure on this matter will be
incorporated into our Internal Control Procedure Manual. Documentation will be forwarded by
May 2003.

REVENUE RECONCILIATION

Revenues received by the AS child development center were not reconciled to enrollment records.

Title 5 §42401 and §42402 indicate that the campus president shall require that auxiliary
organizations operate in conformity with policy of the Board of Trustees and the campus. One of the
objectives of the auxiliary organizations is to provide fiscal procedures and management systems that
allow effective coordination of the auxiliary activities with the campus in accordance with sound
business practices. Sound business practice requires reconciliation between revenue collections and
enrollment.

The AS executive director indicated that the lack of a reconciliation was due to oversight.

Failure to reconcile revenues increases the risk that errors or misappropriation of funds would occur
and not be detected.
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Recommendation 60

We recommend that the campus coordinate with AS to ensure that reconciliation of receipts to
enrollment records is performed regularly and timely.

Campus Response
We concur. The university has agreed to include AS fees into their reconciliation of receipts to

enrollment records. Currently, this reconciliation is performed on a semester basis. The university
will include AS fees in the fall 2002 fee reconciliation.

PURCHASING AND ACCOUNTS PAYABLE

SEGREGATION OF DUTIES

Duties and responsibilities over AS disbursements were not adequately or consistently segregated.

We found that the campus student organizations’ accountant reconciled the student organizations’
bank account, performed vendor setup, processed checks, and mailed or issued check disbursements.

EO No. 698 states that the review of auxiliary organizations will be used to determine appropriate
separation of duties, safeguarding of assets, and reliability and integrity of information.

The AS executive director indicated that due to resource constraints, it was not possible to fully
segregate all accounting functions.

Inadequate separation of duties increases the risk that errors and irregularities will not be detected in a
timely manner.

Recommendation 61

We recommend that AS properly segregate the campus student organizations’ accountant duties or
institute mitigating procedures approved by the campus.

Campus Response
We concur. On November 1, 2002, AS hired a new accountant to improve our segregation of duties.

The new accountant allows AS to properly segregate the campus student organizations’ accounts.
Documentation will be forwarded by December 31, 2002.
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SUPPORTING DOCUMENTATION

Certain AS cash disbursements were not supported by appropriate documentation.
Our review of 42 cash disbursements disclosed the following procedural weaknesses:

» Documentation was not consistently maintained to evidence price comparisons or a bidding
process.

» In cases where the executive director was not available, approval of requisitions was not obtained
until after payment was issued.

» A policy addressing cellular phone usage had not been established.

» An independent reconciliation of revenues received to amounts reimbursed was not performed for
events held by campus recreation adventures.

We found two instances where missing support raised questions as to the appropriateness of
expenditures:

» An individual was reimbursed for the purchase of alcoholic beverages.
» Documentation was not available to support a contest in which a prize was awarded.

Title 5 §42401 and §42402 indicate that the campus president shall require that auxiliary
organizations operate in conformity with policy of the Board of Trustees and the campus. One of the
objectives of the auxiliary organizations is to provide fiscal procedures and management systems that
allow effective coordination of the auxiliary activities with the campus in accordance with sound
business practices. Sound business practice mandates that cash disbursements be fully supported and
properly authorized and that the nature and propriety of such disbursements meet the educational
mission of the campus.

The AS executive director stated his belief that controls over the disbursement process were generally
sufficient; however, he did note the need for additional controls in some areas. He also indicated that
the campus recreation director usually performs a reconciliation of campus adventure activities, but
that the position is currently vacant.

Inadequate controls over support for disbursements increase the risk of errors, irregularities, and
misappropriation of funds.

Recommendation 62
We recommend that AS:

a. [Establish procedures to maintain documentation to evidence price comparisons and bids.
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b. Implement procedures that ensure timely and proper approval of requisitions in instances where
the executive director is not available.

c. Establish a policy addressing cellular phone usage.

d. Ensure that a full reconciliation be performed of events offered through campus recreation
adventures prior to reimbursing for such activities.

e. Implement appropriate measures to ensure that all cash disbursements are fully supported by
appropriate documentation.

Campus Response

We concur:

a. A new bidding requirement procedure will be presented to the AS board of directors for approval
by February 12, 2003. Thereafter, the procedure on this matter will be incorporated into our

Internal Control Procedure Manual. Estimated completion: May 2003.

b. The general services center manager signs in the absence of the executive director on all
requisitions. Documentation will be forwarded by December 31, 2002.

c. A new policy regarding cellular use will be incorporated into our revised Internal Control
Procedure Manual by February 12, 2003. The AS board of directors approves all changes made
to our manual. Estimated completion: May 2003.

d. The campus recreation manager in conjunction with the general services center accountant
currently insures that a full reconciliation is completed before any reimbursements are issued.

Documentation will be forwarded by December 31, 2002.

e. A stricter review of all reimbursement documentation is now required of all managers and
account signatories. Documentation will be forwarded by December 31, 2002.

CREDIT CARD
AS inappropriately used the personal credit card of the business manager as its corporate credit card.
We found that:

» Credit card control or usage policies and procedures were not documented.

» Payments were made directly to the credit card company on the personal account of the business
manager.

» AS made payments to the credit card company for personal charges of AS employees.
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» Receivables were established and remained open for outstanding employee credit card usage.
Title 5 §42401 and §42402 indicate that the campus president shall require that auxiliary
organizations operate in conformity with policy of the Board of Trustees and the campus. One of the
objectives of the auxiliary organizations is to provide fiscal procedures and management systems that
allow effective coordination of the auxiliary activities with the campus in accordance with sound
business practices. Sound business practice mandates the use of an established corporate credit card
and prohibits the personal use of auxiliary organization funds.

The AS executive director indicated that AS was not able to obtain a corporate credit card in the name
of the auxiliary organization.

Improper use and management of credit cards increase the risk that auxiliary organization funds will
be used inappropriately.

Recommendation 63
We recommend that AS:

a. Coordinate with the campus to obtain a corporate credit card account and implement appropriate
policies and procedures regarding credit card usage.

b. Eliminate making payments directly to the credit card company.

c. Take appropriate measures to ensure that personal charges for AS employees are not paid for with
AS funds.

d. Seek immediate repayment for all outstanding employee credit card receivables.
Campus Response

We concur. The credit card was cancelled March 2002. Documentation will be forwarded by
December 31, 2002.

UNCLAIMED MONIES

AS had not established policies and procedures to escheat unclaimed monies to the state.

Unclaimed payroll checks were not reported as escheat property, but were instead transferred back to
the AS General Fund after five to seven years.

Code of Civil Procedures, Chapter 7, Unclaimed Property Law, Article 2, §1510 and §1511 indicate

that property held by a business association escheats to the state, subject to various requirements and
limitations.

The AS executive director indicated that the failure to escheat unclaimed monies was an oversight.
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Failure to report or perform the duties specified in the unclaimed property law could result in fines.
Recommendation 64

We recommend that AS work with the campus to develop operating procedures which implement the
requirements of the Code of Civil Procedures with respect to unclaimed property.

Campus Response

We concur. We are currently in compliance with the requirements of the Code of Civil Procedures
with respect to unclaimed property. Documentation will be forwarded by December 31, 2002.

PERSONNEL AND PAYROLL

AS separation procedures did not include notification to system administrators to allow prompt
revocation/suspension of user accounts and passwords.

Title 5 §42401 and §42402 indicate that the campus president shall require that auxiliary organizations
operate in conformity with policy of the Board of Trustees and the campus. One of the objectives of
the auxiliary organizations is to provide fiscal procedures and management systems that allow
effective coordination of the auxiliary activities with the campus in accordance with sound business
practices. Sound business practice calls for mechanisms to provide prompt notification of employee
separations to information technology system administrators.

The AS business manager indicated his belief that a procedure was in effect to provide prompt
notification of employee separations to information technology system administrators.

Failure to suspend/revoke a user account and password for a separated employee increases the risk of
unauthorized access to company resources.

Recommendation 65

We recommend that AS establish procedures to ensure prompt notification of employee separations to
system administrators.

Campus Response
We concur. The AS employment termination checklist was updated to incorporate system

administrator notification based on the recommendation of the CSU auditor during field audit.
Documentation will be forwarded by December 31, 2002.
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FIXED ASSETS
AS controls over technology fixed assets required improvement.
We found that:

» Controls over laptop rental inventory were not adequate, as two laptops were noted as stolen
within the last year. No documentation was maintained for the missing laptops, which had not
been written off the AS inventory.

» Costs associated with the purchase of technology fixed assets for the computer lab (dating back to
2001) had not been allocated or capitalized.

» Methods used to allocate cost to technology fixed assets had not been formally documented.
» Computer lab technology fixed assets were not tagged.

» Several laptops from the rental inventory had been permanently issued to AS staff and student
officers. However, a formalized policy addressing the use of laptop computers by AS staff,
student government executives, and board members had not been established.

Title 5 §42401 and §42402 indicate that the campus president shall require that auxiliary
organizations operate in conformity with policy of the Board of Trustees and the campus. One of the
objectives of the auxiliary organizations is to provide fiscal procedures and management systems that
allow effective coordination of the auxiliary activities with the campus in accordance with sound
business practices. Sound business practice mandates that technology fixed assets be properly
controlled.

The AS executive director stated that he was aware of the potential exposure and, as a result, AS was
in the process of acquiring a software package that would allow for improved accountability over
technology fixed assets.

Inadequate administration of technology fixed assets increases the risk that property will be lost or
stolen and that accounting and property records could be misstated.

Recommendation 66

We recommend that AS implement policies and procedures to ensure adequate tracking and control
of technology fixed assets.

Campus Response

We concur. Our current policy regarding the proper tagging and tracking of AS technology fixed
assets will include computing support center equipment and will be incorporated into our revised
Internal Control Procedure Manual by February 12, 2003. The AS board of directors approves all
changes made to our manual. Estimated completion: May 2003.
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TRUST FUNDS
Funds held in trust by AS on behalf of student clubs were not properly administered.
We found that:

» Two campus student organizations were not officially recognized by the campus through the
student life center.

» Trust agreements were not on file for two other campus student organizations.
Additionally, based on a review of 35 expenditures for campus student organizations, we found:
» Three instances where expenditures were for the purchase of alcoholic beverages.

» Seven expenditures where there were nonoriginal documentation or where no documentation was
retained.

Title 5 §42401, §42402, and §42500 and Education Code §89900 establish a responsibility to operate
in accordance with sound business practices in the interest of the campus. Further, Probate Code
§16000 indicates that on acceptance of a trust, the trustee has a duty to administer the trust according
to the trust instrument. We believe that such duties would require that AS properly administer trust
funds.

The AS business manager indicated that it was not currently the practice of AS to question the
appropriateness of submitted expenditures. The AS executive director indicated that the other items
noted can be attributed to an oversight.

A lack of sufficient control over funds held in trust increases the risk that funds will be expended for
inappropriate purposes and exposes the campus and the CSU system to regulatory and legal
consequences.

Recommendation 67

We recommend that AS establish formal policies and procedures regarding oversight of trust funds.
Campus Response

We concur. The general services center will develop and implement a new trust fund agreement for
student organizations incorporating CSU and local policies regarding the appropriate use of funds.

(We are concerned that organizations may choose to place their funds into less restricted institutions
out of our control.) Estimated completion: June 2003.
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PROGRAMS

AS did not report certain stipends to the campus financial aid office.

Title 5 §42500(d) states that student loans, scholarships, stipends, and grants-in-aid shall only be
given to currently admitted students. A record of such financial assistance shall be forwarded on a
timely basis to the campus financial aid office and shall be documented on student financial aid
recipient records kept in that office. All such financial assistance provided from student body
organization funds shall be approved by the campus financial aid office before such funds are
expended and shall not exceed amounts to be provided under regulations of federal and state financial
aid programs, except as provided under Section 42403, subdivision (b).

The AS executive director indicated that stipends were not reported to financial aid due to oversight.

Failure to adequately report stipends to the financial aid office may result in an overpayment of
financial aid funds.

Recommendation 68

We recommend that AS implement procedures to ensure that stipends are reported to the campus
financial aid office in a timely manner.

Campus Response

We concur. AS currently reports stipends to the campus financial aid office in a timely manner.
Documentation will be forwarded by December 31, 2002.

INFORMATION TECHNOLOGY

COMPUTER ACCESS
AS accounting system user profiles did not provide for proper segregation of duties/functions.

We found that the AS accounting application was not configured to restrict access to only those
persons requiring access to selected modules. Thus, all three users had full access to all divisions and
modules.

EO No. 698 states that the review of auxiliary organizations will be used to determine appropriate
separation of duties, safeguarding of assets, and reliability and integrity of information.

The AS information technology manager indicated that the functionality of the application was such
to allow for the adequate separation of systemic accounting functions; however, due to limited
information technology administrative resources, the system has not been configured to do so.
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Inadequate segregation of duties/functions increases the risk of errors, irregularities, and
misappropriation of funds.

Recommendation 69

We recommend that AS review its current accounting system user profiles to ensure the appropriate
segregation of duties/functions.

Campus Response

We concur. The AS information technology (IT) department has upgraded its accounting system, and
it currently provides the necessary segregation of duties. Documentation will be forwarded by
December 31, 2002.

PHYSICAL SECURITY

AS had not established adequate physical safeguards for information technology resources at the
general services center.

The file server for the general services center was located at an unattended workstation with no
controls over physical access. Furthermore, it was not equipped with an uninterruptible power supply
(UPS).

Title 5 §42401 and §42402 indicate that the campus president shall require that auxiliary organizations
operate in conformity with policy of the Board of Trustees and the campus. One of the objectives of
the auxiliary organizations is to provide fiscal procedures and management systems that allow
effective coordination of the auxiliary activities with the campus in accordance with sound business
practices. Sound business practice requires proper physical controls and mechanisms to provide
continuity of service.

The AS information technology manager indicated that the server was placed at the workstation during
a recent departmental move. Additionally, the UPS was removed when it failed and was not
subsequently replaced.

Improper controls for physical security and service continuity could result in accidental damage to, or
theft of, vulnerable information technology hardware, loss of critical data, and increased risk of service
interruptions.

Recommendation 70

We recommend that AS relocate the general services center file server to a secured area and ensure
that all critical servers are supported with an UPS.
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Campus Response

We concur. The general services center file server has been relocated to the Associated Students
House and is supported with an UPS. Documentation will be forwarded December 31, 2002.

NETWORK SECURITY SETTINGS

AS computer network security settings at the general services center and across the enterprise needed
improvement.

We found that:

» Security settings (i.e., password history retention, account lockout, password syntax) for the
computer network at the general services center were not activated.

» All user accounts, including system administrators, were only required by the system to change
their respective password every 180 days.

» Repeated unsuccessful login attempts to the network were not controlled adequately by indefinite
lockout.

Title 5 §42401 and §42402 indicate that the campus president shall require that auxiliary organizations
operate in conformity with policy of the Board of Trustees and the campus. One of the objectives of
the auxiliary organizations is to provide fiscal procedures and management systems that allow
effective coordination of the auxiliary activities with the campus in accordance with sound business
practices. Sound business practice mandates active and appropriate computer network security
settings.

The AS information technology manager indicated that the security settings were not activated after a
recent reconfiguration of the system. Additionally, he believed current computer network security

settings were adequate.

Inadequate computer network security settings increase the risk of unauthorized access to company
resources and information.

Recommendation 71
We recommend that AS:

a. Create procedures to ensure logical access controls are reinstated whenever systems are
reconfigured.

b. Establish shorter durations for password expiration, including 30 days for system administrators
and 90 days for the general user community.

c. Block repeated unsuccessful login attempts with indefinite lockout.
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Campus Response

We concur. The AS IT department has implemented these recommendations. Documentation will be
forwarded by December 31, 2002.

ENVIRONMENTAL CONTROLS

Environmental controls for the computer rooms at the AS computer lab and child care center did not
include smoke/heat detection equipment.

Title 5 §42401 and §42402 indicate that the campus president shall require that auxiliary organizations
operate in conformity with policy of the Board of Trustees and the campus. One of the objectives of
the auxiliary organizations is to provide fiscal procedures and management systems that allow
effective coordination of the auxiliary activities with the campus in accordance with sound business
practices. Sound business practice necessitates proper environmental controls for computer rooms.

The AS executive director indicated his belief that environmental controls for AS computer rooms
were adequate.

Failure to have proper environmental controls could cause damage to information technology
hardware, resulting in loss of critical data, extended downtime of information technology resources,
and greater property loss.

Recommendation 72

We recommend that AS implement appropriate environmental controls in its computer lab and child
care center computer rooms, including fire and heat detection equipment.

Campus Response

We concur. Environmental controls will be installed at both the child development center and
computer services center computer rooms by March 2003. Documentation will be forwarded by May
2003.

DISASTER RECOVERY PLAN

AS did not have a documented disaster recovery plan for its information technology function.
Additionally, there was no enterprise-wide business continuity plan in place.

Disaster recovery plans describe how critical applications will be restored in the event of failure.
Business continuity plans detail how the enterprise as a whole will continue to function during a
disaster.

Title 5 §42401 and §42402 indicate that the campus president shall require that auxiliary organizations
operate in conformity with policy of the Board of Trustees and the campus. One of the objectives of
the auxiliary organizations is to provide fiscal procedures and management systems that allow

Auxiliary Organizations/San José State University/Report No. 02-45

Page 83



OBSERVATIONS, RECOMMENDATIONS, AND CAMPUS RESPONSES

effective coordination of the auxiliary activities with the campus in accordance with sound business
practices. Sound business practice requires documented and practiced disaster recovery and business
continuity plans.

The AS information technology manager indicated that a strategic information technology plan had not
been developed, as his department is less than one year old.

A lack of a disaster recovery and business continuity plan could result in extended downtime of
company resources, unorganized interim procedures, and untimely restoration of business operations
during a disaster.

Recommendation 73

We recommend that AS develop appropriate disaster recovery and business continuity plans.

Campus Response

We concur. The AS management team in conjunction with the IT department will develop the

appropriate disaster recovery and business continuity plans by March 2003. Documentation will be
forwarded by May 2003.
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STUDENT UNION

LEGAL AND REGULATORY COMPLIANCE
AUXILIARY AUTHORIZATION

The Student Union of San José State University (Union) operating agreement with the CSU and the
campus required revision as to functions managed, administered, and operated by the auxiliary
organization.

We found that the operating agreement did not sufficiently address all aspects of the Union’s
operations on the campus, i.e., the operation of the automated teller machine (ATM) kiosk.

The operating agreement states that “Auxiliary hereby agrees, for the period covered by this
agreement, to perform the following functions specified in Section 42500, Title 5, CCR: student
union programs, which includes the operation of three major facilities, an Aquatic Center, a Union
Building and an Event Center.”

Title 5 §42501 states that a written agreement on behalf of the state of California by the chancellor of
The California State University and Colleges and the auxiliary organization is required for the
performance by such auxiliary organization of any of the functions listed in §42500, except student
body organization activities. Title 5 §42502 states that the operating agreement should specify the
function or functions which the organization is to manage, operate, or administer.

The Union administrative services manager indicated that the operating agreement also states that the
auxiliary may occupy, operate, and use the leased property only in connection with certain functions
and activities in accordance with the terms of the agreement, including operating and maintaining an
automated banking facility for the students, faculty, staff, and guests of the campus.

Operating in the absence of an up-to-date, written agreement increases the risk of misunderstandings
and miscommunication regarding rights and responsibilities.

Recommendation 74

We recommend that the Union update its operating agreement to specify all of the functions
managed, administered, and operated by the auxiliary organization.

Campus Response
We concur. The Union has updated its operating agreement to specify all of the functions managed,

administered, and operated by the auxiliary organization. Documentation will be forwarded by
December 31, 2002.
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LEASING OF FACILITIES
Certain lease agreements for the use of space in the Union building required revision.
We found that:

» Consideration was not addressed in the sublease agreement with AS for the use of space for a
campus computer lab.

» Consideration was not sufficiently articulated in the lease agreement with Shops for space
occupied by the bookstore. In addition, the parties, though required by the lease agreement, had
not entered into a maintenance agreement.

Title 5 §42401, §42402, and §42500 and Education Code §89900 establish a responsibility to operate
in accordance with sound business practices in the interest of the campus. Sound business practice
mandates that consideration, involving real property, such as the leasing of office space, be in the
agreements.

The Union executive director indicated that the vice president of administration and the vice president
of student affairs agreed on the rent for the computer lab and that the results would be communicated
to the Union board at the next board meeting. Regarding the bookstore space, she indicated that the
space was rent free per verbal agreement between the two vice presidents.

The absence of a properly developed written lease agreement, defining rights and responsibilities,
increases the potential for misunderstandings.

Recommendation 75

We recommend that the Union include in lease agreements consideration offered for the use of space.
Campus Response

We concur. The terms of the AS lease with the inclusion of the computer lab space were approved by
both the vice president of administration and finance and the vice president of student affairs. The

lease has been forwarded to AS. Documentation will be forwarded by December 31, 2002.

The lease with Spartan Shops had been signed and returned. A maintenance agreement has been
developed and agreed to by both parties. Documentation will be forwarded by December 31, 2002.
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GROUND LEASE

Consideration was not sufficiently articulated in the ground lease between the campus and the Union.

The ground lease identified the student union facility, aquatic facility, recreation and event facility,
and the ATM leased by the campus to the Union. However, specific consideration for such was not
clearly established in the agreement. The ground lease does not appear to identify all the benefits the
campus will receive in return.

Education Code §89046 and Title 5 §42601 and §42502 mandate that auxiliaries appropriately pay
rent on space in tax-supported buildings.

EO No. 753 states that auxiliary enterprises shall be charged the allowable direct costs plus an
allocable portion of indirect costs associated with facilities, goods, and services provided by the
university funded from the General Fund.

The Union executive director indicated that consideration for the lease was given to the campus but
was not specified in the agreement.

Failure to sufficiently document consideration exposes the campus and the legally separate auxiliary
organization to the risk that a “gift of public funds” claim could be asserted.

Recommendation 76

We recommend that the ground lease agreement between the Union and the campus be amended to
include more specific language with respect to consideration.

Campus Response

We concur. The ground lease for FY 2002-03 has been dropped by the university and approved by
the vice president for administration and finance due to in-kind donations from the Student Union,
Inc. Documentation will be forwarded by December 31, 2002.

PUBLIC MEETINGS

The Union had not established, by resolution or bylaws, the time and locations for holding regular
meetings. In addition, the bylaws did not contain a provision requiring quarterly board meetings.

Education Code §89921 states that each governing board shall establish by resolution, bylaws, or
whatever rule is required for the conduct of business by that body, the time and locations for holding
regular meetings. Education Code §89903 requires each governing board to hold at least one
business meeting each quarter during each fiscal year.

The Union executive director indicated that the notice of public meetings is posted on the Union
bulletin board. She also indicated that the board meets more than four times a year. However,
specific language was not stated in the bylaws.
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Noncompliance with regulations for public meetings increases the risk of misunderstandings and may
increase legal liability.

Recommendation 77

We recommend that the Union establish, by resolution or bylaws, the time and location for regular
board meetings, and amend its bylaws to require that the board meet on at least a quarterly basis.

Campus Response
We concur. The Union has established the time and location for regular board meetings, and

amended its bylaws to require that the board meet on at least a quarterly basis. Documentation will
be forwarded by December 31, 2002.

RESERVES

The Union reserves were not adequate.

We found that as of June 30, 2001, the Union’s local reserves and the chancellor’s office repair and
replacement reserves were below the levels established by the chancellor’s office guidelines for
prudent financial position. With the projects approved for 2001-2002, Union reserves are expected to
further decline below the guidelines by June 30, 2002.

Education Code §89904(b), §89904.5, and §89905 indicate that reserve planning is necessary.

The Union executive director indicated that the Union is currently exploring options to increase its
reserves. However, it needs campus support in its endeavor to do so.

Insufficient reserve planning and analysis increase the auxiliary’s risk to fund future deficits.
Recommendation 78

We recommend that the Union coordinate with the campus to ensure that reserve levels are increased
and maintained within the guidelines set forth by the chancellor’s office.

Campus Response
We concur. A fee referendum to address this issue failed in fall 2002. Measures will be taken to

evaluate operational methods and an alternative fee consultation by the president along with means to
generate additional revenue. Estimated completion: June 30, 2003.
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CASH RECEIPTS AND HANDLING
The Union’s controls over cash receipts required improvement.
We found that:

» Accountability was not localized when two or more persons had access to the same cash register.
At certain Union locations, multiple cashiers shared the same cash register drawer during
business hours. Further, cash registers at certain locations were not closed out at the end of each
shift change, but rather at the end of each day.

» Voided tickets were not submitted to the accounting office as part of the daily box office cash
receipt documentation.

Title 5 §42401 and §42402 indicate that the campus president shall require that auxiliary
organizations operate in conformity with policy of the Board of Trustees and the campus. One of the
objectives of the auxiliary organizations is to provide fiscal procedures and management systems that
allow effective coordination of the auxiliary activities with the campus in accordance with sound
business practices. Sound business practice mandates that local accountability be maintained over
cash registers, that cash registers be closed out following each shift, and that voided checks be
submitted as part of the cash receipt documentation.

The Union administrative services manager indicated that it was her understanding that voided tickets
were submitted to her office and accounted for. She also indicated that she would further investigate
the cash register closeout process.

When accountability is not localized, the risk of misappropriation or error is increased.

Recommendation 79

We recommend that the Union localize accountability when two or more persons have access to the
same cash register and that voided tickets be submitted with the cash receipts to the accounting office.

Campus Response
We concur. Voided box office tickets are now being forwarded to the accounting office as

recommended. Documentation will be forwarded by December 31, 2002. Also, the aquatic center is
dealing with the separation of functions and implementation will be in place April 2003.
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PETTY CASH AND CHANGE FUNDS

The Union had not developed procedures to perform periodic and independent counts of change funds
on an unannounced basis.

Title 5 §42401 and §42402 indicate that the campus president shall require that auxiliary
organizations operate in conformity with policy of the Board of Trustees and the campus. One of the
objectives of the auxiliary organizations is to provide fiscal procedures and management systems that
allow effective coordination of the auxiliary activities with the campus in accordance with sound
business practices. Sound business practice mandates that periodic and independent, unannounced
counts be performed to ensure that assets are sufficiently safeguarded.

The Union administrative services manager indicated that the petty cash funds are counted at fiscal
year end as part of the financial statement audit.

Not performing periodic and independent counts of petty cash funds increases the risk that missing
funds will not be detected.

Recommendation 80

We recommend that the Union establish and implement petty cash and change fund procedures,
which require periodic and independent, unannounced cash counts.

Campus Response

We concur. The Union has established and implemented petty cash and change fund procedures as
recommended. Documentation will be forwarded by December 31, 2002.

FEES, REVENUES, AND RECEIVABLES

ACCEPTANCE OF FUNDS

The Union’s acceptance of funds policy, dated April 19, 1994, did not reflect the auxiliary
organization’s current practice for acceptance of gifts.

Education Code §89903 states that no auxiliary organization shall accept any grant, contract, bequest,

trust, or gift unless it is so conditioned that it may be used only for purposes consistent with policies
of the Trustees.

The Union executive director indicated that the policy was not updated due to oversight.

Failure to maintain current, written procedures increases the risk of accepting funds that are not
consistent with the policies of the Trustees and the campus or the functions of the auxiliary.
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Recommendation 81

We recommend that the Union’s acceptance of funds policy be revised to ensure that it only accepts
funds consistent with the campus and CSU policy.

Campus Response
We concur. The Union’s acceptance of funds policy has been revised to ensure that it only accepts

funds consistent with the campus and CSU policy. Documentation will be forwarded by
December 31, 2002.

SEGREGATION OF DUTIES

Duties and responsibilities over cash receipts were not adequately segregated at the Union.
We found that accounts receivable personnel also posted cash receipts.

EO No. 698 states that the review of auxiliary organizations will be used to determine appropriate
separation of duties, safeguarding of assets, and reliability and integrity of information.

The Union administrative services manager indicated that duties were not segregated due to the lack of
staff.

Inadequate segregation of duties increases the risk of errors, irregularities, and misappropriation of
funds.

Recommendation 82

We recommend that the Union segregate cash receipt duties or institute mitigating controls approved
by the campus.

Campus Response

We concur. As of November 11, 2002, a written procedure is being forwarded to the appropriate
campus personnel for approval. Estimated completion: April 2003.

ACCOUNTS RECEIVABLES

The Union’s controls over accounts receivable required improvement.

We found that:

» Written policy and procedures had not been established for the collection process, the

reconciliation of the aging reports to invoices, and the allowance for bad debts/account write-
offs.
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» There was no centralized collection office. Thus, communication between departments that
generate accounts receivable and the accounts receivable department regarding collection efforts
was lacking.

» Documentation to evidence collection follow-up efforts was not consistently maintained.

» The reconciliation of the accounts receivable subsidiary ledgers to the general ledger was not
documented.

Title 5 §42401 and §42402 indicate that the campus president shall require that auxiliary
organizations operate in conformity with policy of the Board of Trustees and the campus. One of the
objectives of the auxiliary organizations is to provide fiscal procedures and management systems that
allow effective coordination of the auxiliary activities with the campus in accordance with sound
business practices. Sound business practice mandates that sufficient internal controls be maintained
over accounts receivable, including adequate segregation of duties, formal, written policies and
procedures, and monthly reconciliation of accounts receivable to the general ledger.

EO No. 698 states that the review of auxiliary organizations will be used to determine appropriate
separation of duties, safeguarding of assets, and reliability and integrity of information.

The Union administrative services manager indicated her belief that the accounts receivable process
was adequate, but needed to be better documented.

Insufficient controls over accounts receivable increase the risk of loss, errors, and irregularities.
Recommendation 83
We recommend that the Union:

a. Document policy and procedures for the collection process, the reconciliation of the aging reports
to invoices, allowance for bad debts, and account write-offs.

b. Centralize the collection process and strengthen communication between the departments.

c. Maintain sufficient documentation to evidence collection/follow-up efforts.

d. Document the reconciliation of the accounts receivable subsidiary ledgers to the general ledger.
Campus Response

We concur.

a. The Union has documented the policy and procedures for the collection process, the

reconciliation of the aging reports to invoices, allowance for bad debts, and account write-offs.
Documentation will be forwarded by December 31, 2002.
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b. The process is currently being practiced and written procedures are being developed. Estimated
completion: May 2003.

c. The Union now maintains sufficient documentation to evidence collection/follow-up efforts.
Documentation will be forwarded by December 31, 2002.

d. The Union has documented the reconciliation of the accounts receivable subsidiary ledgers to the
general ledger. Documentation will be forwarded by December 31, 2002.

RESERVATIONS

The Union did not consistently obtain appropriate reservation forms and insurance information from
its sidewalk vendors.

The Union rents space on sidewalks in and around the student union building to vendors in the
community. Based on our review of five vendors, we found that four did not have appropriate
reservation forms or certificate of insurance/waiver and release of liability forms on file.

Title 5 §42401 and §42402 indicate that the campus president shall require that auxiliary
organizations operate in conformity with policy of the Board of Trustees and the campus. One of the
objectives of the auxiliary organizations is to provide fiscal procedures and management systems that
allow effective coordination of the auxiliary activities with the campus in accordance with sound
business practices. Sound business practice mandates that appropriate agreements/documentation be
maintained for all tenants utilizing space in the student union.

The Union event services coordinator indicated that the correct reservation forms and insurance
information were obtained from the vendors, but could not currently be located.

Not maintaining proper documentation for vendors and tenants who utilize Union facilities increases
the risk of legal liability and misunderstandings between parties.

Recommendation 84

We recommend that the Union take appropriate measures to ensure that reservation forms and
insurance information are obtained/maintained from all vendors.

Campus Response
We concur. The Union has taken appropriate measures to ensure that reservation forms and insurance

information are obtained/maintained from all vendors. Documentation will be forwarded by
December 31, 2002.
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PURCHASING AND ACCOUNTS PAYABLE

SEGREGATION OF DUTIES
Duties and responsibilities over accounts payable were not adequately segregated at the Union.
We found that:

» Accounts payable personnel were capable of creating vendors and generating checks.

» Signed checks were returned to accounts payable personnel for mailing.

» Accounting personnel who maintained the general ledger also prepared the general checking
account bank reconciliation(s).

» The individual who supervised the accounting functions maintained investment accounts,
assigned computer user profiles to accounting staff, and approved expenditures also signed
checks.

EO No. 698 states that the review of auxiliary organizations will be used to determine appropriate
separation of duties, safeguarding of assets, and reliability and integrity of information.

The Union administrative services manager indicated that duties could not be adequately segregated
due to the lack of staff. She further indicated that the bank reconciliation was automatically

performed by the system.

Inadequate separation of duties increases the risk that errors and irregularities will not be detected in a
timely manner.

Recommendation 85

We recommend that the Union segregate accounts payable duties or institute mitigating controls
approved by the campus.

Campus Response

We concur. The Union is in the process of updating the position’s duties and will forward them to the
campus for approval once completed. Estimated completion: April 2003.

BANK RECONCILIATION

The Union’s bank reconciliations for July to November 2001 were not prepared until December 2001.
In addition, bank reconciliations were not signed and dated by the preparer or the reviewer.

Title 5 §42401 and §42402 indicate that the campus president shall require that auxiliary

organizations operate in conformity with policy of the Board of Trustees and the campus. One of the
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objectives of the auxiliary organizations is to provide fiscal procedures and management systems that
allow effective coordination of the auxiliary activities with the campus in accordance with sound
business practices. Sound business practice includes maintaining a complete and timely bank
reconciliation process.

The Union administrative services manager indicated that the bank reconciliations were not
performed timely due to the accounting system conversion and the staff’s unfamiliarity with the new
system.

Failure to complete bank reconciliations in a timely manner increases the risk that errors and
irregularities will not be detected in a timely manner.

Recommendation 86

We recommend that the Union ensure that bank reconciliations are prepared in a timely manner and
signed and dated by the preparer and the reviewer.

Campus Response
We concur. The Union now ensures that bank reconciliations are prepared in a timely manner and

signed and dated by the preparer and the reviewer. Documentation will be forwarded by
December 31, 2002.

SUPPORTING DOCUMENTATION
Certain Union disbursements were not supported by appropriate documentation.
Our review of 75 cash disbursements disclosed the following:

» Expenditures were not subject to one-up authorization.

» In four instances, faxed invoices were accepted as original documentation with no certification
that the invoice had been researched to prevent a duplicate payment.

» No documentation was available to evidence that a construction vendor hired by the Union was
subject to a bidding process.

» In four instances, a list of attendees was not provided to support an event involving multiple
invitees.

» In two instances, credit card slips were submitted without other supporting documentation (i.e.,
invoices).

» A vendor discount was missed due to the invoice not being forwarded to accounts payable in a
timely manner.

Auxiliary Organizations/San José State University/Report No. 02-45

Page 95



OBSERVATIONS, RECOMMENDATIONS, AND CAMPUS RESPONSES

» The Union failed to seek reimbursement for a payment it made on behalf of a student
organization.

» Documentation was not maintained to evidence receipt of goods or services.

» In two instances, check requests were not signed by the authorized signer.

» In two instances, check requests did not contain all required signatures.

» The Union had not established a hospitality policy or adopted the campus policy.
Education Code §89900(b) states that the president of that state university shall be responsible for
ascertaining that all expenditures are in accordance with policies of the Trustees, the propriety of all
expenditures, and the integrity of the financial reporting made by auxiliary organizations.
Title 5 §42401 and §42402 indicate that the campus president shall require that auxiliary
organizations operate in conformity with policy of the Board of Trustees and the campus. One of the
objectives of the auxiliary organizations is to provide fiscal procedures and management systems that
allow effective coordination of the auxiliary activities with the campus in accordance with sound
business practices. Sound business practice mandates that cash disbursements be fully supported and
properly authorized.
The Union administrative services manager indicated that there was need of better communication
between the departments and the accounting office and that there were weaknesses in the process that

needed to be improved.

Insufficient controls over expenditures increase the risk of errors, irregularities, and misappropriation
of funds.

Recommendation 87
We recommend that the Union:
a. Require that expenditures be subject to one-up authorization.

b. Implement appropriate measures to ensure sufficient documentation is obtained to support all
cash disbursements.

c. Develop a formalized verification process for expenditures not supported by original
documentation.

d. Ensure that appropriate written policies and procedures are in effect that fully address the bidding
process.

e. Ensure that invoices and documentation pertaining to the receipt of goods or services are
forwarded to accounts payable in a timely manner.
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f. Establish a formal hospitality policy or adopt the campus policy.
Campus Response
We concur.

a. Written policies are being developed and will be submitted to the university for final approval.
Estimated completion: April 2003.

b. The Union has implemented appropriate measures to ensure sufficient documentation is obtained
to support all cash disbursements. Documentation will be forwarded by December 31, 2002.

c. The Union has developed a formalized verification process for expenditures not supported by
original documentation. Documentation will be forwarded by December 31, 2002.

d. Written policies and procedures that fully address the bidding process are being developed and
will be submitted to campus for final approval. Estimated completion: April 2003.

e. The Union has implemented procedures that ensure that invoices and documentation pertaining to
the receipt of goods or services are forwarded to accounts payable in a timely manner.
Documentation will be forwarded by December 31, 2002.

f. The Union now has a formal hospitality policy. Documentation will be forwarded by
December 31, 2002.

PERSONNEL AND PAYROLL
EMPLOYEE SEPARATION

Union separation procedures did not include notification to system administrators to allow prompt
revocation/suspension of user accounts and passwords.

Title 5 §42401 and §42402 indicate that the campus president shall require that auxiliary organizations
operate in conformity with policy of the Board of Trustees and the campus. One of the objectives of
the auxiliary organizations is to provide fiscal procedures and management systems that allow
effective coordination of the auxiliary activities with the campus in accordance with sound business
practices. Sound business practice calls for mechanisms to provide prompt notification of employee
separations to information technology system administrators.

The Union technical services manager indicated his belief that current notification procedures are
adequate.

Failure to suspend/revoke a user account and password for a separated employee increases the risk of
unauthorized access to company resources.
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Recommendation 88

We recommend that the Union establish procedures to ensure prompt notification of employee
separations to system administrators.

Campus Response

We concur. The Union has established procedures to ensure prompt notification of employee
separations to system administrators. Documentation will be forwarded by December 31, 2002.

PAYROLL CHECKS

Returned Union payroll checks of former box office employees were retained in the box office safe,
rather than forwarded to the accounting office for proper disposition.

Title 5 §42401 and §42402 indicate that the campus president shall require that auxiliary
organizations operate in conformity with policy of the Board of Trustees and the campus. One of the
objectives of the auxiliary organizations is to provide fiscal procedures and management systems that
allow effective coordination of the auxiliary activities with the campus in accordance with sound
business practices. Sound business practice includes proper accounting and disposition of returned
payroll checks.

The Union administrative services manager concurred and indicated that the box office should not
have received returned payroll checks and that the checks should have been returned to the

accounting office.

Insufficient controls over payroll checks increase the risk of errors, irregularities, and
misappropriation of funds.

Recommendation 89

We recommend that the Union establish procedures to ensure that returned box office payroll checks
are appropriately returned to accounting.

Campus Response

We concur. The Union has established procedures to ensure that returned box office payroll checks
are appropriately returned to accounting. Documentation will be forwarded by December 31, 2002.
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FIXED ASSETS
The Union’s controls over fixed assets required improvement.
We found that:

» Fixed assets were not tagged.

» A physical inventory of fixed assets had not been performed.

» The reconciliation of the fixed asset ledger to the general ledger was not performed in a timely
manner. The reconciliation for the months of July and August 2001 was performed in December
2001.

» The listing of sensitive assets (i.e., computers) was not updated in a timely manner.

Title 5 §42401 and §42402 indicate that the campus president shall require that auxiliary
organizations operate in conformity with policy of the Board of Trustees and the campus. One of the
objectives of the auxiliary organizations is to provide fiscal procedures and management systems that
allow effective coordination of the auxiliary activities with the campus in accordance with sound

business practices. Sound business practice includes strong controls over fixed assets.

EO No. 698 states that the review of auxiliary organizations will be used to determine appropriate
separation of duties, safeguarding of assets, and reliability and integrity of information.

The Union administrative services manager indicated that fixed assets are reviewed in conjunction
with the annual audit.

Inadequate property inventory control procedures increase the risk of financial misstatement, loss,
and theft.

Recommendation 90
We recommend that the Union:

a. Perform a physical inventory of fixed assets and reconcile the results to the fixed asset and
general ledgers.

b. Establish appropriate guidelines for tagging fixed assets.
c. Maintain a current list of sensitive items and perform physical inventory of sensitive items.
Campus Response

We concur. The Union is in the process of reviewing software to address these concerns. Estimated
completion: August 2003.
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TRUSTS AND OTHER LIABILITIES

Funds held and administered by the Union on behalf of a campus satellite location were not supported
by a written agreement.

On an annual basis, the Union returns a percentage of Union fees paid by students attending class at
off-campus locations to that campus for use by the appropriate student governing board. In the case
of one satellite campus group, funds were maintained and administered by the campus Union. Such
funds were held in a separate bank account, and the authorized signers were the satellite campus’
student governing board members. All check requests were processed by the Union’s accounts
payable staff. However, there was no written agreement, such as a trust agreement, which addressed
the administration and maintenance of such funds by the Union on behalf of the satellite campus.

Title 5 §42401 and §42402 indicate that the campus president shall require that auxiliary
organizations operate in conformity with policy of the Board of Trustees and the campus. One of the
objectives of the auxiliary organizations is to provide fiscal procedures and management systems that
allow effective coordination of the auxiliary activities with the campus in accordance with sound
business practices. Sound business practice mandates that funds held and administered on behalf of
others be properly supported by written agreements.

The campus director of accounting/systems and technology indicated that the satellite campus group
was not a separate entity; therefore, no agreement was executed.

Insufficient control over trust accounts increases the risk of both inappropriate expenditures and
misunderstandings about account operations.

Recommendation 91

We recommend that the Union enter into a written agreement for the administration and maintenance
of funds held on behalf of a satellite campus group.

Campus Response
We concur. The board of directors is addressing this issue by recommending that the satellite campus

group open an SJSU Foundation account to monitor all funds. Documentation will be forwarded
March 2003.

PROGRAMS

The Union did not forward records of student financial assistance to the campus financial aid office.

Title 5 §42500(d) states that a record of financial assistance, such as student loans, scholarships,
stipends, and grants-in-aid, shall be forwarded on a timely basis to the campus financial aid office and
shall be documented on student financial aid recipient records in that office.
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The Union administrative services manager indicated that she was not aware of this requirement.

Failure to adequately report financial assistance to the campus financial aid office may result in an
overpayment of financial aid funds.

Recommendation 92

We recommend that the Union establish procedures to ensure that records of student financial
assistance are reported to the campus financial aid office.

Campus Response

We concur. Written procedures are being developed and will be submitted to the appropriate campus
personnel for approval. Documentation will be forwarded March 2003.

INFORMATION TECHNOLOGY
The Union’s computer network security settings needed improvement.

We found that all user accounts, including system administrators, are only required by the system to
change their respective password after 180 days. Additionally, repeated unsuccessful login attempts to
the network were not controlled adequately by indefinite lockout.

Title 5 §42401 and §42402 indicate that the campus president shall require that auxiliary organizations
operate in conformity with policy of the Board of Trustees and the campus. One of the objectives of
the auxiliary organizations is to provide fiscal procedures and management systems that allow
effective coordination of the auxiliary activities with the campus in accordance with sound business
practices. Sound business practice mandates active and appropriate computer network security
settings.

The Union technical services manager indicated his belief that current computer network security
settings were adequate.

Inadequate computer network security settings increase the risk of unauthorized access to company
resources and information.

Recommendation 93
We recommend that the Union:

a. [Establish shorter durations for password expiration, including 30 days for system administrators
and 90 days for the general user community.

b. Block repeated unsuccessful login attempts with indefinite lockout.
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Campus Response
We concur.

a. The Union has established shorter durations for password expiration. Documentation will be
forwarded by December 31, 2002.

b. The Union now blocks repeated unsuccessful login attempts with indefinite lockout.
Documentation will be forwarded by December 31, 2002.
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PERSONNEL CONTACTED

Name

CAMPUS
Robert L. Caret
Sean Bibb

Rob Drury
Don Kassing
Rose Lee

Matt Martinez
Maria Ramirez

Title

President

Director of Accounting/Systems and Technology
Director, University Advancement

Vice President of Administration and Finance
Associate Vice President, F& APP

Gift Processing Coordinator, University Advancement
Gift Processing Supervisor, University Advancement

SAN JOSE STATE UNIVERSITY FOUNDATION

Sara Aujla

Jerri Carmo

Lan Duong

Paul Harris

Kam Lam

Meg McDermott
Suzanne Murphy
Norma Rossiter
Mona Salas

J. Caesar Savilla
Batia Sharon
Mary Sidney
Demetrios Skapinakis
Hoang Tran
Milagros Valdez

SPARTAN SHOPS, INC.

Maria Arostigui
JoAnn Bonacorsi
John Carr

Erin Clay

Alex Dale
Michele Gendreau
Jeanne Giacomini
Jennifer Giorno
Julie Lusk

Jerry Mimnaugh
Bill Mowson
Steven Olesen

Steve O’Neil
Anne Palmer

Accounts Payable Supervisor

Director of Sponsored Programs
Associate Director of Sponsored Programs
Director of Finance and Accounting
Controller

Director of Information Technology
Director of Client Financial Services
Associate Director of Business Services
Payroll Supervisor

Charitable Gifts Administrator

Director of Human Resources

Chief Operating Officer

Accounts Payable Specialist

General Ledger Accountant

Senior Cashier

Executive Secretary

Associate Director, Human Resources

Loss Prevention Supervisor, Spartan Bookstore
General Supplies Buyer, Spartan Bookstore
Buyer, Spartan Bookstore

Director, Spartan Dining

Senior Accountant

Event Coordinator, Spartan Stadium

Custom Publishing Representative, Spartan Bookstore
Executive Director

Manager, Operations and Information Systems
Manager of Concessions and Merchandising,
Spartan Stadium and Events Center

Associate Director, Spartan Bookstore
Director, Stadium and Concessions
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Irene Payne
Joan Shih
Court Warren

ASSOCIATED STUDENTS
Martin Castillo
Shawn Chan
Alfonso De Alba
Paul Lee

Robert Madrigal
Maribel Martinez
Matt McNamara
Maria Mendieta
Maria Murphy
Helen Nguyen
Vivian Vy Nguyen
Frances Roth

STUDENT UNION
Cathy Busalacchi
Ted Cady

Sharon Deaver
Diane Do

Todd Fouyer
Terry Gregory
Connie Guan
Becky Harper
Kris Kelly
Duncan Lange
Mary Lewis
Kevin McBride
Caryn Murray
Penny Murray
Mike Powell
Gloria Robertson

Accounts Payable Technician
Director, Finance and Accounting
Director, Spartan Bookstore

Associate Director of Housing

Business Manager

Executive Director

Print Shop Manager

Information Technology Manager

AS President

AS Campus Recreation Advisor/Fitness Manager
Administrative Assistant, Child Development Center
AS Government Administrative Assistant

AS Accountant

AS Cashier/Supervisor

Director, Child Development Center

Executive Director

Event Services Manager
Bowling Center

Accounts Payable Specialist
Technical Services Manager
Student Union Manager
Accounts Receivable Specialist
Aquatic Center Manager
Administrative Services Manager
Event Services Manager

Human Resources Manager
Event Services Coordinator
Aquatic Center/Sports Club Manager
Accountant

Box Office Manager

Music Room Coordinator
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SCOPE

INTERNAL COMPLIANCE SCOPE

As discussed in the body of our report, we evaluated each organization’s compliance with the Education
Code and Title 5 as related to the operation of CSU auxiliary organizations.

Within the scope of our review, we included the following internal compliance considerations, which
were identified during our preliminary assessment of risks related to the CSU and its oversight of
auxiliaries in determining whether:

»

The auxiliary performed only those functions determined by the CSU Trustees to be appropriate for
auxiliary organizations.

The auxiliary performed only those functions authorized under a written agreement executed with the
chancellor.

The auxiliary board of directors established provisions in either the articles of incorporation or
constitution stating that, upon dissolution, net assets other than trust funds will be distributed to a
successor approved by the campus president (or designee) and the CSU Trustees.

The auxiliary board of directors adopted a constitution and, if the auxiliary is not incorporated, has
filed a copy of the constitution with the chancellor (or designee).

All leasing of campus facilities by the auxiliary was effected under provisions of Education Code
§89046 or other laws governing the leasing of state facilities and whether it appropriately paid rent on
space in tax-supported buildings on campus utilized by federally sponsored projects, unless the
projects were excluded from space reimbursement requirements.

All contracts or other business arrangements involving real property were entered into with prior
approval of the campus president (or designee) and prior notification and consultation with the CSU
chancellor (or designee).

The auxiliary board of directors met statutory requirements in size and composition.

Statutory requirements applicable to public meetings were adhered to as applicable to the auxiliary.

The auxiliary board of directors held business meetings at least once a quarter.
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The auxiliary was established by constitution, statute, bylaws, or resolution and whether there were
provisions for election of officers and board members.

Sufficient operating procedures had been established by the auxiliary to allow the campus president
(or designee) to ascertain the propriety of all expenditures and the integrity of financial reporting and
whether all expenditures were made in accordance with policies of the CSU Trustees.

The auxiliary had all expenditures and fund appropriations approved by its board and whether it had
fund appropriations for use outside of normal business operations of the auxiliary approved by an

officer designated by the CSU Trustees.

The auxiliary provided full-time employee salaries, working conditions, and benefits comparable to
those provided by the CSU.

The auxiliary operated commercial services on a self-supporting basis.

The auxiliary submitted its programs and budgets for review in a timely manner as specified by the
president (or designee).

The auxiliary maintained a reasonable provision for reserves and used surplus funds from commercial
operations for purposes consistent with regulations of the CSU Trustees.

The auxiliary used indirect cost reimbursements in accordance with statutory requirements.
The auxiliary gave loans, scholarships, stipends, and grants-in-aid to currently admitted students only.

The auxiliary accepted grants, contracts, bequests, trusts, or gifts, to be used only for purposes
consistent with the policies of the CSU Trustees.

The auxiliary forwarded records of student financial assistance to the campus financial aid office on a
timely basis.

Expenditures for public relations or other purposes which would serve to augment state
appropriations for operation of the campus were approved by the governing body of the auxiliary
organization and that this policy was filed with the chancellor (or designee).

The auxiliary had taken measures to protect the campus from all possible liability associated with the
operation of commercial services.

The auxiliary obtained indemnity bonds for officers and employees handling funds as statutorily
mandated.
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» Conflict-of-interest statutes and regulations had been complied with, including, but not limited to, the
prohibition of financial conflicts of interest or personal pecuniary gains in transactions with governing
board members.

» The auxiliary adopted a nondiscrimination and affirmative action in employment policy approved by
the chancellor (or designee).

» The student body organization auxiliary deposited in trust with the chief financial officer of the
campus all student body organization fees or other funds and money under the programmatic control
of the student body organizations, except for those collected from and used in or for major
commercial services and agency funds.

» The student body organization auxiliary sufficiently enabled the chief fiscal officer of the campus to
comply with legislative mandates by recommending the most appropriate institution or medium for
investment of unexpended funds.

» The student body organization auxiliary submitted appropriate claim schedules to the chief fiscal
officer of the campus after review and approval by an officer of the student body organization.

INTERNAL CONTROL SCOPE

As to the scope of our internal control review, our focus was on the separation of duties, safeguarding of
assets, and reliability and integrity of information. The areas included were identified through a
preliminary survey and risk assessment of the operation of each auxiliary on the campus. Risks were
defined as the probability that an event or action may adversely affect the auxiliary and/or the campus.

We generally considered that duties were adequately segregated when no individual performed more than
one of the following duties: (1) receiving and depositing remittances; (2) authorizing disbursements; (3)
preparing checks; (4) operating a check-signing machine; (5) comparing signed checks with
authorizations and supporting documents; (6) reconciling bank accounts and posting to the general ledger
or any subsidiary ledger affected by cash transactions; and (7) initiating or preparing invoices.

Within our general internal control focus, we considered and reviewed, as deemed appropriate based upon
our assessment of risk, the following:

» Procedures for receipting and storing cash, segregation of duties involving cash receipting, and
recording of cash receipts.

» Establishment of receivables and adequate segregation of duties regarding billing for and payment of
receivables.

» Approval of purchases, receiving procedures, and reconciliation of expenditures to general ledger
balances.
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» Use of petty cash funds, periodic cash counts, and reconciliation of bank accounts.
» Authorization of personnel/payroll transactions.

» Posting of the property ledger, regular reconciliation of the property to the general ledger, and
physical inventories.

» Access restrictions to automated accounting systems and proper documentation of the systems.

» Procedures for initiating, overseeing, and accounting for investments.

» Establishment of trust funds, separate accounting, adequate agreements, and annual budgets.
As discussed, the areas actually included within the scope of our review were identified through a
preliminary survey and risk assessment of each auxiliary’s operation. They were included within the
scope of our review because they were deemed to address the risks associated with each auxiliary’s

operation on the campus. Risk was defined as the probability that an event or action may adversely affect
the auxiliary and/or the campus.
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STATEMENT OF INTERNAL CONTROLS

A. INTRODUCTION

Internal accounting and related operational controls established by the state of California, the CSU
Board of Trustees, and the Office of the Chancellor are evaluated by the university auditor, in
compliance with professional standards for the conduct of internal audits, to determine if an adequate
system of internal control exists and is effective for the purposes intended. Any deficiencies observed
are brought to the attention of appropriate management for corrective action.

B. INTERNAL CONTROL DEFINITION

Internal control, in the broad sense, includes controls which may be characterized as either accounting
or operational as follows:

1. Internal Accounting Controls

Internal accounting controls comprise the plan of organization and all methods and procedures
that are concerned mainly with, and relate directly to, the safeguarding of assets and the reliability
of financial records. They generally include such controls as the systems of authorization and
approval, separation of duties concerned with record keeping and accounting reports from those
concerned with operations or asset custody, physical controls over assets, and personnel of a
quality commensurate with responsibilities.

2. Operational Controls

Operational controls comprise the plan of organization and all methods and procedures that are
concerned mainly with operational efficiency and adherence to managerial policies and usually
relate only indirectly to the financial records.

C. INTERNAL CONTROL OBJECTIVES

The objective of internal accounting and related operational control is to provide reasonable, but not
absolute, assurance as to the safeguarding of assets against loss from unauthorized use or disposition,
and the reliability of financial records for preparing financial statements and maintaining
accountability for assets. The concept of reasonable assurance recognizes that the cost of a system of
internal accounting and operational control should not exceed the benefits derived and also recognizes
that the evaluation of these factors necessarily requires estimates and judgment by management.



