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ADMISSIONS
SYSTEMWIDE

Report Number 04-13

ADMISSIONS MANAGEMENT AND CONTROL

Recommendation 1

We recommend that the chancellor’s office review existing admissions executive orders for
relevancy, and take appropriate action to either revise, rescind, or reaffirm them.

Management Response

We concur with this recommendation. Executive Orders 88 and 336 will be reviewed and revised,
replaced, rescinded, or reaffirmed as appropriate by December 30, 2005.

APPLICATION FEE AND WAIVER CONTROLS

Recommendation 2
We recommend that the chancellor’s office remind the campuses of the importance of:

Maintaining an adequate segregation of duties over application fee receipts.

b. Establishing written application fee processing procedures.

c. Verifying the integrity of system and application fee deposit records.

d. Performing supervisory review of application fee deposits.

e. Using transfer receipts when transferring application fees between departments.

f. Adequately safeguarding application fee receipts, including timely endorsement of checks.
Management Response

We concur with this recommendation. The Chancellor’s Office will remind campuses of the
importance of the recommendations (a) through (f) above in a systemwide coded memorandum by
September 30, 2005. In addition, the CSU managers of admissions and records will be encouraged to
work with their campus business office colleagues to address the auditors’ recommendations about
application fees and application fee waiver controls, including the deposit of checks into uncleared
collection accounts.
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STUDENT RECORD PRIVACY AND SECURITY

SYSTEM ACCESS SECURITY ADMINISTRATION
Recommendation 3
We recommend that the chancellor’s office:

a. Review and evaluate existing system access security requirements whereby access to all systems

is only granted upon review and written approval of the campus president or vice president of
administration.

b. Consider modifying the requirements to permit delegation of approval authority to responsible
area management.

c. Formalize the various chancellor’s office system access and confidentiality memoranda and
directives into an executive order.

Management Response
We concur with this recommendation.

Chancellor’s office staff will review all existing policy statements, coded memorandum, and
executive orders that address the security of electronically stored confidential or private information
with the intent of creating a comprehensive executive order on the topic that will supersede all
existing communications. The executive order will define and make explicit what is meant by
confidential and or private information. Chancellor’s office staff will reevaluate the matter of
existing system access and strengthen the language within the executive order to ensure that the
campus president and vice president of administration are accountable for campus compliance with
access control policies. The executive order will offer a methodology for ensuring that
accountability. Concurrent with the preparation of this executive order, and subsequent to it, the
CSU will develop a comprehensive, systemwide plan for information security. Aspects of the
planned executive order may be modified, changed, or superseded when the CSU Information
Security Plan is complete.

The executive vice chancellor/chief financial officer has initiated the above responsive process.
However, due to the need to provide opportunity to bargain regarding any mandatory subjects
included in this executive order with all affected unions, we accept the current risk until the process
can be completed.

Recommendation 4
We recommend that the chancellor’s office remind the campuses of the importance of maintaining

adequate controls over password security, and the granting, reviewing, and/or removal of access
privileges upon assignment, reassignment, and/or termination of responsibilities/employment.
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Management Response

We concur with this recommendation. The Chancellor’s Office will remind campuses of the
importance of maintaining necessary and required controls over the granting, reviewing, and removal
of access to university information systems in a coded memorandum by December 30, 2005.

STUDENT INFORMATION MANAGEMENT

Recommendation 5

We recommend that the chancellor’s office remind campuses of the importance of the review and
reporting requirements of EO 796 and establish procedures to ensure that campuses submit reports to
the chancellor at least every two years.

Management Response

We concur with this recommendation. The Chancellor’s Office will remind campuses of the
importance of the review and reporting requirements for privacy and personal information

management in student record administration as specified in Executive Order 796 by
December 30, 2005.
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THE CaLrorNIA STATE UNivERsiTY
OFFIQ@\@E HE CHANCELLOR
NEONGE !
August 22, 2005
MEMORANDUM
TO: Mr. Larry Mandel
University Auditor é
FROM: Charles B. Reed M’L
Chancellor

SUBJECT: Draft Final Report Number 04-13 on
Admissions, Systemwide

In response to your memorandum of August 22, 2005, I accept the response as
submitted with the draft final report on Admissions, Systemwide.

CBR/jt
Enclosure
Dr. Keith O. Boyum, Associate Vice Chancellor, Academic Affairs

Mr. Allison Jones, Assistant Vice Chancellor, Academic Affairs
Mr. Richard P. West, Executive Vice Chancellor and Chief Financial Officer
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