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INTRODUCTION

PURPOSE

The overall audit objective was to ascertain the effectiveness of existing policies and procedures related to
the administration of Public Safety (PS) police activities and law enforcement, and to determine the
adequacy of controls over parking revenues and citations, and crime reporting.

Within the overall audit objective, specific goals included determining whether:

»

administration and management of the PS program provide an effective internal control environment,
clear lines of authority and responsibility, comprehensive policies and procedures, and self-evaluation
techniques to measure program and management effectiveness,

staffing and scheduling provide appropriate coverage, effective use of overtime and compliance with
the collective bargaining agreement (CBA);

PS participation in campus disaster planning and the CSU Critical Response Unit (CRU) is clearly
defined and communicated, and includes appropriate training;

budgeting procedures adequately address PS funding and include procedures to monitor budget versus
actual expenses,

chargebacks and Peace Officer Standards and Training (POST) reimbursements are adequately
controlled and properly valued, and grants are administered in accordance with grant requirements;

the dispatch function is properly controlled, and daily activity logsrecords are comprehensive and
permit measurement of the effectiveness and efficiency of police operations;

police activities are adequately documented, and access to PS records, investigative files and criminal
offender record information is sufficiently restricted and safeguarded,

crime reporting procedures are well controlled and in accordance with federal and state regulations, and
relationships with outside agencies comply with the Kristen Smart Campus Security Act;

hiring, certification, and training policies comply with POST, performance evaluation administration is
consistent and timely, stipends and CTO are administered in compliance with the CBA, and interna
investigations are handled in accordance with state regulations, CSU policy and the CBA,;

crime scene evidence, weapons and other PS equipment are properly handled, accounted for, and
safeguarded, and weapon issuance and use comply with state regulations and CSU policy; and

parking revenues are adequately controlled, properly accounted for, and used in accordance with CSU
policy and state regulations, and parking citation issuance, processing and administration are
adequately controlled and in accordance with the Vehicle Code.
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INTRODUCTION

SCOPE AND METHODOLOGY

This review emphasized but was not limited to compliance with state and federal laws, Board of Trustee
policies and Office of the Chancellor and campus policies, letters and directives. June 1999 to date was the
primary period of review.

Our primary focus involved the internal administrative, compliance and operational controls over policing
activities, crime reporting and parking operations. Specifically, we reviewed and tested:

» procedures for communicating systemwide/campus specific policies, rules and regulations;
» dtaffing, scheduling and internal investigation procedures,

» budgeting procedures, chargeback and stipend processing, POST reimbursements, and the management
of grants;

» dispatch operations, field reporting requirements, and case monitoring procedures;

» procedures for maintaining and securing public safety records, files and information;

» procedures for accumulating and reporting crime statistics,

» hiring, certification and training compliance;

» procedures for controlling evidence, weapons and other public safety equipment;

» procedures for controlling and processing parking revenues, parking citations and parking funds; and

» data security, disaster recover and backup procedures.

BACKGROUND

As aresult of a systemwide risk assessment conducted by the Office of the University Auditor during the
last quarter of 1999, the Board of Trustees, a its January 2000 meeting, directed that Public Safety be
reviewed.

The proposed scope of such audits, as presented in Attachment B, Agenda Item 3 of the January 25-26,
2000 meeting of the Committee on Audit, stated that Public Safety includes primarily police activities and
law enforcement including parking/citations and crime reporting. The proposed audit scope would include
the reliability and integrity of information, compliance with laws, policies, plans, procedures and
regulations, the safeguarding of assets, the economical and efficient use of resources, and the
accomplishment of objectives and goas. Public Safety was previously audited in 1992.
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INTRODUCTION

The California State University Public Safety Program was developed in 1974, commencing with a two-
year pilot project on the Northridge campus. A systemwide committee subsequently forwarded
recommendations regarding a “public safety approach” for CSU campuses to the Chancellor. The
Chancellor’'s Council of Presidents endorsed the recommendations as an appropriate program for the CSU,
and then Chancellor Dumke issued a directive in 1977 stating that the necessary actions should be taken to
bring the program to fruition.

Throughout the 1980's, the CSU residence population increased greatly, and the problems associated with
this growth were similar to those experienced by small municipal police departments. Sexual assaults,
alcohol, drugs and vandalism increased, and legidation mandated more involvement by university police
officers in the investigation and prevention of crimes, as well as care for the victims. As a result, public
safety departments created policing programs and preventive patrols to deter crime.  The growth of on-
campus housing also increased the complexity of emergency planning. Parking structures were built on
campuses, and an increase in auto burglaries and theft necessitated the need for increased patrols.

The Crime Awareness and Campus Security Act of 1989 became Title Il of Public Law 101-542, The
Sudent Right-to-Know and Campus Security Act of 1990. President George Bush signed the Act into law
on November 8, 1990. The Act amended section 485 of the Higher Education Act of 1965 by adding
campus crime statistic and security policy disclosure provisions for colleges and universities. This law
(now known as the Jeanne Clery Act) applies to al institutions of higher education, both public and
private, which participate in any federal student aid programs and requires schools to publicly disclose
three years of campus crime statistics and basic security policies. In 1992, the Campus Sexual Assault
Victims' Bill of Rights was incorporated into the Jeanne Clery Act. In 1998, the Jeanne Clery Act was
further amended to expand the scope of campus crime datistic reporting, ensure crime dtatistics are
reported in accordance with the FBI's Uniform Crime Reporting (UCR) program, and require the
maintenance of a public police log of al reported crimes as well as a policy to issue timely warnings when
a crime, reportable in the annual datistics, is known to the school and poses an ongoing threat to the
campus.

In Cadlifornia, the Kristen Smart Campus Safety Act of 1998 was signed into law on August 11, 1998.
This act requires California colleges to promulgate rules requiring each of their respective campuses to
enter into written agreements with local law enforcement agencies which will: (1) designate which law
enforcement agency has operationa responsibility for the investigation of violent crimes occurring on
campus, and (2) delineate the specific boundaries of each agency’s operationa responsibility.

In the 1990's, campus police administrators, complying with increased training standards from the
Commission on Peace Officer Standards and Training (POST), increased legidation and governmental
reporting, crime trends and sophistication, and the need to upgrade and continue the professionaism of
campus police agency response, collectively tried to upgrade Campus Public Safety department to
Professional Police departments. This included uniform standards, vehicles, equipment, training,
emergency preparedness, the development of Critical Response Units (CRU), semi-annua meetings
between police chiefs, working closely within the Chancellor’'s Human Resources Division, collective
bargaining, and updating inadequate polices.

Public Safety/Humboldt State University/Report No. 00-42
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INTRODUCTION

Additionally, the Violent Crime Control and Law Enforcement Act of 1994 (VCCA), which authorized
grants to law enforcement agencies to add community policing officers to the streets and advance
community policing, was signed into law on September 13, 1994 and led to the creation of the Community
Oriented Policing Services (COPS) Office. The measure authorized $8.8 billion over six years for grants
to policing agencies to add 100,000 community-policing officers to the nation’s streets. Several CSU
campuses have received COPS grants, and the CSU Police departments are committed to community

policing.

The CSU parking program is a self-supported program financed through the collection of parking fees,
fines and forfeitures. Historically, parking fees were remitted to the Dormitory Revenue Fund — Parking to
meet the covenants of bond resolutions. These bonds were retired as of July 1, 1995, and the program was
decentralized to the campuses as part of the Chancellor's initiative to improve the aignment of
responsibility and authority for university programs. Campuses now have a greater role in planning and
managing parking resources and must develop local strategies to deal with their parking needs, which could
include the issuance of new debt. However, debt issuance remains under the direct authority and approval
of the trustees, with campuses individually responsible for the repayments relating to specific projects. The
Office of Financing and Treasury coordinates the issuance of parking bonds. In the absence of outstanding
bonds and related covenants, two statutes govern the permitted uses of parking revenue funds: Education
Code 889701 and §89701.5.

Throughout this report, we will refer to the program as Public Safety (PS). At Humboldt State University
(HSU), the University Police Department (UPD) manages the PS program. The department includes
University Police and Parking and Commuter Services (PCS).

OPINION

We visited the Humboldt State University campus from July 10, 2000 through July 28, 2000 and October
29, 2000 through November 11, 2000, and audited the proceduresin effect at that time.

In our opinion, the administration and management of the University Police Department (UPD) was
adequate to meet campus law enforcement needs, ensure compliance with crime reporting disclosures, and
operate a viable parking program. However, our review disclosed certain conditions that could result in
errors and irregularities if not corrected. Specifically, the campus did not maintain adequate control over
the following areas. the allocation and use of parking monies, transportation subsidies, parking citation
processing, chargebacks for services provided for specia events and auxiliary enterprises, and mutual aid
agreements.

These conditions, along with other weaknesses, are described in the executive summary and in the body of
the report.
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INTRODUCTION

EXECUTIVE SUMMARY

The purpose of this section is to provide management with an overview of conditions requiring their
atention. Areas of review not mentioned in this section were found to be satisfactory. Numbers in
brackets[ ] refer to page numbers in the report.

PARKING PROGRAM [9]
PARKING FUND EXPENDITURES AND ALLOCATIONS [9]

Expenditures of parking funds were not always substantiated, correctly alocated, and used for
permitted purposes. Adequate controls over the use and allocation of parking monies ensure that these
monies are used for permitted purposes and may increase the amount of funds available for the parking
program.

TRANSPORTATION SUBSIDIES [11]

The HSU University Center was not reconciling bus ticket sales to transportation subsidies received
from the parking fines fund as required by the service agreement. Complying with the requirements of
the service agreement reduces the risk of misappropriation or loss of funds and helps ensure the
viability of the transit subsidy program.

CITATION PROCESSING CONTROLS [12]
Internal controls over parking citation processing were not adequate. Adequate internal controls over
citation processing maximizes the collection of parking fine revenue, ensures accurate and efficient

citation processing in compliance with the vendor agreement, permits the identification of inappropriate
activities, and reduces the risk that important data will be lost in the event of a disaster.

PUBLIC SAFETY FISCAL ADMINISTRATION [14]
CHARGEBACK CONTROLS [14]
Procedures regarding reimbursement (chargebacks) to the University Police Department (UPD) for
security services provided to campus auxiliary enterprises and specia events needed improvement.

Adequate controls over chargebacks ensure compliance with state policy and increase the funds
available for law enforcement activities.

EXPENDITURE CONTROLS [16]

Controls over University Police Department (UPD) expenditures needed to be improved. Adequate
segregation of duties and expense monitoring reduce the risk that funds will be misused.

Public Safety/Humboldt State University/Report No. 00-42
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INTRODUCTION

POST FUNDS [17]

Controls over reimbursements from the Commission on Peace Officer Standards and Training (POST)
were not adequate.  Adequate controls over POST reimbursements reduce the risk that
misappropriation or loss of funds will not be detected and increase the availability of training funds.

POLICE ACTIVITIES AND CRIME REPORTING [18]

MUTUAL AID AGREEMENTS [18]

Mutual aid agreements had not been completed for all counties where the campus had satellite
locations, and the one agreement in place lacked specific geographical boundaries. Such agreements
reduce the risk of confusion regarding the operationa responsbility for the investigation of violent
crimes and ensure compliance with state law.

DISPATCH OPERATIONS [19]
University Police Department (UPD) dispatch responsibilities did not permit constant and effective
communication with police officers in the field and the campus community. Effective dispatch

operations enhance the safety of police officers and the public and improve overall law enforcement
performance.

CLETS ACCESS [20]

Access controls to the California Law Enforcement Telecommunications System (CLETS) needed
improvement. Adequate access controls prevent unauthorized access to restricted records.

CAMPUS CRIME AUTHORITIES AND CRIME DATA [21]
Procedures had not been formalized regarding the responsibility of campus security authorities to

report crime related data to the University Police Department (UPD). Formalized procedures decrease
the risk of non-compliance with federal regulations.

USER ACCESS [22]

Password access controls over the Automated Records Management System (ARMS) did not include
an adequate password character length. Adequate configurations of system access controls prevent
unauthorized users from gaining access to confidential data.

Public Safety/Humboldt State University/Report No. 00-42
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INTRODUCTION

PUBLIC SAFETY PERSONNEL ADMINISTRATION AND TRAINING [23]

PERFORMANCE EVALUATIONS [23]

Performance evaluations were not administered on a consistent and timely basis. Timely and consistent
performance evaluations ensure that personnel problems are identified and dealt with promptly and
fairly.

COMPENSATORY TIME OFF [23]

Monitoring of employee compensatory time off (CTO) needed improvement. Maintaining CTO
balances at reasonable levels reduces expenses upon employee termination or retirement and avoids
cash payment of CTO hoursin excess of the Fair Labor Standards Act maximum.

CPR TRAINING [24]

The first aid and cardiopulmonary resuscitation (CPR) training certification for the CPR trainer could
not be located. Maintenance of current first aid and CPR certifications ensures compliance with state
regulations.

PUBLIC SAFETY PROGRAM ADMINISTRATION [25]

POLICIES AND PROCEDURES [25]

Written policies and procedures for the University Police Department (UPD) needed to be reviewed and
revised, and controls over the distribution and maintenance of the UPD policy and procedures manual
needed improvement. Maintenance of a comprehensive policies and procedures manual and controlled
distribution reduces misunderstandings of the constraints and expectations related to the performance
of duties and functions.

FEDERAL COMMUNICATIONS COMMISSION LICENSES [27]

Federa Communications Commission (FCC) licenses could not be located for al radio frequencies
used by the University Police Department (UPD). Maintaining adequate record keeping over FCC
licenses ensures that licenses are promptly renewed and in compliance with federal regulations.

KEY CONTROL [28]
Controls over the master keys maintained by the University Police Department (UPD) needed to be

improved to provide adequate security over campus facilities. Adequate controls over master keys
reduce the risk of unauthorized access to campus facilities.

Public Safety/Humboldt State University/Report No. 00-42
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INTRODUCTION

EVIDENCE, WEAPONS, AND EQUIPMENT CONTROLS [29]
EQUIPMENT [29]
Controls and record keeping for University Police Department (UPD) equipment needed improvement.
Proper internal controls and accountability over UPD equipment reduces the risk of loss and
inadequately equipped officers.
AMMUNITION INVENTORY [30]

Inventory records were not maintained for ammunition. Maintenance of ammunition inventory records
reduces the risk that lost or stolen ammunition will not be detected.

Public Safety/Humboldt State University/Report No. 00-42
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OBSERVATIONS, RECOMMENDATIONS,
AND CAMPUS RESPONSES

PARKING PROGRAM

PARKING FUND EXPENDITURES AND ALLOCATIONS

Expenditures of parking funds were not always substantiated, correctly allocated, and used for
permitted purposes.

Parking revenues were maintained in two accounts. Parking revenue from the sale of parking passes
and daily parking receipts was deposited into the parking fees account, and revenue from parking fines
was deposited to the parking fines account. Our review of account activity disclosed the following:

» No documentation was available to substantiate the following payments from parking funds:

the salary of a public safety technician from parking fees even though he aso performed
some dispatch duties;

salaries of five student assistants from parking fines even though they performed other
duties such as providing visitor information;

full or partial payment of two public safety employees from parking fees; and

$28,970 for university police salary support for the management services provided by the
chief of police, a police officer, and a sergeant.

» Parking funds were not always used for permitted purposes or correctly allocated in the following
instances:

Two expenditures totaling $454 for information booth student assistant uniforms were
fully charged to the parking fines fund.

Expenditures totaling $552 for police cadet job ads, fingerprinting and supplies were fully
charged to the parking fee fund.

Supply expenditures totaling $1,017 that included both parking and police operations were
fully charged to the parking fee fund.

Education Code 889701 states, in part, that al revenues received from parking facilities, to the extent
not pledged in connection with bonds or notes issued pursuant to the CSU Revenue Bond Act of 1947,
are appropriated for the acquisition, construction, operation, and maintenance of parking facilities, and
for the study development, enhancement operation, and maintenance of dternate methods of
transportation.

Education Code §89701.5 states, in part, that monies received as parking fines and forfeitures shall be
used exclusively for the development, enhancement, and operation of aternate methods of
transportation programs for students and employees, for the mitigation of the impact of off-campus
student and employee parking in university communities, and for the administration of the parking fines
and forfeitures programs.

Public Safety/Humboldt State University/Report No. 00-42

Page 9



OBSERVATIONS, RECOMMENDATIONS, AND CAMPUS RESPONSES

CSU directive BA 83-30, Policy on Chargeable Services to Self-Supporting Operations, dated
December 28, 1983, states that funds provided from the general fund may be used to provide support
for ancillary operationsif there is recovery of the cost of such support. In the absence of specific CSU
policy, recovery for the cost of support shall include the incremental costs of providing the support.
Support provided should be in accordance with appropriate written agreements that include the basis
and rationale for the valuation. Executive Order No. 753, Allocation of Costs to Auxiliary
Enterprises, effective July 28, 2000, superseded this directive.

Executive Order No. 753, Allocation of Costs to Auxiliary Enterprises, dated July 28, 2000, states
that auxiliary enterprises shall be charged the allowable direct costs plus an alocable portion of
indirect costs associated with facilities, goods, and services provided by the University funded from the
General Fund. Cost allocations shall be determined in accordance with a written cost alocation plan
approved annually by the campus chief financia officer.

The chief of police stated that cost alocations to the parking funds for services provided by the
University Police Department have been based on services rendered but not formalized.

Inadequate controls over the use and allocation of parking monies increase the risk of inappropriate
expenditures and reduce the amount of funds available for the parking program.

Recommendation 1
We recommend that the campus:

a. strengthen procedures to ensure that expenditures of parking funds are adequately substantiated
and in compliance with the Education Code;

b. analyze parking fund disbursements for fiscal year 1999/2000 and reimburse the appropriate funds
and accounts for the aforementioned expenditures;

c. establish procedures to ensure that shared office costs are appropriately allocated; and

d. determine the amount of services provided to parking operations by each campus provider, taking
into consideration the specific Education Code restrictions, and include the services in the campus
annual written cost allocation plan.

Campus Response

The following actions have been taken or will be taken:

a. In order to strengthen procedures to ensure that the expenditures of the parking funds are
adequately substantiated and in compliance with the Education Code the Vice President of Student
Affairs will issue a memorandum summarizing the Education Code requirements regarding parking
funds to those individuals responsible for compliance. The Chief of Police (Parking and Commuter
Services Administrator) will confer with the Vice Presdent of Student Affairs regarding the
appropriateness of parking fund expenditures as they arise. The Chief of Police and the Parking
and Commuter Services Supervisor will continue to review and approve parking fund purchase

Public Safety/Humboldt State University/Report No. 00-42
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OBSERVATIONS, RECOMMENDATIONS, AND CAMPUS RESPONSES

requests to assure expenditures are in compliance with the Education Code and a written cost
allocation plan approved by the campus chief financia officer.

Timeline: March 2001

b. The Chief of Police will conduct an anaysis of parking fund disbursements for fiscal year
1999/2000 and ensure reimbursement, where appropriate, to the funds and accounts for
expenditures in accordance with a written cost allocation plan approved by the campus chief
financial officer.

Timeline: April 2001

c. The Chief of Police will draft written procedures to ensure that shared office costs are
appropriately allocated in accordance with a cost allocation plan approved by the campus chief
financial officer.

Timeline: April 2001

d. The Chief of Police will conduct an analysis of services provided to the Parking and Commuter
Services Program operations by each campus provider and include those services in the cost
allocation plan, taking into consideration the specific Education Code restrictions.

Timeline: April 2001
TRANSPORTATION SUBSIDIES

The HSU University Center was not reconciling bus ticket sales to transportation subsidies received
from the parking fines fund as required by the service agreement.

The service agreement between the campus and the University Center provides for transportation
subsidies to the University Center of $10 and $3 for the sale of bus ticket books and monthly passes,
respectively. Per the service agreement, the University Center is to account for daily sales and
reconcile bus tickets. However, it was noted that this had not been done since June 30, 1998,

SAM 820050 states that the elements of a satisfactory system of internal accounting and administrative
control include, but are not limited to a system of authorization and record keeping procedures
adequate to provide effective accounting control over assets, liabilities, revenues, and expenditures.

HSU Service Order No. 6598-0372A requires that the contractor (University Center) order, receive,
sdll, invoice, make payments, account for daily sales, and reconcile bus tickets in accordance with the
agreement between the University Center and Humboldt State University.

The chief of police stated that compliance with the service agreement had not been reviewed due to
recent staff changes.

Public Safety/Humboldt State University/Report No. 00-42
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OBSERVATIONS, RECOMMENDATIONS, AND CAMPUS RESPONSES

Not complying with the requirements of the service agreement increases the risk that funds may be
misappropriated or lost, which may affect the viability of the transit subsidy program.

Recommendation 2

We recommend that the campus review the agreement with the University Center and establish
procedures for reconciling bus ticket sales to transportation subsidies to ensure effective control over
subsidy funds.

Campus Response
The following action has been taken:

The agreement with the University Center has been reviewed and to ensure effective control over
subsidy funds a new written procedure for reconciling bus ticket sales has been issued.

Timeline: Completed

CITATION PROCESSING CONTROLS

Internal controls over parking citation processing were not adequate.
We noted that:

» A parking citation receivable control account total had not been established on the campus
accounting records. Such an account would serve as a crosscheck for verifying the accuracy of
subsidiary records maintained by the parking department. Parking fine revenue for fisca year
1999/2000 was $79,655.

» Parking and Commuter Services (PCS) used Phoenix Group Information Systems (The Phoenix
Group) for parking citation processing. We found that procedures had not been developed to
control, monitor and reconcile parking citation processing to ensure the accuracy of vendor billings
and compliance with the vendor agreement.

» Procedures had not been developed to backup citation processing system data.  Although the
Phoenix Group verbaly confirmed that data backup with off-site storage was being done, the
contract with the vendor did not stipulate the data backup requirements. Therefore, the campus
had not evaluated whether the vendor backup procedures met campus business requirements. In
addition, system access controls did not have adequate character length guidelines for passwords.

» A review of citation review request and administrative review forms disclosed that the reviewer did
not always indicate the reason why a citation was dismissed/voided. Four of 10 citation
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OBSERVATIONS, RECOMMENDATIONS, AND CAMPUS RESPONSES

administrative review forms did not include the reason why the citation was dismissed. Four of 48
citation review request forms did not include the reason why the citation was voided.

SAM 820050 states that the elements of a satisfactory system of internal administrative control
include, but are not limited to, an effective system of interna review and record keeping procedures
adequate to provide effective control over assets, liabilities, revenues, and expenditures. The elements
are expected to provide interna checks and balances.

Current practices for password management require a minimum length of password characters (see
Department of Defense Password Management Guideline, ak.a Greenbook). Additionally, Control
Objectives for Information Technology (COBIT) and Federal Information Processing Standards
Publication 112 (FIPS112) also recommend guidelines to be established for an appropriate minimum
password length and an appropriate and enforced frequency of password changes. Furthermore, SAM
§20050 and 84840 require, in part, that there be a plan that limits access to State agency assets to
authorized personnel who require these assets in the performance of their assigned duties.

Vehicle Code 840202(e) states, in part, that if the issuing officer or agency determines that the notice
of parking violation should be canceled, the reason for the cancellation shall be set forth in writing.

Campus parking enforcement procedures, although not in writing, require that the disposition of a
citation review be documented.

The chief of police stated that the lack of processes and procedures had not been recognized.

The lack of adequate internal controls could result in reduced parking fine revenue, inaccurate and
inefficient citation processing, non-compliance with the vendor agreement, unauthorized access to the
citation processing system, and the loss of important data in the event of a disaster.

Recommendation 3
We recommend that the campus:

a. record outstanding parking citation receivables on the campus accounting records and regularly
reconcile subsidiary detail records to that control total;

b. establish formalized procedures to control, monitor and reconcile parking citation processing and
verify citation processing billings to ensure the accuracy of vendor billings and compliance with the
vendor agreement;

c. edtablish formalized procedures for the backup of citation processing data and increase the
password character length requirement; and

d. remind al citation review officers of the appropriate procedures for voiding/dismissing a citation.
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OBSERVATIONS, RECOMMENDATIONS, AND CAMPUS RESPONSES

Campus Response
The following action has been and/or will be taken:

a. A procedure will be established to record unpaid parking citation receivables on campus
accounting records. Subsidiary detail records will be reconciled to that control total on a quarterly
basis.

Timeline: April 2001

b. A new written procedure has been established to formalize the control, monitoring and reconciling
of the parking citation processing and billings. This new procedure will ensure the accuracy of
vendor hillings and compliance with the vendor agreement.

Timeline: Completed

c. A procedure has been established to formalize the process of citation data backup on the Parking
and Commuter Services Program computer. The data has always and will continue to be backed up
on adaily basis by the vendor at two locations.

A written security policy has been established requiring user passwords to be increased to a
minimum of 5 charactersin length.

Timeline: Completed

d. A memorandum has been distributed to citation review officers reminding them to follow written
procedures for voiding/dismissing a citation with an emphasis on setting forth in writing the reason
for cancellation.

Timeline: Completed

PUBLIC SAFETY FISCAL ADMINISTRATION
CHARGEBACK CONTROLS

Procedures regarding reimbursement (chargebacks) to the University Police Department (UPD) for
security services provided to campus auxiliary enterprises and specia events needed improvement.

Auxiliary enterprises (i.e., University Center and the Foundation) were not being charged for UPD
services provided to their respective areas on campus, and overhead was not being applied to
chargebacks.

CSU directive BA 83-30, Policy on Chargeable Services to Self-Supporting Operations, dated
December 28, 1983, states that funds provided from the General Fund may be used to provide support
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for ancillary operations if there is recovery of the cost of such support. In the absence of specific CSU
policy, recovery for the cost of support shall include the incremental costs of providing the support.
Support provided should be in accordance with appropriate written agreements that include the basis
and rationale for the valuation. Executive Order No. 753, Allocation of Costs to Auxiliary
Enterprises, effective July 28, 2000, superseded this directive.

Executive Order No. 753, Allocation of Costs to Auxiliary Enterprises, dated July 28, 2000, states
that auxiliary enterprises shall be charged the allowable direct costs plus an alocable portion of
indirect costs associated with facilities, goods, and services provided by the University funded from the
General Fund. Cost alocations shall be determined in accordance with a written cost allocation plan
approved annually by the campus chief financia officer.

SAM 88752 indicates that state policy is for departments to recover full costs whenever goods or
services are provided to others.

The chief of police stated that it has been the campus practice not to chargeback for police services.

Inadequate controls over chargebacks increase the risk of non-compliance with state policy and reduce
funds available for department operations.

Recommendation 4

We recommend that the campus:

a. determine the amount of UPD services provided to campus auxiliary enterprises and include the
services in the campus annual written cost allocation plan to ensure that the UPD is fully
reimbursed for services provided; and

b. develop adefinable UPD overhead rate and apply the rate to all special event billings.

Campus Response

The following actions have been or will be taken:

a. The Chief of Police will conduct a further analysis of UPD services to ensure that UPD services
are identified for appropriate reimbursement in accordance with a written cost alocation plan
approved by the campus chief financial officer.

Timeline: April 2001

b. The Chief of Police will develop a definable UPD overhead cost rate and apply that rate to
appropriate special event billings.

Timeline: March 2001
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EXPENDITURE CONTROLS

Controls over University Police Department (UPD) expenditures needed to be improved.

An adequate segregation of duties was not maintained over UPD funds because one individua
approved most of the purchase requisitions and monitored the department budget. In addition, United
Parcel Service (UPS) charges were not tracked or monitored.

SAM 820050 states that a satisfactory system of interna accounting and administrative control shall
include segregation of duties appropriate for proper safeguarding of assets and a system of record
keeping procedures adequate to provide effective accounting control over assets, liabilities, revenues,
and expenditures.

The chief of police stated that segregation of duties has been difficult due to staffing restrictions. The
administrative coordinator indicated that procedures for tracking UPS charges had not been devel oped.

Lack of segregation of duties and expense monitoring increases the risk misappropriation of funds will
not be detected, and the availability of funds will be reduced.

Recommendation 5
We recommend that the campus:

a. establish procedures to ensure a proper segregation of duties for handling UPD funds; and
b. establish proceduresto monitor and track UPS charges.

Campus Response

The following actions have been and/or will be taken:

a. All purchase requisitions are processed by a person other than the person with signatory
responsibility. The current practice is that the Chief of Police is the only person who can sign for
UPD and Parking and Commuter Services Program purchases. A written procedure to ensure
proper segregation of duties will be drafted by the Chief of Police and approved by the campus
chief financial officer.

Timeline: March 2001

b. The Chief of Police will develop a written procedure to monitor and track UPS charges.

Timeline: March 2001
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POST FUNDS

Controls over reimbursements from the Commission on Peace Officer Standards and Training (POST)
were not adequate.

We noted that;

» An adequate segregation of duties was not maintained over POST monies since one individua
received POST reimbursement checks, prepared the deposit, maintained the POST training records
and monitored the University Police Department (UPD) budget.

» POST reimbursement checks received in the UPD were not restrictively endorsed upon receipt and
were forwarded to the campus travel coordinator instead of directly to the campus Cashier’s
Office. Additionally, deposit confirmation was not returned to the UPD to permit deposit
confirmation, and it was noted that campus financial reports were not being regularly reviewed by
the UPD to verify that deposits were posted to the department’ s account.

SAM 88023 requires that al checks, money orders, and warrants received for deposit be restrictively
endorsed for deposit as soon as practicable after receipt, but no later than the end of the working day.

SAM 88021 states that a separate series of transfer receipts will be used to localize accountability for
cash or negotiable instruments to a specific employee from the time of its receipt to its deposit.
Further, the receiving employee will sign a receipt whenever cash or checks not payable to the agency
are transferred between employees. Agencies will retain copies of these receipts.

SAM 88032.3 states that except where the supervisor and the person depositing cash are not at the
same location, the person supervising the person depositing cash will verify that receipts have been
deposited intact.

SAM 820050 states that a satisfactory system of internal accounting and administrative control shall
include segregation of duties appropriate for proper safeguarding of assets and a system of record
keeping procedures adequate to provide effective accounting control over assets, liabilities, revenues,
and expenditures.

The chief of police stated that this was the current process established by the campus.
Inadequate controls over POST training reimbursements increase the risks that reimbursements will not

be received, misappropriation of funds will not be detected, and the availability of training funds will
be reduced.
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Recommendation 6
We recommend that the campus:

a. endorse checks upon receipt, establish procedures for supervisor verification of check deposits,
consider modifying procedures to forward the checks directly to the campus cashier’ s office; and
b. establish proper segregation of duties for handling POST reimbursements.

Campus Response
The following actions have been and/or will be taken:

In consultation with the campus office of Fiscal Affairs and upon agreement with POST the POST
reimbursement checks will be sent directly from POST to the campus Cashier’s Office thereby
removing handling of the checks by UPD and further establishing proper segregation of duties. The
Chief of Police will draft a written procedure, approved by the campus chief financial officer, for
this process.

Timeline: March 2001

POLICE ACTIVITIES AND CRIME REPORTING

MUTUAL AID AGREEMENTS

Mutual aid agreements had not been completed for al counties where the campus had satellite
locations, and the one agreement in place lacked specific geographical boundaries.

Mutual aid agreements with the Humboldt County Sheriff’ s department, City of Eureka and the City of
Trinidad had not been established, and the current agreement with the Arcata Police department did not
delineate the specific geographical boundaries of each agency’s operational responsibility. (Mutua aid
agreements with Humboldt County and the City of Eureka Police department, and a revised agreement
with the Arcata Police department were completed subsequent to our audit.)

Education Code 867381 states that local law enforcement agencies shall enter into written agreements
with campus law enforcement agencies if there are colleges or university campuses located in the
jurisdictions of the local law enforcement agencies. The Education Code further requires that each
written agreement shall designate which law enforcement agency shall have operationa responsibility
for the investigation of each Part 1 violent crime and delineste the specific geographical boundaries of
each agency’s operational responsibility, including maps as necessary.

The chief of police stated that the mutual aid agreements had not been updated to include al the
various geographical areas where there are satellite campus locations due to staff changes.
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There may be confusion regarding the operational responsibility for the investigation of violent crimes
and non-compliance with state law when written mutual aid agreements with the local law enforcement
agencies where campus satellite locations are located do not exist.

Recommendation 7

We recommend that the campus execute mutual aid agreements for al campus satellite locations and
establish procedures to ensure that such agreements are kept current.

Campus Response
The following actions have been taken:

Mutual aid agreements have been executed and provided in response to auditors request. The
Chief of Police has issued a written procedure establishing guidelines to ensure that such
agreements are kept current.

Timeline: Completed

DISPATCH OPERATIONS

University Police Department (UPD) dispatch responsibilities did not permit constant and effective
communication with police officersin the field and the campus community.

The police communications console was located in an office area that also serves as the UPD customer
service area. We noted that the police dispatcher was responsible for providing customer assistance in
addition to dispatch duties. This additional responsibility required the dispaicher to leave the
communications console and created continuous interruptions to dispatcher responsibilities. Per the
dispatcher job description, the dispatcher was required to move quickly (5-7 seconds) from the public
counter and lost and found property room, back to the communications console, hear darms and
auditory warning devices, as well as hear radio and scanner traffic when a distance away from console.
This could compromise other dispatcher responsibilities such as receiving emergency calls, maintaining
congtant radio communications with field officers, monitoring other police agencies radio traffic and
campus alarms, communicating via computer with other state and national law enforcement agencies,
and processing warrants and police reports.  Further, the dispatcher could not utilize a headphone set
because the headphone would have to be removed frequently to serve the public information counter.
Usage of a headphone is a common law enforcement agency practice since the dispatcher needs to be
hands free to take notes and effectively operate the communications console.

The IACLEA Manual, Sandards for Campus Law Enforcement, Public Safety, and Security
Agencies, Chapter 20, states, in part, that immediate communications capability provides a measure of
safety and security to law enforcement officers and public.
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The chief of police stated that he recognized the dispatch operational weaknesses but improvements
were a capital funding and staffing issue.

An ineffective dispatch operation jeopardizes the safety of police officers and the public and adversely
affects overall law enforcement performance.

Recommendation 8

We recommend that the campus review and evaluate dispatch operations and take steps to reduce
responsibilities not directly related to the dispatch function, such as hiring a student assistant to staff
the UPD customer service counter.

Campus Response
The following actions have been taken:

A review and evauation of the dispatch operations has been accomplished. Public Safety Interns
(student employees) and other UPD staff have been assigned to handle the customer service
responsibilities.

Timeline: Completed

CLETS ACCESS

Access controls to the California Law Enforcement Telecommunications System (CLETS) needed
improvement.

Our review of the list of authorized users obtained from the County of Humboldt disclosed that the
parking and commuter services supervisor and one individual no longer with the University Police
Department (UPD) had active operator identifications per the County’s list of authorized users. (The
approved operator identifications list was updated subsequent to our audit.)

Cdlifornia Code of Regulations Title 11 §707 states that automated systems handling CORI and the
information derived from there shal be secure from unauthorized access, ateration, deletion, or
release.

The chief of police stated that the parking and commuter services supervisor had been trained in
dispatch and had at one time assisted dispatch operations. He further stated that the individual no
longer with the department was used as a backup dispatcher and needed access to the CLETS.

Not maintaining adequate controls over the CLETS could allow unauthorized users to gain access to
restricted records and result in criminal penalties.
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Recommendation 9

We recommend that the campus establish procedures to regularly review and update CLETS user
access profiles.

Campus Response
The following actions have been or will be taken:

CLETS user access profiles have been updated. The Chief of Police has issued a written procedure
to ensure regular review and update for user access profiles.

Timeline: Completed
CAMPUS CRIME AUTHORITIES AND CRIME DATA

Procedures had not been formalized regarding the responsibility of campus security authorities to
report crime related data to the University Police Department (UPD).

20 USC 81092(f)(1)(F)(i) requires that each ingtitution prepare, publish and distribute statistics
concerning the occurrence on campus, in or on non-campus buildings or property, and on public
property during the most recent calendar year, and during the two preceding calendar years for which
data are available of the various criminal offenses reported to campus security authorities or local
police agencies.

CFR Title 34-Education, Chapter VI, 8668.46, defines a campus security authority to include a
campus police department, any individua who has responsibility or campus security, any individual or
organization specified in the campus security policy as an individua or organization to which criminal
offenses should be reported, and an official of an institution who has significant responsibility for
student and campus activities.

The chief of police stated that the campus was in compliance with the regulations;, however, he
indicated that it would be a good idea to formalize these procedures to ensure continuity.

Lack of formalized procedures increases the risk of non-compliance with federa regulations, as
processes are likely to be forgotten when there are organizational changes.

Recommendation 10

We recommend that the campus establish formalized procedures regarding the responsibility of campus
crime authorities to report crime related data to the UPD.
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Campus Response
The following actions have been and/or will be taken:

Based on the most recent definitions of campus security authorities and responsibilities the campus
is in the process of identifying appropriate campus security authorities and notifying them of their
responsibilities in accordance with the Clery Act. The updated and completed list of authorities
will be included in the 2001 Clery Report.

Timeline: April 2001
USER ACCESS

Password access controls over the Automated Records Management System (ARMS) did not include
an adequate password character length.

Current practices for password management require a minimum length of password characters,
maintain a password history to prevent reuse, and log off users after a predetermined time (see
Department of Defense Password Management Guideline, ak.a Greenbook). Additionally, Control
Objectives for Information Technology (COBIT) and Federal Information Processing Standards
Publication 112 (FIPS112) also recommend guidelines to be established for an appropriate minimum
password length and an appropriate and enforced frequency of password changes. Furthermore, SAM
§20050 and 84840 require, in part, that there be a plan that limits access to State agency assets to
authorized personnel who require these assets in the performance of their assigned duties.

The chief of police stated that the ARMS system does not alow the set up of a minimum password
length; however, he added that the department would require that an adequate password length be set
up and reviewed regularly to ensure compliance.

Inadequate configurations of system access controls could allow unauthorized users to gain access to
UPD systems and confidential data.

Recommendation 11

We recommend that the campus increase the password character requirement.
Campus Response

The following action has been taken:

All user passwords are now a minimum of five (5) characters in length and all passwords are
revised every 90 days. The current software will not accept passwords longer than five (5)
characters.

Timeline: Completed
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PUBLIC SAFETY PERSONNEL ADMINISTRATION AND TRAINING

PERFORMANCE EVALUATIONS

Performance evaluations were not administered on a consistent and timely basis.
We noted that the following performance evaluations were not completed:

» two officersfor the 1998/99 period,;

» one sergeant for the 1999/00 period (due in May 2000); and

» another sergeant for the 1998/99 and 1999/00 (due in July 2000) periods.

The campus policy for performance evaluations requires that all permanent support staff employees be
evaluated annualy.

The chief of police stated that he had asked the officers and sergeants to compl ete self-assessments, and
that he recognized follow-up on the completion of the evaluations was a management oversight.

Lack of timely and consistent performance evaluations increases the risk that personnel problems might

not be identified and dedlt with promptly and fairly. Performance evaluations ensure optimum job
satisfaction on the part of each employee.

Recommendation 12

We recommend that the campus complete the missing performance evaluations and strengthen
procedures to ensure that future performance evaluations are administered on atimely basis.

Campus Response
The following actions have been taken:

The missing evaluations have been completed. The Chief of Police has issued a department Genera
Order providing guidelines to ensure the completion of performance evaluations on atimely basis.

Timeline: Completed
COMPENSATORY TIME OFF

Monitoring of employee compensatory time off (CTO) needed improvement.

As of October 17, 2000, seven of eleven employees had holiday CTO balances greater than 200 hours,
ranging from 261 to 494 hours. In addition, one of them had aregular CTO balance of 284 hours.

Article 13.11 of the Collective Bargaining Agreement between the CSU Board of Trustees and the
Statewide University Police Association (SUPA), for July 1, 1998 through June 30, 2001, states that in
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cases where an employee has accumulated more than 200 hours of CTO and the parties are unable to
reach mutual agreement on dates to take CTO, the chief of police may, upon reasonable natice to the
employee, specify a date(s) on which the employee shall take earned CTO.

The chief of police stated that the problem was related to limited personnel with a 24-hour, 7-day a
week operation.

Not maintaining CTO balances at reasonable levels increases expenses upon termination or retirement.
CTO payouts are calculated at current salary rates and could result in cash payments once regular
accumulated CTO exceeds the 480 hours maximum limit for public safety employees as specified in
the Fair Labor Standards Act.

Recommendation 13

We recommend that the campus strengthen procedures to monitor CTO and develop a plan of action to
maintain CTO balances at areasonable level.

Campus Response

The following actions have been taken:
The campus has modified the schedule of officers and dispatchers to minimize overtime and
supervisors have received in-service staff scheduling training to further minimize overtime. The

campus has hired an additional Officer.

Timeline: Completed
CPR TRAINING

The first aid and cardiopulmonary resuscitation (CPR) training certification for the CPR trainer could
not be located.

Penal Code 813518 dtates, in part, that every police officer, except those whose duties are primarily
clerical or administrative, shall meet the training standards prescribed by the Emergency Medica
Services (EMS) Authority for the administration of first aid and CPR. In addition, satisfactory
completion of periodic refresher training or appropriate testing in CPR and other first aid as prescribed
by the EM S Authority shall aso be required.

The chief of police stated that this was a management oversight.

Not maintaining current documented certifications in CPR and first aid increases the risk of non-
compliance with state regulations.
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Recommendation 14

We recommend that the campus obtain evidence of current certification in CPR and first aid for the
CPR training officer as specified by the Penal Code and establish procedures to maintain certification
documentation on a current basis.

Campus Response

The following actions will be and have been taken:
The Chief of Police will ensure the training officer will attend certified training and receive
certification in first aid and CPR at the earliest possible time. The Chief of Police has issued a

written procedure to ensure current required certification.

Timeline: April 2001

PUBLIC SAFETY PROGRAM ADMINISTRATION

POLICIES AND PROCEDURES

Written policies and procedures for the University Police Department (UPD) needed to be reviewed and
revised, and controls over the distribution and maintenance of the UPD policy and procedures manual
needed improvement.

We noted that:
» Written policies and procedures were not devel oped or needed revision for the following aress:

communication and dispatcher operations;

award of special assignment stipends; and

classification of case files for monitoring through Automated Records Management
System (ARMS).

» Written policy and procedures had not been developed to ensure that department orders are
regularly reviewed, cancelled or revised, as needed.

»  Written acknowledgement of receipt was not consistently obtained to document receipt of the UPD
policy and procedures manua. Our review of files for nine police officers disclosed that written
acknowledgement was not on file for four officers.

SAM 820050 states that a satisfactory system of internal administrative control shall include, but not
be limited to, an established system of practices to be followed in performance of duties and functions.
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Although specific UPD policy does not address written acknowledgement of receipt for policy and
procedures manual distribution, it has been a UPD practice to obtain such acknowledgement.

The IACLEA Manua, Sandards for Campus Law Enforcement, Public Safety, and Security
Agencies, Chapter 4, states that the agency should establish a formal written directives system to
provide employees with a clear understanding of the constraints and expectations relating to the
performance of their duties. This formal written directives system should include, in part, procedures
for indexing, purging, updating, and revising directives.

The chief of police stated that the procedures were under review and that the current process of
updating policy and procedures is being re-evaluated. He further indicated that records showing
department manuals issued to various officers were many years old and needed to be updated.

Failure to maintain a comprehensive polices and procedures manua and acknowledgement of manual
distribution could compromise internal controls and result in misunderstandings of the constraints and
expectations related to the performance of duties and functions.

Recommendation 15
We recommend that the campus:

a. establish formalized procedures to ensure that department orders are regularly reviewed, cancelled
or revised, as needed;

b. develop or revise and distribute formalized policies and procedures for communication and
dispatcher operations, award of special assgnment stipends, and classification of case files for
monitoring through the Automated Records Management System (ARMS); and

c. strengthen procedures over the distribution of the UPD polices and procedures manual to ensure
that written acknowledgements of receipt are obtained.

Campus Response
The following actions have been and/or will be taken:

a. The Chief of Policeis currently reviewing and revising department orders to include a formal order
requiring regular annual or more frequent as necessary review of department orders.

Timeline: April 2001

b. The policies and procedures for communication and dispaich operations are one of the
aforementioned department orders to be revised. Although a procedure for awarding specia
assgnment stipends is in practice, a written procedure will be established codifying that practice.
The procedure for classification of case files for monitoring through the Automated Records
Management System (ARMYS) is currently under review for revision.
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Timeline: April 2001

c. As part of the current department General Order review a new General Order will be drafted
outlining the procedures for General Order distribution and will include written acknowledgement
of receipt of orders.

Timeline: March 2001
FEDERAL COMMUNICATIONS COMMISSION LICENSES

Federa Communications Commission (FCC) licenses could not be located for all radio frequencies
used by the University Police Department (UPD).

FCC licenses could not be located for two out of the three radio frequencies used by the UPD.

SAM 820050 states that the elements of a satisfactory system of internal administrative control
include, but are not limited to, an effective system of internal review and record keeping procedures
adequate to provide effective control over assets.

The Code of Federal Regulations §22.3 states that stations in the Public Mobile Services must be used
and operated only in accordance with the rulesin this part and with a valid authorization granted by the

FCC.

The chief of police stated that the responsibility of who would maintain UPD FCC licenses was
unclear.

Inadequate FCC license record keeping increases the risk that licenses nearing expiration will not be
detected and renewed on atimely basis.

Recommendation 16

We recommend that the campus establish procedures to properly monitor and maintain the FCC license
data.

Campus Response

The following actions have been taken:
The Chief of Police has initiated communications with the FCC to obtain copies of licenses in
guestion to be included in the department files. The Chief has issued written procedures that

require current official copies of FCC licenses to be maintained in department files. Confirmation
from the FCC has been obtained verifying current FCC licenses.
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Timeline: Verification completed. Hard copies have been requested from the FCC.
KEY CONTROL

Controls over the master keys maintained by the University Police Department (UPD) needed to be
improved to provide adequate security over campus facilities.

We noted that the master key check-out/check-in log was not fully completed when master keys were
returned.

SAM 820050 states that the elements of a satisfactory system of internal administrative control
include, but are not limited to, a plan that limits access to assets to authorized personng who require
these assets in the performance of their assigned duties.

The chief of police stated that a directive has now been issued to al staff members to address the
check-in/out of master keys.

Not maintaining adequate controls over the master key checkout log increases the risk of lost keys and
weakens master key accountability.

Recommendation 17

We recommend that the campus strengthen procedures to enforce master key checkout procedures to
ensure proper accountability over master keys used by police officers.

Campus Response
The following actions will be taken:

The Chief of Police will draft a written procedure for master key checkout for master keys used by
police officers.

Timeline: March 2001
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EVIDENCE, WEAPONS AND EQUIPMENT CONTROLS
EQUIPMENT
Controls and record keeping for University Police department (UPD) equipment needed improvement.
We noted that:

» Records regarding equipment issued to officers were not up to date. Severa articles of equipment
required by the Collective Bargaining Agreement (CBA) between the CSU Board of Trustees and
the Statewide University Police Association (SUPA) were not documented as being issued to the
officers.

» A radio transmitter/receiver located in the conference room on the third floor needed to be secured.

» Our review of 15 items from campus property records for the UPD showed that a computer
monitor no longer in use needed to be surveyed off the property inventory records.

Article 10 of the of the Collective Bargaining Agreement (CBA) between the CSU Board of Trustees
and the Statewide University Police Association (SUPA), for July 1, 1998 through June 30, 2001,
requires that the CSU provide each employee with certain equipment for employee safety.

SAM 83520.5 states that a properly executed property survey report must be executed when disposing
of state-owned property.

SAM 820050 states that the elements of a satisfactory system of internal administrative control
include, but are not limited to, an effective system of internal review and record keeping procedures
adequate to provide effective control over assets.

The chief of police stated that due to the location of the antenna, the radio transmitter had to be put into
the conference room on the third floor. He further stated that all officers had equipment required by the
CBA and that the equipment records needed to be revised.

Interna controls are compromised and the risks of loss and inadequately equipped officers increase
when access and accountability are not properly maintained over UPD equipment.

Recommendation 18
We recommend that the campus:

a. develop comprehensive records of all equipment issued to police officers and establish procedures
to maintain the records on a current basi's;
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b. strengthen procedures to ensure that UPD property records are accurate and property survey
reports are prepared as required; and
c. securethe radio transmitter/receiver.

Campus Response

The following actions have been and/or will be taken:

a. A more comprehensive recording of al equipment issued to police officers will be completed using
a new training and records management software (TMS- Training Management System, 3.8) the
department recently acquired. Procedures are being drafted by the department Equipment Officer
and Training Manager to ensure records are maintained on a current basis.

Timeline: May 2001

b. The Chief of Police will issue a memorandum to staff emphasizing the need to ensure that UPD
property records are accurate and that property survey reports are prepared as required.

Timeline: Completed

c. The department is currently consulting with campus Plant Operations and communications staff to
find the best solution to securing the radio transmitter/receiver. The transmitter/receiver will be
reinstalled in a security cabinet.

Timeline: July 2001

AMMUNITION INVENTORY

Inventory records were not maintained for ammunition.

SAM 820050 states that the elements of a satisfactory system of internal administrative control

include, but are not limited to, an effective system of internal review and record keeping procedures

adequate to provide effective control over assets.

The chief of police acknowledged the need for improvement over ammunition record keeping.

Inadequate controls and record keeping increase the risk that lost or stolen ammunition will not be
detected.

Recommendation 19

We recommend that the campus establish and maintain inventory records for ammunition.
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Campus Response

The following actions have been and/or will be taken:
An inventory record of ammunition has been completed and the department Rangemaster is
working with the department Training Manger to incorporate the maintenance of ammunition

inventory in the new department TMS (Training Management System).

Timeline: May 2001
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APPENDIX A:

PERSONNEL CONTACTED

Name

Alistair W. McCrone

Audrey Acorn
Laurie Altizer
Thomas C. Babcock
Steven Butler
Patricia Clinton
Raymond Fagot
Gail Finney
Robert Foster
Richard A. Giacolini
Jim Hulsebus

Aldli Lawson

Paul Meyer
Carolyn Mueller
John D. Parrish, 11
Jan Scheffler
Robert Schmeltzer
Roger Schroeder
Donna K. Sorensen
Jennifer Sowle
Stephen Sullivan
James E. Walker
Toby Walker
Linda Wood

Title

President

Accounting Technician 11

Administrative Coordinator

Police Officer

Vice President, Student Affairs

Accounting Officer, Fiscal Affairs

Police Sergeant

Accounting Technician 111

Chief of Police

Director, Contracts, Procurement and Risk Management
Lieutenant (retired)

Administrative Coordinator

Campus Property Clerk

Executive Assistant to the President

Police Services Technician

Dispatcher

Police Officer

Police Officer

Director, Fiscal Affairs

Administrative Support Assistant |1

Parking and Commuter Services Supervisor
Police Sergeant

Information Technology Consultant, Student Affairs
Accounting Technician 111
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Recommendation 10 — Campus Crime Authorities and Crime Data

We recommend that the campus establish formalized procedures regarding the responsibility of
campus crime authorities to report crime related data to the UPD.

Campus response

The following actions have been and/or will be taken:
Based on the most recent definitions of campus security authorities and responsibilities
the campus is in the process of identifying appropriate campus security authorities and
notifying them of their responsibilities in accordance with the Clery Act. The updated
and completed list of authorities will be included in the 2001 Clery Report.

Timeline: April 2001

Recommendation 11 — User Access
We recommend that the campus increase the password character requirement.

Campus response

The following action has been taken:
All user passwords are now a minimum of five (5) characters in length and all passwords
are revised every 90 days. The current software will not accept passwords longer than
five (5) characters.

Timeline: Completed

Recommendation 12 — Public Safety Personnel Administration and Training,

Performance Evaluations

We recommend that the campus complete the missing performance evaluations and strengthen
procedures to ensure that future performance evaluations are administered on a timely basis.

Campus response

The following actions have been taken:
The missing evaluations have been completed. The Chief of Police has issued a
department General Order providing guidelines to ensure the completion of performance

evaluations on a timely basis.

Timeline: Completed



