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INTRODUCTION

PURPOSE

Our overall audit objective was to ascertain the effectiveness of policies and procedures concerning
Hazardous Materials Management (HMM), determine the adequacy of controls over hazardous materials
and waste, and ensure compliance with related governmental regulations.

Within the overall audit objective, specific goals included determining whether:

»

administration and management of the HMM program provide clear lines of organizationa authority
and responsibility, include maintenance of required registrations and permits, and ensure compliance
with the key regulatory reporting requirements;

hazardous materids (HAZMAT) and waste management policies and procedures are adequately
documented;

HAZMAT purchasing and receipt processing are conducted in a controlled environment, and materia
safety data sheets (MSDS) are obtained and readily accessible to employees;

a comprehensve HAZMAT communication program has been established, and effective emergency
and contingency plans arein place;

inventory records are properly maintained for HAZMAT purchases, and HAZMAT safety and
equipment inspections are conducted;

HAZMAT maintained in containers and tanks are properly labeled and adequately controlled;

hazardous waste transfer, storage, and disposal (TSD) agreements exist between the university and
TSD contractors and require the contractors to maintain adequate liability insurance;

hazardous waste identification procedures are adequately implemented, and waste transportation and
disposal processes are in compliance with governmental regulations;

employees who handle HAZMAT or generate waste are adequately trained; and

hazardous, biomedical and universal waste is properly labeled and not accumulated on-site for greater
than the allowable time.
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INTRODUCTION

SCOPE AND METHODOLOGY
This review emphasized but was not limited to compliance with state and federal laws and campus
hazardous materials (HAZMAT) policies, letters and directives. The audit review period was June 1999 to
date. At California State University campuses, Environmental Health and Occupational Safety (EH& OS)
has overall responsibility for hazardous materials management (HMM).

Our primary focus involved the internal administrative, compliance, and operational controls over the
management of the campus HMM function and included visits to three campus units: Biology, Chemistry,
and Physical Plant (also known as Fecilities and Plant Operations). Specifically, we reviewed and tested:

» procedures for HAZMAT purchasing, receiving and storage;

» theuse and availability of material safety data sheets (MSDYS);

» HAZMAT communication and training programs, emergency and contingency planning, and related
documentation;

» HAZMAT inventory record keeping practices;

» procedures for performing HAZMAT safety and equipment inspections;

» HAZMAT and waste labeling and other forms of required warnings,

» hazardous waste identification, permit, registration, and manifesting procedures; and

» the hazardous waste disposal program.

During the course of the audit, we visited nine campuses. Fullerton, Los Angeles, Northridge, Pomona,

Sacramento, San Diego, San Francisco, San Jose, and San Marcos. We interviewed campus personnel and
audited procedures in effect at that time.

BACKGROUND

As aresult of a systemwide risk assessment conducted by the Office of the University Auditor during the
last quarter of 1999, the Board of Trustees, at its January 2000 meeting, directed that Hazardous
Materials Management be reviewed.

The proposed scope of such audits as presented in Attachment B, Agenda Item 3 of the January 25-26,
2000 mesting of the Committee on Audit, stated that the review would include the systems and procedures
for controlling the purchase, generation, storage, treatment, use and disposal of hazardous materias
(HAZMAT) and wastes and responding to hazardous spills. Potential impacts include environmental
damage, adverse publicity, excessive costs and lega liabilities, facilities with inordinate health risks,
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INTRODUCTION

regulatory fines and sanctions, and the inability to identify HAZMAT in emergency Situations. Hazardous
Materials Management was previoudy audited in 1992 and a follow-up review was completed in 1996.

In 1976, the Federal Resource Conservation and Recovery Act (RCRA) was enacted to address solid waste
generated nationwide and the growing public concern regarding HAZMAT health risks, waste generation,
and waste disposal. RCRA initiated the “cradle to grave’ tracking and management of hazardous waste —
that is, from the generator to transporter to treatment, storage or disposal. RCRA regulations addressed,
but were not limited to, the following management issues. a) generation of hazardous waste, b) hazardous
waste treatment, transportation, storage, and disposal, ¢) federal and state reporting, d) federal, state, or
local permitg/registration, and €) waste minimization.

RCRA provided the federal government with the authority to authorize states to develop, implement and
enforce their own HAZMAT and waste management regulations. However, the state programs must be as
stringent or broader in scope than the federal regulations. 1n 1992, California received such authority from
the Environmental Protection Agency (EPA). Most of the California regulations are codified in the Health
& Safety Code (H&SC) and the California Code of Regulations (CCR); specificaly, titles eight and
twenty-two. The California Department of Toxic Substances Control is responsible for enforcing the
enacted codes and administrative laws.

All CSU campuses purchase some amount of HAZMAT that result in the generation of hazardous waste.
To limit regulatory compliance risks and control waste processing costs, the campuses enter into contracts
with waste transfer, treatment, storage and disposal companies. For the most part, campus Environmental
Health and Occupational Safety (EH& OS) departments are responsible for developing, implementing, and
monitoring programs that assure compliance with state and federal hazardous materials and waste
regulations. Other services provided by EH& OS include, but are not limited to, waste consulting and pick-
up; transfer, treatment, storage, and disposal coordination; waste tracking and record keeping; employee
and student communication and training; and emergency/contingency planning.

The systemwide report related to the 1992 Office of the University Auditor review identified several
HAZMAT and waste management topics that required further attention. Specifically, concerns were
expressed over training, inspections, waste manifesting, material safety data sheets (MSDYS), inventory
record keeping, and the monitoring of contractors for adequate insurance and current registration. As a
result, the Chancellor's Office developed a sample Hazardous Waste Management Guide (HWMG) to
assist the campus administrators in understanding and complying with applicable health, safety and
environmental laws and regulations. The HWMG covered the basic elements involved in understanding
hazardous materials management but was not designed to serve as a policy and procedure manual. The
HWMG was intended to be a sample document that could be tailored to and serve, local campus needs.
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INTRODUCTION

OPINION

We visited nine campuses from February 29, 2000, through November 29, 2000, and audited the
procedures in effect at that time. Campus specific findings and recommendations have been discussed and
reported individually.

In our opinion, the administration and management of the Hazardous Materials Management (HMM)
programs at the nine campuses provided reasonable assurance that the CSU was in compliance with
applicable regulations and, for the most part, the HMM function operated effectively. We noted significant
improvement since the previous audit in 1992. All campuses audited had documented local policies and
procedures in addition to those mandated by state regulations such as the Hazardous Communication
(HAZCOM) Policy, the Injury and Illness Prevention Program (IIPP), and the Emergency
Response/Contingency Plans. It was also noteworthy to report that, for the most part, the campuses
reviewed were adequately staffed with experienced management and professiona staff. Further, we noted
an overal improvement in the consistency of conducting I1PP inspections and notifying employees of the
existence and location of asbestos. However, there were severa areas that till required improvement.
Specifically, the campuses did not maintain adequate control over contractual arrangements and insurance
coverage for waste transporters, Material Safety Data Sheets (MSDYS), and staff HAZMAT orientation and
refresher training. Each of these issues was reported in the prior HAZMAT systemwide report.

These and other areas that warrant the attention of systemwide management are described in the body of
the report and mentioned in the executive summary.
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INTRODUCTION

EXECUTIVE SUMMARY

The purpose of this section is to provide management with an overview of conditions requiring their
attention. Aresas of review not mentioned in this section were found to be satisfactory. Numbersin brackets
[ ] refer to page numbersin the report.

HAZARDOUS MATERIALS ADMINISTRATION [7]

HAZARDOUS MATERIALS TRANSPORTERS [7]

Hazardous waste removal contractual relationships and/or waste transport liability coverage were not
aligned with California State University (CSU) policies at eight of the nine campuses visited. CSU
liability exposure and insurance risk are reduced when waste transporter agreements are governed by
the CSU model agreement and waste transporters maintain adequate liability insurance.

MATERIAL SAFETY DATA SHEET ADMINISTRATIVE CONTROLS [8]

Administrative controls over Material Safety Data Sheets (MSDS) needed to be strengthened at the
nine campuses visited. Readily accessble MSDS and alerting shipping and receiving of impending
hazardous materials (HAZMAT) deliveries enhance the university’s ability to appropriately and
expeditiously respond to an emergency or accident.

HAZARDOUS MATERIALS COMMUNICATION, REPORTING, AND TRAINING [9]
NEW EMPLOYEE AND ANNUAL REFRESHER TRAINING [9]

Hazardous materials orientation and refresher training controls were weak at all the campuses visited.
Trained employees are better equipped to appropriately respond in the event of an emergency or
accidental release of hazardous substances.

REGULATORY REPORTING [11]

Updated HAZMAT business plans and/or biennial reports had not been submitted to administering
agencies according to regulatory timetables for six of the nine campuses. Adequate documentation and
internal controls strengthen the regulatory reporting process and reduce the risk of fines due to
noncompliance with state regulations.

EMERGENCY EYEWASH AND SAFETY SHOWER EQUIPMENT [12]

Emergency eyewash and shower equipment was not installed and/or inspected in compliance with state
regulations at seven of the nine campuses. Compliance with eyewash and shower regulations increases
the likelihood that emergency facilities will be available and operate effectively in the event of an
accident.

Hazardous Materials Management/Systemwide/Report No. 00-13

Page 5
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HAZARDOUS WASTE DETERMINATION, STORAGE, TRANSPORTATION, AND
DISPOSAL [13]

Waste accumulation area management and hazardous waste labeling controls needed improvement at
seven of the nine campuses visited. Proper storage and labeling of hazardous waste reduce the
likelihood of operational mishaps and job-related injuries.

HAZARDOUS MATERIALS SYSTEMS CONTROL [14]

End-user computing data security access and/or file backup controls were not adequate for personal
computers at six of the nine campuses. Adequate system access controls and file backup ensures the
preservation of data confidentiality and information assets.
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OBSERVATIONS, RECOMMENDATIONS,
AND MANAGEMENT RESPONSES

HAZARDOUS MATERIALS ADMINISTRATION

HAZARDOUS MATERIALS TRANSPORTERS

Hazardous waste removal contractual relationships and/or waste transport liability coverage were not
aligned with California State University (CSU) policies at eight of the nine campuses visited.

We found that:

» relationships between campuses and their waste transporters were established via purchase orders
rather than the CSU model agreement at the eight campuses and the purchase orders did not always
include or incorporate by reference the contract terms and conditions required by CSU policy;

» waste transporter insurance coverage was less than specified by CSU policy at three campuses and
the reduced insurance coverage limits were not supported by documented risk assessments; and

» proof of insurance could either not be located or was recelved after the start of service at four
campuses.

The CU Policy Manual for Contracting and Procurement (8412.07 — Contracts Involving Hazardous
Materials) states that contracts involving the handling, removal, or disposal of hazardous materials
shall be devel oped in accordance with the CSU model agreement for hazardous material removal.

Executive Order (EO) No. 743, CU Insurance Requirements, dated May 5, 2000, states that in the
absence of risk identification and evauation, the minimum insurance limits and hold harmless
provisions as specified in the EO are required. Following arisk identification and evaluation in special
situations, the campus may permit exceptions to the specified requirements.

Both the CSU Policy Manual for Contracting and Procurement (8412.06 — Contracts Requiring
Insurance Coverage) and EO No. 743 require contractors to provide proof of insurance. The CSU
Policy Manual for Contracting and Procurement specifies that such proof should be provided prior to
the commencement of work.

In most instances, management felt that the CSU Policy Manual for Contracting and Procurement
was not clearly worded and subject to differing interpretations since the policy did not distinguish
between hazardous materials and hazardous waste. Additionaly, the policy did not clearly articulate
the unique requirements relative to regulatory waste versus other types of waste (e.g., biohazardous,
universal), and EO No. 743 did not require that a risk assessment be documented and approved.
Management further stated that purchase orders were used rather than the CSU model agreement due
to the low-dollar value of services provided.
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OBSERVATIONS, RECOMMENDATIONS, AND MANAGEMENT RESPONSES

Failure to contractualy protect the university and inadequate liability insurance coverage could result
in the CSU sharing responsibility for the failures and/or oversights of hazardous waste transporters.

Recommendation 1

We recommend that the chancellor’s office review, update, and reissue the CSU Policy Manual for
Contracting and Procurement 8412.07 and EO No. 743. Policy §412.07 should clarify the distinction
between hazardous materials and hazardous waste and establish exception criteria. EO No. 743 should
require that insurance coverage below minimum requirements be supported by a documented and
independently approved risk assessment.

Management’s Response

We concur. The offices of Systemwide Risk Management and Contracts and Procurement will work
together to redefine and delineate the distinction between hazardous materials and hazardous wastes.
EO No. 743 will be reviewed and revised to require written documentation of the risk assessment
performed when coverage limits are selected below the minimum limits for hazardous materids, by
October 2001.

MATERIAL SAFETY DATA SHEET ADMINISTRATIVE CONTROLS

Administrative controls over Material Safety Data Sheets (MSDS) needed to be strengthened at the
nine campuses visited.

We found that:

» MSDS were not always readily accessible to employees within their work areas, including access
viathe Internet, at eight campuses; and

» purchase orders were not routinely annotated with a request for MSDS at four campuses, which
results in shipping and receiving not receiving advance notification concerning the delivery of
hazardous materials.

Cdlifornia Code of Regulations (CCR) Title 8 85194(qg) states, in part, that employers shall have an
MSDS for each hazardous substance they use. Further, the employer shall maintain copies of the
required MSDS for each hazardous substance in the workplace and shall ensure that they are readily
accessi ble during each work shift to employees when they are in their work area(s).

The CSU Policy Manual for Contracting and Procurement (8303.3 — Hazardous Materials) states
that the Hazardous Substances Information and Training Act in the California Labor Code specifies
that purchase orders for chemicals, solvents, or other products that may contain any kind of hazardous
material include a vendor requirement to furnish aMSDS for the commodity being purchased.
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OBSERVATIONS, RECOMMENDATIONS, AND MANAGEMENT RESPONSES

State Administrative Manual (SAM) 82590.2 states that all vendors are required to supply MSDS to
departments ordering hazardous substances, and receiving clerks should be advised to follow interna
departmental procedures in making the appropriate filing and distribution of the MSDS.

It was the opinion of several campuses that athough MSDS may not have been stored in a particular
lab or workshop, they could be obtained in enough time to respond appropriately to an emergency.
Severa of the campus Environmental Health and Occupationa Safety (EH& OS) directors a so stated
that regulatory agencies had not cited the campus for infractions of MSDS regulations. In most
instances, failure to annotate purchase orders with a request for MSDS was attributable to a change in
the process or purchase order system.

MSDS not readily accessible to employees and failure to alert the shipping and receiving department
of impending hazardous materials (HAZMAT) deliveries could negatively impact the CSU’s ability to
appropriately and expeditioudy respond to an emergency or accident.

Recommendation 2

We recommend that the chancellor’s office establish minimum guideines relative to employee access
to and management control of MSDS. These guidelines should address, but not be limited to, MSDS
administrative matters such as. @ storage location (i.e, centralized vs. decentralized),
b) form and accessibility (e.g., hardcopy vs. online), c) process (e.g., vendor MSDS requests and
follow-up procedures), and d) MSDS controls (e.g., reconciliation and/or existence confirmation).
Management’s Response

We concur. The Office of Systemwide Risk Management in consultation with campus Environmental
Health and Safety Directors and Procurement departments will review current OSHA guidelines and
include these in an advisory publication to al campuses, including the areas: @) storage location, b)

form and accessibility, c) process, and d) MSDS controls by October 2001.  This advisory
publication will also be posted on the Risk Management website.

HAZARDOUS MATERIALS COMMUNICATION, REPORTING, AND TRAINING
NEW EMPLOYEE AND ANNUAL REFRESHER TRAINING
Hazardous materials orientation and refresher training controls were weak at all the campuses visited.

We found, in varying degrees, that:

» employees and student assistants had either not undergone orientation training or training had not
taken place within the first month of hire at the nine campuses;
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OBSERVATIONS, RECOMMENDATIONS, AND MANAGEMENT RESPONSES

» chemistry, biology, and/or physical plant employees had not attended HAZMAT refresher training
at six campuses,

» EH&OS had not established and/or effectively monitored the frequency of refresher training at four
campuses; and

» training documentation was not on file to evidence that the campus HAZMAT emergency response
team had met the annual training regulatory requirement at two campuses.

CCR Title 8 85194(h)(1) requires employers to provide employees with information and training on
hazardous substances in their work area at the time of their initial assgnment and whenever a new
hazard is introduced into their work area.

CCR Title 8 85191(f) requires that employers provide laboratory employees with refresher training on
afrequency determined by the employer.

CCR Title 8 85192(e)(8) requires that HAZMAT emergency response team members receive eight
hours of refresher training annually.

Several reasons were given for the training deficiencies. Management stated that principle
investigators and supervisors were not maintaining training records, or there was confusion concerning
training responsibilities (EH& OS vs. area supervision). We aso noted that, in some instances, there
was no mechanism in place to notify EH& OS of new employees. In addition, management stated that
it was sometimes difficult to motivate certain faculty members to attend refresher training.

Failure to ensure that all employees attend HAZMAT training increases the risk of job-related injuries
and inappropriate responses in the event of an emergency.

Recommendation 3

We recommend that the chancellor’s office remind al campuses of the importance of a consistently
implemented training program to ensure that employees are adequately trained and refreshed in the use
and dangers of working with hazardous materials and waste.

Management’s Response

We concur. The Office of Systemwide Risk Management will issue an advisory memorandum
reminding campuses of the importance of a consistently implemented training program to ensure that
employees are adequately trained and refreshed in the use and dangers of working with hazardous
materials and wastes by July 2001. The Office of Systemwide Risk Management will offer to assist
each campus in determination of who needs to take the refresher courses and the frequency these
courses need to be taken, based upon exposure.

Hazardous Materials Management/Systemwide/Report No. 00-13
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OBSERVATIONS, RECOMMENDATIONS, AND MANAGEMENT RESPONSES

REGULATORY REPORTING

Updated HAZMAT business plans and/or biennial reports had not been submitted to administering
agencies according to regulatory timetables for six of the nine campuses.

Hedlth and Safety Code §25505(c), Review of business plan; modification of operation and plan;
periodic review, specifies that the handler shall at least once every three years determine if arevisionis
needed and shal certify to the administering agency that the review was made and that any necessary
changes were made to the plan. A copy of these changes shal be submitted to the administering
agency as a part of this certification.

H& SC §25505(d) specifies that any business that handles a hazardous materia shall annually submit a
completed inventory form to the administering agency of the county or city in which the business is
located.

CCR Title 22 866262.41, Biennial Report, specifies that a generator who ships any hazardous waste
off-site to a transfer, treatment, storage, or disposal facility within the U.S. shall prepare and submit a
single copy of a biennial report. The biennia report shall be submitted on forms provided by the
department and shall cover generator activities during the previous calendar year.

In most instances, management stated that the administering agency either did not demonstrate an
interest in the business plan or biennia report or did not provide the campus with an acknowledgment
when the documentation was submitted. One campus stated that they were considered a small quantity
waste generator and were not required to prepare a biennial report.

Inadequate documentation and/or failure to report weakens internal controls over the regulatory
reporting process and increases the risk of noncompliance with state regulations, which could result in
the assessment of fines.

Recommendation 4

We recommend that the chancellor's office encourage the campuses to either obtain a business
plan/biennial report receipt acknowledgement from the administering agency or maintain
documentation on file for a reasonable length of time to evidence compliance with HAZMAT
regulatory reporting requirements.

Management’s Response
We concur. We will prepare a strongly worded advisory to the campuses of their responsibilities under

the Hedlth and Safety Code and the California Code of Regulations. The HAZMAT regulatory
reporting requirements will also be posted on the Risk Management website by October 1, 2001.

Hazardous Materials Management/Systemwide/Report No. 00-13

Page 11



OBSERVATIONS, RECOMMENDATIONS, AND MANAGEMENT RESPONSES

EMERGENCY EYEWASH AND SAFETY SHOWER EQUIPMENT

Emergency eyewash and shower equipment was not installed and/or inspected in compliance with state
regulations at seven of the nine campuses.

We found, in varying degrees, that:

» equipment had not been installed in certain work and waste accumulation locations or installed
without drainage systems at three campuses;

» equipment could not be expeditioudy reached in an emergency at two campuses,

» eyewash and shower units were inoperative or could not be used simultaneoudy at two campuses;
and

» equipment was not inspected on a monthly basis, as specified by state regulations, at six campuses.

CCR Title 8 85162(a)(c)(d) states that eyewash and shower equipment shall be provided at all work
areas where, during routine operations or foreseeable emergencies, the eyes of an employee may come
into contact with a substance which can cause corrosion, severe irritation, or permanent tissue damage
or which is toxic by absorption. Further, eyewash and showers shall be in accessible locations that
require not more than 10 seconds for the injured person to reach. In addition, if both an eyewash and
shower are needed, they shall be located so that one person can use both at the same time. The control
valve shall be designed so that the water flow remains on without requiring the use of the operator’s
hand.

CCR Title 8 85162(e) states that eyewash and shower equipment shall be activated at least monthly to
flush the line and to verify proper operation.

In a number of instances, management stated that eyewash/shower structural deficiencies were
atributable to budget constraints imposed by the chancellor's office.  Management indicated that
inspections were not conducted on a monthly basis due to resource constraints or miscommunication
regarding inspection responsibility.

Noncompliance with eyewash and shower equipment regulations and failure to perform monthly
inspections increase the risk that emergency equipment will not be available or operate effectively in
the event of an accident.

Recommendation 5
For campuses with emergency eyewash and shower equipment and/or structural deficiencies, we

recommend that the chancellor’s office consider whether the risk assumed by the campus is acceptable
or reemphasize the importance of full compliance with applicable regulations.
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OBSERVATIONS, RECOMMENDATIONS, AND MANAGEMENT RESPONSES

Management’s Response

The Office of Systemwide Risk Management will issue a directive to the campuses to reemphasize the
importance of full compliance with applicable regulations and to understand that noncompliance is not
an acceptable risk to be assumed by the campuses.

HAZARDOUS WASTE DETERMINATION, STORAGE, TRANSPORTATION, AND
DISPOSAL

Waste accumulation area management and hazardous waste labeling controls needed improvement at
seven of the nine campuses visited.

During our walk-through inspections of campus waste accumulation aress, laboratories, and work
areas, we noted the following:

» waste was not properly stored and/or segregated at six campuses, including waste containers filled
to or beyond capacity, untied biohazard bags in classroom trash receptacles, and HAZMAT waste
stored in secondary containers,

» food was stored in clearly marked HAZMAT storage refrigerators at two campuses,

» waste containers without hazardous waste labels and/or incomplete/inaccurate labels at six
campuses; and

» waste maintained and/or processed for disposal outside the waste accumulation station at two
campuses.

CCR Title 8 85164(a) states that substances which, when mixed, react violently, or evolve toxic vapors
or gases, or which in combination become hazardous by reason of toxicity, oxidizing power,
flammability, explosibility, or other properties shall be separated from each other in storage by
distance, by partitions, or otherwise so asto preclude accidental contact between them.

CCR Title 22 866262.34 allows a generator to accumulate hazardous waste if the initial date of waste
accumulation is clearly marked and visible for inspection on each container used for accumulation of
hazardous waste.

CCR Title 22 866262.31 requires that before transporting hazardous waste or offering hazardous
waste for transportation off-site, a generator shall label each package in accordance with the applicable
Department of Transportation regulations.

Management stated that, for the most part, the particular waste storage and labeling infractions had not
been detected by the principle investigators, supervisors, or EH& OS during their walk-throughs and
inspections. Management further stated that several of the hazardous waste storage facilities were built
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OBSERVATIONS, RECOMMENDATIONS, AND MANAGEMENT RESPONSES

when the campus was not producing much hazardous waste and were not adequate to handle waste
accumulation from the current level of research activity.

Failure to properly label and store waste increases the likelihood of operational mishaps and job-related
injuries.

Recommendation 6

We recommend that the chancellor’ s office reemphasize to the campuses the importance of compliance
with hazardous waste labeling and storage regulations. To reduce the amount of waste generated and
increase compliance, the chancellor’s office should encourage the campuses to consider migration to
microchemistry processes.

Management’s Response

We concur. The Office of Systemwide Risk Management will issue an advisory memorandum to the
campuses regarding the migration to microchemistry processes by November 2001. This memorandum
will strongly encourage each campus to audit their hazardous waste use and storage areas to insure that
they are in compliance with the hazardous waste labeling and storage regulations. It will also
encourage each campus to reduce the amount of waste generate by the migration to microchemistry
processes.

HAZARDOUS MATERIALS SYSTEMS CONTROL

End-user computing data security access and/or file backup controls were not adequate for personal
computers at six of the nine campuses.

We found that:

» system access was not automatically disabled after prolonged terminal inactivity or an excessive
number of failed attempts to gain access to the server or data files and users were not prompted to
periodically change their passwords at four campuses,

» user identification/password controls were not used to limit access to data on personal computers
at one campus, users could reuse the same password within a relatively short period of time at one
campus, and a terminated employee was till listed as an active user at another campus; and

» backup data files were not maintained or not sent off-site at three campuses and one other campus
was not using the campus network automated backup feature.

SAM 84819.31 requires state agencies to protect the integrity of its information management
capabilities and databases and ensure the security and confidentiaity of information it maintains.
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OBSERVATIONS, RECOMMENDATIONS, AND MANAGEMENT RESPONSES

SAM 84989.7 requires state agencies to implement appropriate safeguards to security workgroup
computing configurations and their associated files. Management should protect computing
configurations from theft and unauthorized used. Further, policies that mandate standards for the
regulator backup of al data should be in place. The method and frequency depend on the nature of the
data.

SAM 820050 requires, in part, that there be a plan that limits access to state agency assets to
authorized personnel who require these assets in the performance of their assigned duties.

In several instances, the campus IT anayst stated that the security features were available but had not
been enabled, and other security infractions were oversights. We were told in one instance that the
security rules were established for the convenience of the user. In addition, a number of managers
stated that backup procedures were in place, but the data files were maintained within the office.

Inadequate system access controls and failure to properly protect and backup data jeopardizes the
confidentiality and preservation of campus information assets.

Recommendation 7

We recommend that the chancellor’s office develop an end-user computing policy that addresses such
issues as. @) system access security, b) information asset protection and retention, ¢) system
documentation requirements, d) application maintenance, and €) software copyright guidelines.

Management’s Response

We concur. In partnership with the IT Division, a policy statement which addresses access security,
information protection, information retention, documentation requirements, application maintenance
and software copyright guidelines will be issued by October 1, 2001. This policy statement will also
be posted on the Risk Management website.

Hazardous Materials Management/Systemwide/Report No. 00-13
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The California State University System Office of the Chargeﬁcp E1V E_D
University Auditor

Memorandum JUN 2 0 2001

The California Stcte

University
To: Mr. Larry Mandel Date: June 18, 2001

University Auditor

From: Richard /W Phone: 562-951-4580

Subject: Hazardous Materials Management, Audit Report Number 00-13

We have reviewed the above captioned report and express our responses
below:

Recommendation 1

We recommend that the Chancellor’s Office review, update, and re-issue the
CSU Policy Manual for Contracting and Procurement §412.07 and EO No. 743.
Policy §412.07 should clarify the distinction between hazardous materials and
hazardous wastes and establish exception criteria. EO No. 743 should require
that insurance coverage below minimum requirements be supported by a
documented and independently approved risk assessment.

Management’s Response

We concur. The offices of Systemwide Risk Management and Contracts and
Procurement will work together to re-define and delineate the distinction
between hazardous materials and hazardous wastes. EO No. 743 will be
reviewed and revised to require written documentation of the risk assessment
performed when coverage limits are selected below the minimum limits for
hazardous materials, by October 2001.
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Recommendation 2

We recommend the Chancellor’s Office establish minimum guidelines relative to
employee access to and management control of MSDS. These guidelines should
address, but not be limited to MSDS and administrative matters such as: a)
storage location (i.e., centralized vs. decentralized), b) form and accessibility (e.g.,
hardcopy vs. on-line), c) process (e.g., vendor MSDS requests and follow-up
procedures), and d) MSDS controls (e.g., reconciliation and/or existence
confirmation).

Management Response

We concur. The Office of Systemwide Risk Management in consultation with
campus Environmental Health and Safety Directors and Procurement
departments will review current OSHA guidelines and include these in an
advisory publication to all campuses, including the areas: a) storage location, b)
form and accessibility, c) process, and d) MSDS controls by October 2001. This
advisory publication will also be posted on the Risk Management web site.

Recommendation 3

We recommend that the chancellor’s Office remind all campuses of the
importance of a consistently implemented training program to ensure that
employees are adequately trained and refreshed in the use and dangers of
working with hazardous materials and waste.

Management Response

We concur. The office of Systemwide Risk Management will issue an advisory
memorandum reminding campuses of the importance of a consistently
implemented training program to ensure that employees are adequately trained
and refreshed in the use and dangers of working with hazardous materials and
wastes by July 2001. The Office of Systemwide Risk Management will offer to
assist each campus in determination of who needs to take the refresher courses
and the frequency these courses need to be taken, based upon exposure.
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Recommendation 4

We recommend that the Chancellor’s Office encourage the campuses to either
obtain a business plan/biennial report receipt acknowledgement from the
administering agency or maintain documentation on file for a reasonable length
of time to evidence compliance with HAZMAT regulatory reporting
requirements.

Management Response

We concur. We will prepare a strongly worded advisory to the campuses of their
responsibilities under the Health and Safety Code and the California Code of
Regulations. The HAZMAT regulatory reporting requirements will also be
posted on the Risk Management website by October 1, 2001.

Recommendation 5

For campuses with emergency eyewash and shower equipment and/or
structural deficiencies, we recommend that the Chancellor’s Office consider
whether the risk assumed by the campus is acceptable or re-emphasize the
importance of full compliance with applicable regulations.

Management Response

The Office of Systemwide Risk Management will issue a directive to the
campuses to re-emphasize the importance of full compliance with applicable
regulations and to understand that non-compliance is not an acceptable risk to be
assumed by the campuses.
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Recommendation 6

We recommend that the Chancellor’'s Office re-emphasize to the campuses the
importance of compliance with hazardous waste labeling and storage regulations. To
reduce the amount of waste generated and increase compliance, the Chancellor’s Office
should encourage the campuses to consider migration to microchemistry processes.

Management Response

We concur. The Office of Systemwide Risk Management will issue an advisory
memorandum to the campuses regarding the migration to microchemistry
processes by November 2001. This memorandum will strongly encourage each
campus to audit their hazardous waste use and storage areas to insure that they
are in compliance with the hazardous waste labeling and storage regulations. It
will also encourage each campus to reduce the amount of waste generate by the
migration to microchemistry processes.

Recommendation 7

We recommend that the Chancellor’s Office develop an end user computing
policy that addresses such issues as: a) system access security, b) information
asset protection and retention, c) system documentation requirements, d)
application maintenance, and software copyright guidelines.

Management Response

We concur. In partnership with the IT Division, a policy statement which
addresses access security, information protection, information retention,
documentation requirements, application maintenance and software copyright
guidelines will be issued by October 1, 2001. This policy statement will also be
posted on the Risk Management web site.

Should you have any questions or need further information, please contact Ms.
Charlene Minnick, Director Risk Management at extension 1-4580.

RPW:cmm
cC: Mr. Jim Usher, Ms. Charlene Minnick
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