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EXECUTIVE SUMMARY 
 
As a result of a systemwide risk assessment conducted by the Office of the University Auditor during the 
last quarter of 2002, the Board of Trustees, at its January 2003 meeting, directed that Disaster and 
Contingency Planning (DCP) be reviewed.  DCP was partially audited in 1997 in a sequence of audits on 
Seismic Safety and Disaster Readiness. 
 
We visited nine campuses from April 1, 2003, through December 18, 2003, and audited the procedures in 
effect at that time.  Campus specific findings and recommendations have been discussed and reported 
individually. 
 
In our opinion, there were varying degrees of disaster and contingency planning across the California 
State University (CSU) campuses visited.  Measuring the outcomes and effectiveness of emergency 
preparedness is premature in the absence of an actual catastrophic event when plans can be activated 
under real circumstances.  Although there had been no recent, widespread activations that would have 
necessitated multiple campuses operating out of emergency operation centers for extended periods of 
time, significant efforts had been placed on mitigation and simulation of response capabilities.  With 
respect to the recovery and restoration of operations following a disaster, a particular focus was noted on 
the implementation of automated records and information systems.  More specifically, the implementation 
of the Common Management System (PeopleSoft) with eventual standardization and central warehousing 
of data was influencing campus plans.  However, other elements of business continuity planning lagged 
behind what had been accomplished in information technology. 
 
The following summary provides management with an overview of conditions requiring attention.  Areas 
of review not mentioned in this section were found to be satisfactory.  Numbers in brackets [ ] refer to 
page numbers in the report. 
 
GENERAL ENVIRONMENT [7] 
 
There was a strong, disproportionate police emphasis on business continuity planning (BCP) in the CSU, 
low organizational visibility, and a lack of BCP planners with professional certification.  Police 
departments on 19 of 23 campuses were responsible for emergency services and, by default, BCP.  The 
systemwide coordinator for public safety reported to the vice chancellor, human resources, while BCP on 
a systemwide basis was the responsibility of the director of risk management, who reported to the 
assistant vice chancellor, financial services.  The highest level campus person directly involved in disaster 
and contingency planning at the nine campuses visited was an associate vice president at one campus, 
while five of the nine planners had no direct reporting relationship to executives, officers, or cabinet level 
positions.  Additionally, none of the BCP planners at the campuses visited had received professional 
certification, and personnel in the chancellor’s office directly involved in risk management were not 
certified for emergency management or business continuity planning. 
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EMERGENCY READINESS [8] 
 
Certain issues were noted with emergency readiness that required improvement.  Although operable 
emergency management plans that covered the basic requirements for emergency response and incident 
management were in place at all nine campuses visited, eight of these campus plans needed to be 
improved through the addition of certain items or better updating and approval documentation.  Standby/ 
mutual aid agreements were frequently not in place or formalized in writing, while a delegation of 
authority from the Governor’s Office of Emergency Services to register disaster service workers had not 
been requested and/or an inventory of volunteer skills had not been performed at five of the campuses.  
The availability of trained responders required improvement at six of the campuses, and an adequately 
staffed or trained cadre of building coordinators was not in place at five of the campuses.  Instances were 
noted where the roster of designees in key responder positions was incomplete, key responders and their 
designated alternates were either frequently away from the campus at the same time or no specific 
alternate arrangements were in place during absence, and training and/or training recordkeeping was 
insufficient.  In addition, emergency management plans were either not extensively tested or test results 
were not adequately documented at five of the campuses.  Further, controls over the monitoring of 
international (non-immigrant) students needed strengthening, particularly as to segregation of duties 
between the admission/evaluation process and the issuance of the immigration paperwork and 
documentation of procedures at seven of the campuses. 
 
FACILITY ISSUES [19] 
 
Although generators were the main source of emergency power, they were not installed in all key 
locations or adequately tested at five of the nine campuses visited.  Emergency generators were not 
available in certain key locations, including one health center at four campuses, while one other campus 
had some older generators and weak test protocols. 
 
BUSINESS CONTINUITY [21] 
 
A process incorporating industry comparable plans and evaluation methodologies was not in place to 
measure the effectiveness of BCP by the campuses.  None of the campuses visited had adequate 
arrangements for business continuity.  Critical processes were not well defined and related plans were 
incomplete, except for recovery of information technology. 
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INTRODUCTION 
 

BACKGROUND  
 
Government Code (GC) §8680.3 defines disaster to mean: 
 

A fire, flood, storm, tidal wave, earthquake, terrorism, epidemic, or other similar public calamity that 
the governor determines presents a threat to public safety. 

 
In California Code of Regulations, Title 19, §2402, Standardized Emergency Management System 
(SEMS) Regulations, emergency is defined to mean: 
 

A condition of disaster or of extreme peril to the safety of persons and property caused by such 
conditions as air pollution, fire, flood, hazardous material incident, storm, epidemic, riot, drought, 
sudden and severe energy shortage, plant or animal infestations or disease, the governor’s warning of 
an earthquake or volcanic prediction, or an earthquake or other conditions, other than conditions 
resulting from a labor controversy. 

 
Mohammad Qayoumi, vice president for administration and finance and chief financial officer at 
California State University, Northridge, recently authored a book entitled, Mission Continuity Planning, 
published by the National Association of College and University Business Officers.  This publication 
defines two types of disasters:  1) those that happen suddenly and without notice (e.g., earthquakes), and 
2) phased disasters where there can be early warning of eminent danger (e.g., winter storms). 
 
There have recently been a number of federal initiatives affecting colleges and universities, including 
controls over international students and registration requirements surrounding select agents and toxins.  
The federal Department of Homeland Security has implemented a new system called Student and 
Exchange Visitor Information System (SEVIS) to record and monitor information about international 
students.  Other federal agencies, including Health and Human Services and the Center for Disease 
Control, have also issued regulations. 
 
Two sources of industry guidance on standards and terminology are Business Continuity: Best Practices, 
as defined by the Business Continuity Institute, and a Glossary of Terms from the Disaster Recovery 
Institute International (DRII).  In Best Practices, a disaster recovery plan is “a plan to resume a specific 
essential operation, function or process of an enterprise.”  The DRII’s Glossary of Terms describes 
disaster recovery as an “approved set of arrangements and procedures that enable an organization to 
respond to a disaster and resume its critical business functions within a defined time frame.” 
 
Disaster recovery/emergency preparedness plans are required of state agencies by GC §8607(a), which 
states: 
 

The Office of Emergency Services, in coordination with all interested state agencies with designated 
response roles in the state emergency plan, and interested local emergency management agencies 
shall jointly establish by regulation a standardized emergency management system for use by all 
emergency response agencies. 

 
 



INTRODUCTION 
 
 

 
 

Disaster and Contingency Planning/Systemwide/Report No. 03-35 
Page 4 

SEMS is the system required by GC §8607(a) for managing response to multi-agency and multi-
jurisdiction emergencies in California.  SEMS consists of five organizational levels, which are activated 
as necessary:  field response, local government, operational area, regional, and state.  By standardizing 
key elements of the emergency management system, SEMS is intended to facilitate the flow of 
information within and between levels of the system and facilitate coordination among all responding 
agencies.  SEMS incorporates the use of five essential Incident Command System functions:  command, 
operations, planning/intelligence, logistics, and finance/administration. 
 
Business/mission continuity is frequently considered a broader term than emergency planning.  The goal 
of emergency planning is to address the immediate impacts of the disaster and to respond as needed to 
bring the emergency to closure.  Business/mission continuity is a continuing cycle of preparation that 
includes: 

 

 

 
 

PURPOSE  
 
Our overall audit objective was to ascertain the effectiveness of existing policies and procedures related to 
the administration of Disaster and Contingency Planning (DCP) activity and to determine the adequacy 
of controls over the related processes to ensure compliance with relevant governmental regulations, 
Trustee policy, Office of the Chancellor directives, and campus procedures. 
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Within the overall audit objective, specific goals included determining whether: 
 
� Campuses have developed DCP and other processes that address the most probable incidents that may 

affect the safety of personnel, damage assets, or cause significant business interruptions and that are 
also designed to comply with recent terrorism measures. 

 
� Buildings can be safely secured and evacuated, when appropriate, or configured for sheltering-in-

place in response to disasters or emergencies. 
 
� The DCP plan is adequately tested and maintained. 
 
� Equipment, information (such as the amount of hazardous materials or number of occupants in a 

building), supplies, and trained personnel will be available when needed. 
 
� Campuses have a well-equipped emergency operations center. 
 
� Buildings have been retrofitted to the extent practical and reasonable facility measures have been 

taken, such as anchoring furniture and other potential falling objects, providing adequate fire 
suppression measures, and securing building ventilation and air handling systems so potential 
biological agents cannot be easily introduced to contaminate widespread areas. 

 
� Campuses have done what they can to reduce the risk of power interruptions. 
 
� Reasonable business continuity plans have been formulated according to priorities established for 

critical business applications, processes, and systems. 
 
� Continuity of operations beyond initial response periods is realistically addressed. 
 

SCOPE AND METHODOLOGY  
 
The proposed scope of the audit, as presented in Attachment B, Agenda Item 2 of the January 23-24, 
2003, meeting of the Committee on Audit, stated that DCP includes program and facility readiness and 
resource planning for actions related to natural and man-made disasters and the recovery therefrom.  
Potential impacts include injury of students, staff, faculty, and visitors; disruption of programs and 
services; financial exposures; damage claims from injured parties; and property damage. 
 
Our study and evaluation were conducted in accordance with the Standards for the Professional Practice 
of Internal Auditing, issued by the Institute of Internal Auditors, and included the audit tests we 
considered necessary in determining that operational and administrative controls are in place and 
operative.  This review emphasized, but was not limited to, compliance with state and federal laws, Board 
of Trustee policies, and Office of the Chancellor and campus policies, letters, and directives.  Industry-
wide standards were also considered.  The audit review period was July 1, 2001, to December 18, 2003.  
At a preponderance of the campuses visited, the public safety department had overall responsibility for 
DCP and the extent of resources devoted to the function was typically some fraction of a full-time 
position. 
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Our primary focus involved the internal administrative, compliance, and operational controls over DCP 
management.  Specifically, we reviewed and tested: 
 
� DCP policies and procedures. 
� DCP plans. 
� Availability of DCP resources, including communication systems, equipment, and supplies. 
� Mutual aid agreements. 
� Extent of exercises/tests of DCP capabilities. 
� Training of DCP personnel. 
� Registration and monitoring of visa students. 
� Control of select agents and toxins regulated by the federal government. 
� Preparation of facilities to withstand disasters. 
� Business/mission continuity arrangements for critical processes. 
 
Terrorism was considered a potential man-made emergency/disaster with DCP implications.  Two recent, 
terrorism-related initiatives at the federal level related to controlling select agents and toxins and 
registering international students were included for review subject to the limitations below: 
 
Select Agents and Toxins 
In the fall of 2002, the nine campuses visited declared in filings with the federal government that they did 
not possess any select agents and toxins.  The absence of these substances exempted the campuses from 
compliance with the controls and requirements stipulated in Code of Federal Regulations, Title 42, 
Part 73, which was promulgated to implement the provisions of the Public Health Security and 
Bioterrorism Preparedness and Response Act of 2002. 
 
Registering Non-Immigrant (International) Students 
Two key deadlines that affected non-immigrant, international students were as follows: 
 

January 30, 2003 – Any new non-immigrant, international students admitted after this date had to 
have their immigration authorization documents (commonly called a Form I-20) issued by the host 
campus through the Student and Exchange Visitor Information System (SEVIS). 
 
August 1, 2003 – Data for continuing non-immigrant, international students had to be entered into 
SEVIS by this date for tracking status. Campuses became responsible for updating the system based 
on a number of different reportable events, such as change in address, reduction in course load below 
full time, or failure to enroll not later than 30 days after the registration or program start date. 

 
Since most of this activity has been relatively recent, the procedures and systems have not had time to 
mature.  Consequently, we were unable to thoroughly audit some of these requirements, particularly on 
those campuses visited early in the audit before the mandated implementation deadlines. 
 
During the audit, we visited nine campuses:  Bakersfield, Fullerton, Los Angeles, Monterey Bay, 
Pomona, Sacramento, San Diego, San Luis Obispo, and San Marcos.  We interviewed personnel involved 
in DCP; reviewed DCP planning documents, policies, and procedures; toured emergency operation 
centers; and tested DCP-related transactions. 
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OBSERVATIONS, RECOMMENDATIONS, 
AND MANAGEMENT RESPONSES 

 
GENERAL ENVIRONMENT 

 
There was a strong, disproportionate police emphasis on business continuity planning (BCP) in the 
California State University (CSU), low organizational visibility for BCP, and a lack of planners with 
professional certification. 
 
On a systemwide basis, we noted that: 
 
� The police departments on 19 of 23 campuses were responsible for emergency services and, by 

default, BCP.  However, while the systemwide coordinator for public safety reported to the vice 
chancellor, human resources, the systemwide director of risk management, whose responsibility 
includes BCP, reported to the assistant vice chancellor, financial services.  Recently, these two 
groups collaborated to form the Systemwide Emergency Preparedness Taskforce (SWEPT). 
 

� The highest level campus person directly involved in disaster and contingency planning at the 
nine campuses visited was an associate vice president, and that was at one campus.  Five of the 
nine planners had no direct reporting relationship to executives, officers, or cabinet level 
positions. 
 

� None of the BCP planners at the nine campuses visited had received professional certification.  
Additionally, personnel in the chancellor’s office directly involved in risk management were not 
certified for emergency management or business continuity planning. 

 
Title 5 §42702 states that the chancellor shall make the appointment of all employees in the Office of 
the Chancellor (except for vice chancellors) and the president of each campus shall make the 
appointments of campus administrative, non-academic, and Management Personnel Plan (MPP) 
employees.  Sound business practice mandates appointments be based on standards that assure 
selection of best-qualified employees and appointment of personnel commensurate with planned 
activities.  For MPP employees, Title 5 §42727 states that professional development, maintenance of 
currency in field, and professional improvement are normal requirements for retention and 
advancement. 
 
Within the industry, different professional certifications are available.  The International Association 
of Emergency Managers (IAEM) offers the Certified Emergency Manager (CEM) program.  
Certifications from the Disaster Recovery Institute International (DRII) include: 
 
� Associate Business Continuity Planner – An entry-level certification for those who have 

knowledge of business continuity planning and disaster recovery and demonstrate some 
proficiency through an examination. 
 

� Certified Business Continuity Professional – The basic certification level for individuals with a 
minimum of two years experience as a business continuity/disaster recovery planner. 
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� Master Business Continuity Professional (MBCP) – This certification is for individuals with 
significant demonstrated knowledge of the industry and a minimum of five years experience as a 
business continuity/disaster recovery planner. 

 
Human Resources (HR) coded memorandum 2003-26, dated December 11, 2003, states that the 
campuses are responsible to ensure that MPP position descriptions reference any special license, 
certification, and/or registration requirements when necessary for the position. 
 
The systemwide director of risk management stated that most planners had grown into the job and 
that they would be looking at certification opportunities if and when funding was available. 
 
Lack of experienced, qualified personnel and adequate staffing can result in ineffective business 
contingency planning and impairments in the ability of the CSU to recover from a disaster. 
 
Recommendation 1 
 
We recommend that the chancellor’s office address the systemwide need to: 
 
a. Assure an emphasis on business continuity planning as an administrative function independent of 

the police. 
 
b. Establish preferred experience and qualification standards for participants in emergency 

management and business continuity planning, including professional certification. 
 
Management’s Response 
 
We concur.  The Office of the Chancellor recognizes business continuity planning as an integral part 
of a comprehensive emergency management model that encompasses mitigation, response and 
recovery.  BCP is addressed in the revised Executive Order (EO) No. 696. 
 
A memo will be issued to the presidents emphasizing the importance of both the emergency 
management and business continuity planning positions.  Attached to the memo will be sample job 
descriptions for both positions. 
 
Due Date:  January 2005 
 
 

EMERGENCY READINESS 
 
EMERGENCY PLANS 
 
Emergency management plans that covered the basic requirements for emergency response and 
incident management were in place at all nine campuses visited.  However, eight of these campus 
plans were deficient in certain areas, including the need for update/approval of documentation. 
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Examples of deficient areas included the following: 
 
� Campus-wide emergency management planning documents were in various stages of revision 

and, in some cases, plan components were not consolidated in an up-to-date document. 
 

� Amendments and revisions to the emergency plan were not always subject to documented 
executive level review and approval. 
 

� Campus emergency plans did not address such issues as the methodology for assigning incident 
command system roles and responsibilities, conflicts in emergency responder assignments, 
sheltering-in-place, headcount procedures after an evacuation, concurrent absences, vacancies/ 
extended leaves by response personnel, the threat and response to terrorism, and building and 
system restoration priorities. 

 
EO No. 696, Implementation of the California State University Emergency Preparedness Program, 
dated January 29, 1999, requires the campus president to assure that the emergency management 
system is maintained and regularly updated. 
 
In most cases, the campus management stated that the campus was proceeding with plan revisions 
subject to existing resource availability.  None of the nine campuses we visited used any type of 
software to prepare plans, although one campus was investigating the use of such software. 
 
The absence of current, updated emergency management plans undermines the ability of the 
campuses to properly respond to disasters. 
 
Recommendation 2 
 
We recommend that the chancellor’s office: 
 
a. Remind the campuses of the importance of maintaining complete up-to-date emergency 

management plans. 
 
b. Consider the development and issuance of minimum CSU-specific guidelines for items that 

should be included in the plans. 
 
c. Investigate the feasibility of all campuses using common planning software for both incident 

response/management and business continuity. 
 
Management’s Response 
 
We concur.  Revised EO No. 696 will emphasize the importance of maintaining complete up-to-date 
emergency management plans and will require review/update on an annual basis.  Revised EO No. 
696 will also state that the plan must be compliant with Standardized Emergency Management 
Systems, which provides an outline of what should be contained in an emergency management plan. 
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The Office of Risk Management will bring forth several planning software packages for review by 
SWEPT for their review and recommendation to the executive vice chancellor and chief financial 
office of the CSU.  The next scheduled meeting for SWEPT is in early January 2005. 
 
Due date:  January 2005 
 
MUTUAL AID/STANDBY AGREEMENTS 
 
Mutual aid/standby agreements were either not in place or not formalized in writing. 
 
Five of the nine campuses visited had either no agreements or a minimal number of agreements.  A 
sixth campus had some arrangements, but they had not been updated in many years. 
 
EO No. 696, Implementation of the California State University Emergency Preparedness Program, 
dated January 29, 1999, requires each campus president ensure that the following management 
activities are accomplished in support of emergency preparedness: 
 
� Determination, acquisition, and maintenance of facilities, equipment, and related supplies for 

emergency preparedness. 
 

� Periodic testing of mutual aid agreements. 
 

Federal Emergency Management Agency, Emergency Management Guide for Business & Industry, 
§2, under Involving the Community, recommends establishing mutual aid agreements with local 
response agencies. 
 
The CSU Report of the Ad Hoc Committee on Emergency Preparedness, Appendix III b, dated 
July 19, 1995, states that: 
 
� Equipment, Supplies and Services:  Contracts for these types of off-campus resources should be 

established prior to the occurrence of a disaster.  Examples of contracted resources that may be 
needed during a disaster include: 

 
Heavy equipment 
Engineering services (i.e., structural engineer) 
Hazardous materials cleanup 
Generators 
Temporary shelter 
Food and water 
Toilets 
Fencing 
Communication equipment (radios, cellular phones) 
Building materials 
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� Mutual Aid Agreements:  Many universities rely on mutual aid from other campuses for 
assistance during an emergency.  Functional areas that may benefit from mutual aid include 
police/law enforcement and hazardous materials response and cleanup. 

 
Certain campus management acknowledged that the agreements were a valid planning tool, while 
others indicated that procurement card programs mitigated the need for any agreements because limits 
could be increased on certain cards and vendors could be utilized that already had established 
business relationships with the campus. 
 
The absence of mutual aid/standby agreements for aid and off-campus emergency resources can 
contribute to the inability of the campuses to effectively respond to emergencies. 
 
Recommendation 3 
 
We recommend that the chancellor’s office reevaluate the issue of mutual aid/standby agreements and 
provide specific direction to the campuses concerning formalized written agreements or viable 
alternatives. 
 
Management’s Response 
 
We concur.  The Office of Risk Management will reevaluate the issue of mutual aid/standby 
agreements utilized within the system.  A memorandum will be issued to the campuses providing 
specific direction concerning formalized written mutual aid/standby agreements and/or viable 
alternatives. 
 
Due date:  January 2005 
 
POSITION DESIGNEES 
 
The availability of trained responders in designated plan positions required improvement. 
 
From our review of nine campuses, we found the following: 
 
� The roster of designees in key responder positions was incomplete either as to the primary 

designee or the alternate backup at four campuses. 
 
� Key responders and their designated alternates were either frequently away from the campus at 

the same time or no specific arrangements were in place if the plans were activated during their 
absence at two campuses. 

 
� Insufficient training and/or training recordkeeping was noted at four campuses. 
 
Title 5 §41302 states that during periods of campus emergency, as determined by the president of the 
individual campus, the president may, after consultation with the chancellor, place into immediate 
effect any emergency regulations, procedures, and other measures deemed necessary or appropriate to 
meet the emergency, safeguard persons and property, and maintain educational activities. 
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Government Code (GC) §8607(a) requires the use of the Standardized Emergency Management 
System (SEMS) for managing responses to multi-agency and multi-jurisdiction emergencies in 
California.  SEMS incorporates the use of five essential Incident Command System functions 
(command, operations, planning/intelligence, logistics and finance/administration) and requires 
staffing in a number of different positions, such as emergency operations executive, incident 
commander, and four section managers. 
 
EO No. 696, Implementation of the California State University Emergency Preparedness Program, 
dated January 29, 1999, requires that there be adequate training of emergency personnel. 
 
California Office of Emergency Services, Standardized Emergency Management Systems Guidelines, 
Part II.A.3, dated December 23, 1994, recommends that a SEMS training recordkeeping system 
include: 
 
� An individual training record for each person, kept either in his or her personnel file or in a 

separate training record.  The name of the course, instructor, location, and date of the course 
should be included in the training record. 

 
� Maintenance of the individual training record for as long as the person is employed in a position 

that involves an emergency response role. 
 

� Documentation of the agency’s SEMS training program, including copies of the training 
materials used, such as instructor syllabus, lesson plans, student notebook, exercises, and tests. 

 
Several campuses were moving away from assigning individuals to specific plan positions in favor of 
qualifying participants as generalists to fill any role.  Also, some campuses were decentralizing 
responsibilities on training recordkeeping to departments, but there was no review to verify that the 
documentation was being maintained. 
 
The ability of the campuses to activate emergency management plans and effectively respond to 
emergencies is impacted if key primary and alternate plan positions are unfilled, if designees are 
unavailable due to absences, and/or if the campuses have not maintained effective training regimens. 
 
Recommendation 4 
 
We recommend that the chancellor’s office encourage the campuses to: 
 
a. Adopt a strategy of two-deep designations or ample cross-training to provide a higher level of 

assurance that key responders will actually be available to staff plan positions when needed. 
 
b. Establish specific training expectations and training recordkeeping guidelines for participants in 

campus emergency plans. 
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Management’s Response 
 
We concur.  The revised EO No. 696 will cover the adoption of two-deep designations, including 
cross-training, to provide a higher level of assurance that trained key responders will be available to 
staff plan positions when needed.  Mandatory SEMS training is being conducted for the campuses 
adopting the two-deep designations.  Four members of each campus will be attending the training 
sessions – two at each session.  The sessions will be conducted in December 2004 and in January 
2005. 
 
The revised EO No. 696 will require specific training guidelines for participants in the building 
marshal programs and for those designated as members of the campus emergency management team 
on an annual basis.  Recordkeeping guidelines are also included in revised EO No. 696. 
 
Due date:  January 2005 
 
BUILDING COORDINATORS 
 
An adequately staffed or trained group of building coordinators was not in place at five of the nine 
campuses visited. 
 
We noted the following: 
 
� Some turnover in positions or work locations where the building marshals were assigned, 

separation of employment, or unilateral resignation from active participation in the program 
creating vacancies that were unfilled. 

 
� Lack of alternates to cover absences. 
 
� No coordinators assigned to specific buildings, one person serving as primary coordinator for 

several buildings, and some confusion in co-coordinator responsibilities. 
 

� One campus with a coordinator program that was still being piloted in limited areas on the 
campus. 
 

� Informal coordinator arrangements with incumbents who were not trained. 
 
EO No. 696, Implementation of the California State University Emergency Preparedness Program, 
dated January 29, 1999, requires that there be adequate training of emergency personnel.  The extent 
of emergency personnel necessary to establish a cadre of trained individuals is assumed. 
 
The CSU’s Report of the Ad Hoc Committee on Emergency Preparedness, Appendix III, Item 6, 
dated July 19, 1995, states that campuses should appoint and train building floor wardens (faculty or 
staff) to work with disaster coordinators. 
 
Campus management cited various reasons for these conditions, including position vacancies and 
staff moving to different locations or changing jobs.  Management at a small campus stated that its 
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need for building coordinators/marshals would increase as they grew, and management at one other 
campus stated that it was in the midst of evaluating a pilot program for building coordinators/ 
marshals. 
 
Emergency responsiveness may be delayed without an adequately staffed and trained team of 
building emergency coordinators to lead emergency evacuations. 
 
Recommendation 5 
 
We recommend that the chancellor’s office remind the campuses of the importance of maintaining an 
adequately staffed and trained group of building coordinators to assist in emergency preparedness and 
response. 
 
Management’s Response 
 
We concur.  The Office of Risk Management will issue a memorandum reminding campuses of the 
importance of maintaining an adequately staffed and trained group of building coordinators/marshals 
to assist in emergency preparedness and response. 
 
Revised EO No. 696 will also address the issue of the importance of building marshal programs. 
 
Due date:  January 2005 
 
VOLUNTEERS 
 
A delegation of authority from the Governor’s Office of Emergency Services (OES) to register 
disaster service workers had not been requested and/or an inventory of volunteer skills had not been 
performed at five of the nine campuses visited. 
 
We found that three campuses did not have OES authorization to register disaster service workers, 
and five campuses had not compiled a list of volunteer skills. 
 
California Code of Regulations, Title 19, Disaster Service Worker Volunteer Program (DSWVP), 
§2570.1 and §2570.2 indicate, in part, that the Legislature has provided a state-funded program of 
workers’ compensation benefits for disaster service worker volunteers who contribute their services 
to protect the health and safety and preserve the lives and property of the people of the state.  A 
disaster service worker is any person registered with a disaster council or the OES, or a state agency 
granted authority to register disaster service pursuant to the California Emergency Services Act 
without pay or other consideration.  In the past, the authorization for CSU campuses to register 
disaster service workers had been delegated individually to those campuses that requested the 
authority from the OES director. 
 
The CSU’s Report of the Ad Hoc Committee on Emergency Preparedness, dated July 19, 1995, states 
that the campus should develop a skills inventory as a basis for recruiting and assigning volunteers 
and staff for special assignments. 
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The OES publication, They Will Come, revised November 2001, describes the three most common 
disaster-volunteer management options as: 
 
1. A Convergent Volunteer Management Plan — Unsolicited (convergent) volunteers often 

overwhelm local government and community agencies following a disaster with offers to help.  A 
Convergent Volunteer Management Plan directs their talents and energy to disaster response and 
relief efforts.  Such a plan requires less staff, funds, and time to maintain than an ongoing disaster 
volunteer program.  It must, however, include staff training; preparing duty checklists, policies, 
and procedures; and securing necessary supplies and equipment. 
 

2. A Reserve Disaster Volunteer Program — Unlike a convergent volunteer plan, a reserve program 
requires recruitment and training of the volunteers. Reserve disaster volunteers do not work with 
paid staff on a daily basis; instead, they are trained to perform a specific function in an 
emergency.  Reserve volunteers can also be trained to carry out ongoing services to help maintain 
routine services when paid staff are responding to a disaster. 
 

3. An Ongoing Disaster Volunteer Program — Of the three alternatives, an ongoing program 
requires the most effort, but it is also the most versatile.  Unlike the reserve program, volunteers 
are not limited to response roles, but can work to promote community/agency preparedness and 
assist with day-to-day operations. 

 
Only one of the nine campuses visited went beyond the minimum necessary for a convergent 
volunteer program and actively recruited and trained volunteers. 
 
In response to our systemwide Seismic Safety and Disaster Readiness report, dated March 30, 1998, 
all CSU campuses were reminded of the need to request OES authorization.  Since that time, there 
have been several initiatives within the CSU on volunteers including: 
 
� In November 2000, the CSU Board of Trustees - Committee on University and Faculty Personnel 

(UFP) passed resolution UFP 11-04-00 stating that volunteers, while performing services for the 
CSU, are defined as employees for purposes of workers’ compensation coverage. 
 

� In December 2001, human resources in the chancellor’s office issued coded memorandum 
HR 2001-38 entitled “CSU Volunteer Policy.” 

 
Management at the campuses that had not requested the OES delegation stated either that reliance on 
state employees conscripted pursuant to GC §3100 would cover their needs, they were unaware of the 
OES arrangements, or there may no longer be any need for the OES authorization considering the 
committee resolution (UFP 11-04-00) from the CSU Board of Trustees.  With respect to compiling 
volunteer skills or getting prepared in advance for a minimal convergent-level volunteer program, 
campus management cited a lack of available paid staff dedicated to emergency preparedness and 
other priorities. 
 
In the absence of OES authorization, the campus is exposed to potential liability for disaster service 
worker volunteers, and not maintaining an inventory of emergency response skills for disaster service 



OBSERVATIONS, RECOMMENDATIONS, AND MANAGEMENT RESPONSES 
 
 

 
 

Disaster and Contingency Planning/Systemwide/Report No. 03-35 
Page 16 

worker volunteers increases the risk that competent members in the campus community will not be 
considered. 
 
Recommendation 6 
 
We recommend that the chancellor’s office: 
 
a. Seek clarification on the necessity to obtain authorization from OES to register disaster service 

worker volunteers and communicate the results to the campuses. 
 
b. Encourage campuses to specifically identify and justify in planning documents the type of 

volunteer program they use, as well as compile an inventory of volunteer skills. 
 
Management’s Response 
 
The Office of Risk Management spoke to the program coordinators for the OES DSWVP for 
clarification regarding the necessity to obtain authorization to register disaster service worker 
volunteers.  DSWVP coordinators have confirmed that the campuses must obtain authorization from 
OES to register disaster service worker volunteers. 
 
A memorandum will be issued communicating the DSWVP program requirements and process.  The 
memorandum will also emphasize to each campus the importance of identification and documentation 
in planning documents regarding their volunteer program, as well as to encourage them to compile an 
inventory of skills within their volunteer pool. 
 
Due date:  January 2005 
 
PLAN TESTING 
 
Emergency management plans were either not extensively tested or test results were not adequately 
documented at five of the nine campuses visited. 
 
EO No. 696, Implementation of the California State University Emergency Preparedness Program, 
dated January 29, 1999, requires the campus president to assure that there is periodic testing of 
simulated emergency incidents. 
 
California Code of Regulations, Title 19, §2447 requires the use of the standardized emergency 
management system at all levels of operation when exercises are performed. 
 
California Office of Emergency Services, Standardized Emergency Management Systems Guidelines, 
Part II, dated December 23, 1994, indicates that the suggested exercise program include: 
 
� A discussion type exercise in the first year and an emergency operations center (EOC) simulation 

exercise. 
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� Ongoing exercises on a four-year cycle involving one full-scale exercise during the four-year 
cycle and one functional exercise during each of the remaining three years. 

 
California Office of Emergency Services, Standardized Emergency Management Systems Guidelines, 
Part III – After Action Reports, dated December 23, 1994, indicates that the completion of after 
action reports is a part of the required standardized emergency management system reporting process.  
The elements of an after action report include response actions, application of the standardized 
emergency management system, modifications to plans and procedures, training needs, and recovery 
activities. 
 
Campus management cited several reasons for the minimal plan testing and test documentation 
including other priorities, such as completing plan revisions or individual training, vacancies in plan 
positions, and orientation towards handling the test analysis verbally. 
 
Inadequate testing of the emergency management plan and documentation of test results increases the 
risk of ineffective preparedness. 
 
Recommendation 7 
 
We recommend that the chancellor’s office establish specific expectations for emergency 
management plan tests, including test results documentation. 
 
Management’s Response 
 
We concur.  The revised EO No. 696 will establish specific expectations for emergency management 
plan tests, including test results documentation. 
 
Due date:  January 2005 
 
INTERNATIONAL STUDENTS 
 
Controls over the monitoring of international (non-immigrant) students needed strengthening in the 
areas of segregation of duties and documentation of procedures. 
 
We noted a lack of segregation of duties between the admission/evaluation process and the issuance 
of the immigration paperwork commonly known as the I-20 at five campuses.  Written procedures 
had not been developed for various functions, such as admitting international students, monitoring 
reportable events and distance learning, and reporting information to the Bureau of Citizenship and 
Immigration Services at five campuses.  In addition, certain data discrepancies, missing 
documentation, or incomplete files were noted at two campuses. 

 
The campuses visited typically had multiple channels by which international students applied and 
received a “Certificate of Eligibility” called Form I-20.  The campus issued Form I-20 through the 
Student and Exchange Visitor Information System (SEVIS) and sent the form to the student, who 
then took it to the embassy/consulate in her/his home country to apply for a visa.  Most students 
applied through the admissions process and were admitted to the campus by the admissions office.  
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Others were accepted through programs that did not require admission to the campus, such as 
studying English as a second language.  The directors of international student programs offices were 
generally the Principal Designated School Officials (PDSOs), while the Designated School Officials 
(DSOs) were spread throughout other offices that were not supervised by the PDSO, such as 
admissions and continuing/extended education. 
 
Code of Federal Regulations, Title 8, Part 214, Retention and Reporting of Information for F, J and 
M Non-Immigrants; Student and Exchange Visitor Information System; Final Rule, dated 
December 11, 2002: 
 
� Prescribes institutional responsibilities for reportable events involving international students, 

including change of address and less than full-time enrollments, and restricts international 
students to one distance education or online class or three credits per semester towards his/her full 
course of study requirements. 

 
� Establishes institutional responsibility for SEVIS in a PDSO and up to nine other DSOs. 
 
When the CSU campuses petitioned the federal government to participate in SEVIS, the application 
committed the campus to keep and make available the following information: 
 
1. The admission number from the student’s Form I-20. 
2. Country of citizenship. 
3. Address and telephone number in the United States. 
4. Status, i.e., full time or part time. 
5. Course load. 
6. Date of commencement of studies. 
7. Degree program and field of study. 
8. Expected date of completion. 
9. Non-immigrant classification. 
10. Termination date and reason, if known. 
11. The documents showing the scholastic ability and financial status on which the student’s 

admission to the school was based. 
12. Information specified by the federal government as necessary to identify the student and to 

determine the student’s immigration status. 
 
Campuses were also obligated to monitor changes in this information and comply with other 
restrictions, such as limits on the number of courses that can be taken online or through distance 
education and concurrent enrollments in multiple institutions. 
 
The CSU last surveyed the status of SEVIS compliance through Academic Affairs (AA) coded 
memorandum AA-2002-57, dated December 5, 2002, in which campuses were requested to self-
report by January 30, 2003, actions undertaken to implement the federal regulations, which at that 
time were still relatively new.  While draft versions of the federal requirements were in circulation 
and preceded the final rules, this latter document was not published in the federal register until 
December 11, 2002.  Each CSU campus provided a response to AA-2002-57.  These responses were 
reviewed in the chancellor’s office, and no additional action was undertaken. 
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Additionally, the CSU had addressed these homeland security needs via the PeopleSoft 
implementation through PASS (Patriot Act SEVIS Solution).  As of September 2002, PASS could be 
utilized if PeopleSoft Student Administration version 7.6 or 8.0 was implemented.  Student 
Administration is the last of the three PeopleSoft modules being implemented by the CSU, and 
campuses are in various stages of this implementation. 
 
State Administrative Manual §20050 indicates that the elements of a satisfactory system of internal 
accounting and administrative controls include, in part, a system of recordkeeping procedures and a 
plan of organization that provides segregation of duties. 
 
Campus management cited several reasons for these conditions, including the impracticality of 
separation of duties due to staffing issues, continuing revisions to procedures to deal with the 
relatively new requirements, and waiting for the implementation of PeopleSoft. 
 
Inadequate control over the admittance of international students and reporting and maintenance of 
student information increases the risk of non-compliance with federal regulations. 
 
Recommendation 8 
 
We recommend that the chancellor’s office remind the campuses of the importance of compliance 
with federal regulations concerning international students and regularly advise the campuses 
concerning best practices for controlling and reporting international student information, including 
those offered by PeopleSoft. 
 
Management’s Response 
 
We concur.  The Office of Risk Management will coordinate with the Office of International 
Programs and the Office of General Counsel in preparation of a memorandum to the campuses to 
emphasize the importance of compliance with federal regulations concerning international students. 
 
The memorandum will also advise the campuses of best practices endorsed by the Office of 
International Programs concerning the controlling and reporting of international student information, 
including those offered by PeopleSoft. 
 
Due date:  January 2005  
 
 

FACILITY ISSUES 
 
Generators were not available in all key locations or adequately tested at five of the nine campuses 
visited. 
 
Emergency generators were not available in certain key locations at four campuses (including one 
health center), while one other campus had some older generators and weak test protocols.  On one 
campus, we noted that the generators, including the EOC generator, were an average of 17 years old, 
with the oldest put into service 30 years ago.  Additionally, the generators were not tested under load 
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or dummy loads to simulate present usage, and the generators with self-test mechanisms did not 
automatically alert the campus to failed tests. 
 
EO No. 696, Implementation of the California State University Emergency Preparedness Program, 
dated January 29, 1999, requires the campus president to determine, acquire, and maintain facilities, 
equipment, and related supplies for emergency preparedness. 
 
The Accreditation Association for Ambulatory Health Care, of which many campuses are members, 
requires alternate power adequate for the protection of life and safety of patients and staff in student 
health centers. 
 
The May/June 2003 issue of Contingency Planning and Management, in an article entitled “Planning 
for Emergency Power,” states that the first imperative in emergency power planning is to outfit the 
essential facilities with permanent backup power and to make certain that existing backup equipment 
is properly sized and in good repair.  Essential facilities are defined to include medical care and 
emergency response command and control areas. 
 
Management at several campuses cited cost as a factor in the decision not to add/install dedicated 
emergency generators, while one campus indicated that portable generators would be used as needed. 
 
Without adequate emergency power generators, key areas on some campuses may not be available 
should a power outage and/or disaster occur. 
 
Recommendation 9 
 
We recommend that the chancellor’s office require campuses to have available emergency generators 
in all key locations and establish specific expectations for their maintenance and testing, including the 
types and frequency of tests, generator replacement schedules, verification procedures for unattended 
generators that might have failed in automated tests, and the extent of required testing documentation. 
 
Management’s Response 
 
We concur.  A memorandum will be issued to the campuses that will remind them of the importance 
of emergency generators in all key locations and provide specific expectations for the maintenance 
and testing to include: 
 
� Types and frequency of tests. 
� Generator replacement schedules. 
� Verification procedures for unattended generators. 
� Extent of required testing documentation and recordkeeping. 

 
Due date:  January 2005 
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BUSINESS CONTINUITY 
 
A process was not in place to measure the effectiveness of BCP by the campuses. 
 
None of the campuses visited had adequate arrangements for business continuity.  Critical processes 
were not well defined and related plans were incomplete, except for recovery of information 
technology.  Adequate plans are necessary before testing can occur. 
 
The November 2002 issue of Contingency Planning and Management, in an article entitled 
“Protecting the Halls of Knowledge:  BCP at Colleges and Universities,” refers to the University of 
Denver as an independent institution with approximately 9,300 students in undergraduate, graduate, 
and professional programs.  This particular university identified 125 critical processes that they 
combined into 72 separate business continuity plans. 
 
The November/December 2003 issue of Contingency Planning and Management, in an article entitled 
“Measuring Your Program,” states that it is always a challenge to determine if your business 
continuity program measures up against industry standards or benchmarks.  The article introduces 
three different methodologies for evaluating the strength of BC programs. 
 
The California State University, Northridge vice president of administration and finance, in a recently 
authored book entitled Mission Continuity Planning, states that the 11 steps to developing a 
mission/business continuity plan are: 
 
1. Set organizational goals and identify realistic objectives. 
2. Analyze the business impact of unmitigated risks and their primary and secondary 

consequences. 
3. Assign responsibilities to key individuals. 
4. Conduct a business impact analysis. 
5. For every critical process, assign appropriate individuals who can develop a business recovery 

plan. 
6. Identify the minimum requirements needed to return to full operations. 
7. Integrate the individual recovery plans into a draft mission continuity plan. 
8. Identify a central location for the mission recovery plan. 
9. Develop a cost estimate for implementing the plan. 
10. Conduct training sessions, establish a testing schedule, periodically audit the plan, and make 

appropriate improvements. 
11. Identify a mission continuity planning coordinator. 
 
Management at a majority of campuses visited cited reliance on provisions for recovery of 
information technology as adequate for BCP purposes, although some campuses had started 
identifying critical processes. 
 
Absence of industry comparable plans and evaluation methodologies increases the risk that the CSU 
has not adequately streamlined the process, provided consistency across campuses, and assured that 
there is reasonable coverage for planning necessities for business continuity/resumption. 
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Recommendation 10 
 
We recommend that the chancellor’s office adopt a specific BCP format and evaluation methodology 
for CSU systemwide application and periodically require plan evaluations. 
 
Management’s Response 
 
We concur.  The revised EO No. 696 will discuss business continuity planning as an integral part of 
comprehensive emergency management.  It will also address the preparation and annual review of the 
plan.  Although each plan is unique and designed to the specific campus, the common elements that 
should be incorporated in each plan will be included in the revised EO No. 696. 
 
Due date:  January 2005 
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Stephen Williams Captain, Public Safety 
Robert Yonemitsu Buyer, Procurement Services 
 
California Polytechnic State University, San Luis Obispo 
Warren J. Baker President 
Donna Amos Associate Director, Admissions and Recruitment 
Bob Anderson Public Affairs Officer 
Deby Anderson Commuter Services Coordinator, University Police 
Barbara Andre Associate Director, International Education and Programs 
Sharon Andresen Library Circulation Supervisor 
Ken Barclay Director, Student Life and Leadership 
Marc Benadiba Assistant Director, Payroll Services 
Martin Bragg Director, Health and Counseling Services 
Cindy Campbell Associate Director, University Police 
Marlene Cartter Associate Registrar 
Gwen Chavarria Human Resources Manager 
Les Ferreira Department Head, Dairy Science 
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Vera Gee Assistant Director, Admissions and Recruitment 
Marlene Gibbons Accounts Payable Accounting Technician, Fiscal Services 
Linda Halisky Director, International Education and Programs 
Larry Hammons Senior Admissions Associate, Admissions and Recruitment 
Mark Hunter Interim Director, Facility Services 
Larry Kelley Vice President, Administration and Finance 
Bob Kitamura Director, Facilities Planning 
Leah Kolt Director, Public Affairs 
Lorlie Leetham Director, Fiscal Services 
Johanna Madjedi Director, Communications and Computing Services 
Dara Manker Analyst/Programmer, ITS Application and Information Management 
Jim Maraviglia Assistant Vice President, Admissions, Recruitment and Financial Aid 
Greg Melnyk Purchasing Supervisor, Contract and Procurement Services 
Barbara Melvin Director, Human Resources 
Doug Overman Assistant Director, Facility Services 
Bob Pahlow Assistant Director, Facility Services 
Alan Pepe Assistant Director, Housing and Business Services 
David Ragsdale Manager, Environmental Health and Safety 
Rick Ramirez Associate Vice President for Finance 
Joe Risser Manager, Risk Management 
Matt Roberts Director, Contract and Procurement Services 
Vicki Stover Associate Vice President for Administration 
Mike Suess Associate Vice President, Academic Personnel 
John Sullivan Travel Coordinator 
Susan Tripp SEVIS Coordinator, International Education and Programs 
Johan Uyttewaal Associate Director, Facilities Planning and Capital Projects 
Karen Webb Associate Director, Budget and Analytic Business Services 
 
California State University, San Marcos 
Karen S. Haynes President 
Alexander Gonzalez President (at time of review) 
Roy McTarnaghan Interim President (at time of review) 
Terry Allison Interim Vice President and Chief Financial Officer, 

Finance and Administrative Services 
Shirley Brady Interim Controller 
George Cagala Publications Manager 
Carla Charlow Accounts Payable Lead, Direct Pay/Travel 
Russ Decker Director, Planning, Design and Construction 
Barbara Dovenbarger Director of Internal Audit 
Charles Evans Deputy Building Official and Campus Fire Marshall 
Regina Frasca Director, Risk Management and Safety 
Steve Garcia Vice President, Finance and Administrative Services/ 

Chief Financial Officer (at time of review) 
Vicki Golich Director, Faculty Center and Interim Chair, Political Science 
Suzanne Green Associate Vice President, Finance and Business Services 
Deborah High Safety Officer 
Irene LaPolice Deputy Controller, Payroll Services 
Linda Leiter Associate Vice President, Human Relations and Campus Enterprises 
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Danielle McMartin International Student and Scholar Advisor 
Gil Oswald Drafting Technician, Facility Services 
Jonathan Poullard Dean of Students 
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Jeri Richards Technical Specialist, Enrollment Services 
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Tom Schultheis Chief of Police 
Deborah Smith Risk Manager 
Abigail Stone Resource and Special Projects Manager 
Art Torres Director, Procurement and Support Services 
Wayne Veres Director, Systems Development and Software Engineering 
Chuck Walden Interim Director, Facility Services 
Bill Ward Director, Telecommunications and Network Operations 
Peter Zwick Director, University Global Affairs 
  
Others  
Anita Chant Disaster Service Worker Volunteer Program (DSWVP) Coordinator 
Judy Miller DSWVP Coordinator 
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The California StateUniversity System Office of the Chancellor 

To: Mr. Larry Mandel 
UniversityAuditor 

Date: September20, 2004 

Phone: 562-951-4580 

Subject: Disaster and Contin!!encv Plannin!!. Audit ReDort Number 03-35 

We havereviewedthe abovecaptionedreportandexpressourresponsesin the 
attacheddocument.Also enclosedis a diskette/filewith the audit 
recommendations responses.andmanagement 

Should you have any questions or need further infonnation, please contact Ms. Charlene 
Minnick, Director Risk Management at extension 1-4580. 

RPW:cmm 

Attachment 

cc: 	 Mr. DennisHordyk, AssistantVice Chancellor,FinancialServices 
Ms. CharleneMinnick, SeniorDirector~SystemwideRisk Management 
Mr. JimUsher,Audit Manager 

RECEIVED 
UNIVERSITYAUDITOR 1 

THECALIFORNIASTATE 
UNIVERSITY 

From: 
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DISASTER AND CONTINGENCY PLANNING 

SYSTEMWIDE 

Report Number 03-35 
June 29, 2004 

GENERAL ENVIRONMENT 

Recommendation1 

We recommendthatthe chancellor'soffice addressthe systemwideneedto: 

a. Assurean emphasisonbusinesscontinuityplanningasanadministrativefunction independentof 
thepolice. 

b. Establish preferred experience and qualification standards for participants in emergency 
managementandbusinesscontinuityplanning,includingprofessionalcertification. 

Management's Response: 

Weconcur. TheOffice ofthe Chancellorrecognizesbusinesscontinuityplanning as an integralpart 
of a comprehensiveemergencymanagementmodel that encompassesmitigation, responseand 
recovery. BCP is addressedin therevisedExecutiveOrder number696. 

A memo will be issuedto thepresidents emphasizingthe importance of the both the emergency 
managementand businesscontinuityplanning positions. Attachedto the memowill be samplejob 
descriptionsfor bothpositions. 

DueDate: January,2005 

EMERGENCY READINESS 

EMERGENCY PLANS 

Recommendation2 

We recommendthatthe chancellor'soffice: 

Remind the campusesof the importance of maintaining complete up-to-date emergency 
managementplans. 

a. 

b. Consider the developmentand issuanceof minimum CSU-specific guidelines for items that 
shouldbe includedin theplans. 
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Investigatethe feasibility of all campusesusing commonplanning software for both incident 
response/managementandbusinesscontinuity. 

Management'sResponse: 

We concur. RevisedExecutiveOrder 696 will emphasizethe importance of maintaining complete 
up-to-date emergencymanagementplans and will require review/updateon an annual basis. 
RevisedEO 696 will also state that the plan must be compliant with StandardizedEmergency 
ManagementSystemswhich provides an outline of what should be contained in an emergency 
managementplan. 

TheOffice ofRiskManagementwill bringforth severalplanning softwarepackagesfor reviewby the 
SystemwideEmergencyPlanning Taskforce(SWEPT)for their review and recommendationto the 
ExecutiveVice Chancellorand ChiefFinancial Office ofthe CSU The nextscheduledmeetingfor 
SWEPTis in earlyJanuary,2005. 

Due date: January,2005 

MUTUAL AID/STANDBY AGREEMENTS 

Recommendation3 

We recommendthat the chancellor'soffice reevaluatethe issue of mutual aid/standbyagreements 
and provide specific directionto the campusesconcerningformalizedwritten agreementsor viable 
alternatives. 

Management's Response: 

We concur. The Office of Risk Managementwill re-evaluate the issue of mutual aid/standby 
agreementsutilized within the system. A memorandumwill be issuedto the campusesproviding 
specific direction concerningformalized written mutual aid/standbyagreementsand/or viable 
alternatives. 

Due date: January,2005 

POSITION DESIGNEES 

Recommendation4 

We recommendthatthe chancellor'soffice encouragethe campusesto: 

a. Adopt a strategyof two-deepdesignationsor amplecross-trainingto provide a higher level of 
assurancethat key responderswill actually be availableto staff plan positions when needed. 

b. Establishspecifictraining expectationsand training recordkeepingguidelinesfor participantsin 
campusemergencyplans. 
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Management'sResponse: 

We concur. The revisedExecutive Order 696 will cover the adoption of two-deepdesignations 
including crosstraining to provide a higher level ofassurancethat trained key responderswill be 
availableto staffplan positions whenneeded.MandatorySEMStraining is beingconductedfor the 
campusesadoptingthe two-deepdesignations.Four membersofeachcampuswill be attendingthe 
training sessions-two at eachsession. The sessionswill be conductedin December2004 and in 
January2005. 

The revisedExecutiveOrder 696 will require specific training guidelinesfor participants in the 
building marshal programs and for those designatedas members of the campus emergency 
managementteam on an annual basis. Recordkeepingguidelines are also included in revised 
ExecutiveOrder696. 

Due date: January,2005 

BUILDING COORDINATORS 

Recommendation5 

We recommendthatthe chancellor'soffice remindthe campusesof the importanceof maintainingan 
adequatelystaffed and trained group of building coordinatorsto assistin emergencypreparedness 
andresponse. 

Management's Response: 

We concur. 11zeOffice ofRisk Managementwill issuea memorandumreminding campusesof the 
importance of maintaining an adequately staffed and trained group of building 
coordinators/marshalsto assistin emergencypreparednessandresponse. 

RevisedExecutiveOrder 696 will also addressthe issue of the importance of building marshal 
programs. 

Due date: January,2005 

VOLUNTEERS 

Recommendation6 

We recommendthatthe chancellor'soffice: 

Seekclarification on the necessityto obtain authorizationfrom OES to register disasterservice 
workervolunteersandcommunicatetheresultsto the campuses. 

a. 

b. 	 Encouragecampusesto specifically identify and justify in planning documentsthe type of 
volunteerprogramtheyuse,aswell ascompile aninventoryof volunteerskills. 
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Management'sResponse: 

The Office of risk Managementspoketo the Program Coordinatorsfor the DESDisaster Service 
Worker Volunteer Program (DSWVP)for clarification regarding the necessity to obtain 
authorizationto register disasterserviceworkervolunteers. Ms. Anita ChantandMs. JudyMiller, 
DSWVP coordinators,have confirmedthat the campusesmust obtain authorizationfrom DES to 
registerdisasterserviceworker volunteers. 

A memorandumwill be issuedcommunicatingthe DSWVPprogram requirementsandprocess. The 
memorandum will also emphasize to each campus the importance of identification and 
documentationin planning documentsregarding their volunteerprogram as well as to encourage 
themto compilean inventory ofskills within their volunteerpool. 

Due date: January,2005 

PLAN TESTING 

Recommendation7 

We recommend that the chancellor's office establish specific expectations for emergency 
managementplan tests,includingtestresultsdocumentation. 

Management's Response: 

Weconcur. The revisedExecutiveOrder 696 will establishspecific expectationsfor emergency 
managementplan tests,includingtestresultsdocumentation. 

Due date: January,2005 

INTERNATIONAL STUDENTS 

Recommendation8 

We recommendthat the chancellor'soffice remind the campusesof the importanceof compliance 
with federal regulations concerning international students and regularly advise the campuses 
concerningbestpractices for controlling and reporting internationalstudentinformation including 
thoseoffered by PeopleSoft. 

Management'sResponse: 

We concur. The Office of Risk Managementwill coordinate with the office of International 
Programsand the Office of GeneralCounselin preparation ofa memorandumto the campusesto 
emphasizethe importanceofcompliancewithfederal regulationsconcerninginternationalstudents. 

The memorandumwill also advise the campuses of best practices endorsed by the office of 
International Programs concerning the controlling and reporting of international student 
informationincludingthoseofferedby PeopleSoft. 

Due date: January,2005 
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FACILITY ISSUES 

Recommendation9 

We recommendthatthe chancellor'soffice requirecampusesto haveavailableemergencygenerators 
in all key locationsand establishspecific expectationsfor their maintenanceand testing, including 
the types and frequency of tests, generatorreplacementschedules,verification procedures for 
unattendedgeneratorsthat might have failed in autonlatedtests,and the extent of required testing 
documentation. 

Management'sResponse: 

Weconcur. A memorandumwill be issuedto thecampusesthat will remind them ofthe importance 
of emergencygeneratorsin all key locationsandprovide specific expectationsfor the maintenance 
and testingto include: 

.Types andfrequency oftests 

.Generator replacementschedules 

.Verification proceduresfor unattendedgenerators 

.Extent ofrequiredtestingdocumentationandrecordkeeping. 

Due date: January,2005 

BUSINESS CONTINUITY 

Recommendation10 

We recommendthatthe chancellor'soffice adopta specific BCP fonnatand evaluationmethodology 
for CSUsystemwideapplicationandperiodicallyrequireplan evaluations. 

Management'sResponse: 

We concur. The revised Executive Order 696 will discuss Business Continuity Planning as an 
integral part of comprehensive emergencymanagement. It will also address the preparation and 
annual review of the plan. Although each plan is unique and designed to the campus specific, the 
common elements that should be incorporated in eachplan will be included in the revised Executive 
Order 696. .III 

Due date: January,2005 
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KERSFIELD 

October 8, 2004 
CHANNEL ISLANDS 

CHICO 

MEMORANDUMDOMINGUEZ HILLS 

FRESNO 

TO:FULLERTON 

HAYWARD 

FROM: 
HUMBOLDT 

LONG BEACH SUBJECT: Draft Final Report Number 03-35 on 
Disaster and ContingencyPlanning, Systemwide

LOSANGE~ 

MARITIME ACADEMY 

In response to your memorandum of October 8, 2004, I accept the response as 
submitted with the draft final report on Disaster and ContingencyPlanning. 

MONTEREY BAY 

NORTHRIDGE 

POMONA 

CBR/amd 
SACRAMENTO 

Enclosure 
SANBERNARDINO 

cc: Mr. DennisHordyk, AssistantVice Chancellor,FinancialServices 
Mr. RichardP. West,ExecutiveVice ChancellorandChief FinancialOfficerSAN DIEGO 

SANFRANCISCO 

SANJOSE 

SAN LUIS OBISPO 

SAN MARCOS 

SONOMA 

STANISLAUS 

401 GOLDENSHORE.loNG BEACH,CA 90802-4210 .(562) 951-4700 .Fax (562) 951-4986 .creed@calstate.edu 
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