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EXECUTIVE SUMMARY

In July 1981, the Board of Trustee policy concerning auxiliary organizations was adopted in the
Resolution of the Committee on Finance (RFIN) 7-81-4. Executive Order 698, Board of Trustees Policy
for the California Sate University Auxiliary Organizations, dated March 3, 1999, required that the Office
of the University Auditor conduct internal compliance/internal control reviews of auxiliary organizations,
and the Board of Trustees instructed that such reviews be conducted on a triennial basis pursuant to
procedures established by the chancellor.

We visited the San Francisco State University (SFSU) campus and its auxiliary organizations from
May 26, 2003, through June 20, 2003, and made a study and evaluation of the system of interna
compliancefinternal control in effect for the three years ended June 2003. This report represents our
triennial review.

SFSU’s management is responsible for establishing and maintaining an adequate system of interna
compliance/internal control and assuring that each of its auxiliary organizations similarly establishes such a
system. This responsihility, in accordance with California Code of Regulations, Title 5, Section 42402 et
seq. and Executive Order 698, Board of Trustees Policy for the California Sate University Auxiliary
Organizations et seq., includes requiring the documentation of internal control, communicating
requirements to employees, and assuring that its system of interna compliance/internal control is
functioning as prescribed. In fulfilling this responsibility, estimates and judgments by management are
required to assess the expected benefits and related costs of control procedures.

The objectives of a system of interna compliance/interna control are to provide management with
reasonable, but not absolute, assurance that:

» Auxiliary operations are conducted in accordance with policies and procedures established in the State
Adminigtrative Manual, Education Code, Title 5, and Trustee policy.

» Assets are adequately safeguarded against loss from unauthorized use or disposition.

» Transactions are executed in accordance with management’s authorization and recorded properly to
permit the timely preparation of reliable financial statements.

Our study and evduation a the San Francisco Sate University Foundation, Inc., reveaed certain
conditions which, in our opinion, could result in errors and irregularities if not corrected. Specificaly, the
auxiliary did not maintain adequate control over the following area:  supporting documentation. These
conditions, along with other weaknesses, are described in the executive summary and in the body of the
report. In our opinion, except for the effect of the weaknesses described above, accounting and
adminigtrative control in effect as of June 2003, taken as a whole, was sufficient to meet the objectives
stated above.

Our study and evaluation at the Franciscan Shops reveaed certain conditions which, in our opinion, could
result in errors and irregularities if not corrected. Specificaly, the auxiliary did not maintain adequate
control over the following areas: cash receipts and handling, petty cash and change funds, procurement
process, supporting documentation, and inventories. These conditions, along with other weaknesses, are
described in the executive summary and in the body of the report. 1n our opinion, except for the effect of
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EXECUTIVE SUMMARY

the weaknesses described above, accounting and administrative control in effect as of June 2003, taken as
awhole, was sufficient to meet the objectives stated above.

Our study and evaluation at the Associated Sudents of San Francisco Sate University disclosed
conditions which, in our opinion, if not corrected would result in significant errors and irregularities.
Specificaly, the auxiliary did not maintain adequate interna control over the following areas. cash
receipts and handling, procurement process, supporting documentation, authorization, reimbursed
purchases, background checks, and fixed assets. These conditions, along with other weaknesses, are
described in the executive summary and in the body of the report. In our opinion, due to the effect of the
weaknesses described above, accounting and administrative control in effect as of June 2003, taken as a
whole, was not sufficient to meet the objectives stated above.

Our study and evaluation at the San Francisco State University Student Center revealed certain conditions
which, in our opinion, could result in errors and irregularities if not corrected. Specifically, the auxiliary
did not maintain adequate control over the following area: supporting documentation. These conditions,
along with other weaknesses, are described in the executive summary and in the body of the report. In
our opinion, except for the effect of the weaknesses described above, accounting and administrative
control in effect as of June 2003, taken as a whole, was sufficient to meet the objectives stated above.

As a result of changing conditions and the degree of compliance with procedures, the effectiveness of
controls change over time. Specific limitations that may hinder the effectiveness of an otherwise
adequate system of controls include, but are not limited to: resource constraints, faulty judgments,
unintentional errors, circumvention by collusion, and management overrides. Establishing controls that
would prevent al these limitations would not be cost-effective; moreover, an audit may not always detect
these limitations.

The following summary provides management with an overview of conditions requiring their attention.

Areas of review not mentioned in this section were found to be satisfactory. Numbersin brackets| ] refer
to page numbers in the report.

CAMPUS
LEGAL AND REGULATORY COMPLIANCE [13]

Guidance was required from the campus for its auxiliaries regarding the implementation of conflict-
of -interest policies and procedures.

AUXILIARY PROGRAMS [14]
Certain aspects of reporting and accounting for the campus auxiliaries’ financing of the Associated

Students of San Francisco State University (ASI) children's center did not comply with bond
indenture requirements.

Auxiliary Organizations/San Francisco State University/Report No. 03-47
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EXECUTIVE SUMMARY

SAN FRANCISCO STATE UNIVERSITY FOUNDATION., INC.

LEGAL AND REGULATORY COMPLIANCE [15]

The San Francisco State University Foundation, Inc. (Foundation) operating agreement with the
campus required revision as to functions managed, administered, and operated by the auxiliary
organization; and certain operating arrangements with the campus were not properly supported by
current, written agreements. In addition, the Foundation’s bylaws were not in compliance with public
meeting requirements, and its written reserve policy had not been updated to reflect actua changesin
reserve planning.

SEGREGATION OF DUTIES [17]

Duties and responsibilities over accounts payable were not adequately segregated at the Foundation,
as one individual maintained the vendor master file, entered accounts payable detailed information
into the accounting system, and processed checks.

CASH RECEIPTS AND HANDLING [18]

Clearing of Foundation suspense cash items was not performed on a timely basis. As of March 31,
2003, uncleared suspense cash items older than six months totaled approximately $294,000 and dated
back to 1997.

PURCHASING AND ACCOUNTS PAYABLE [19]

Certain Foundation cash disbursements were not supported by sufficient and appropriate
documentation and evidence of appropriate authorization. Instances were noted where afacsimile or
photocopied invoice was accepted for payment without appropriate certification, origina authorizing
signatures were missing from check request forms, and some contracts supporting disbursements
were unsigned. In addition, the Foundation had not developed policies and procedures to escheat
unclaimed monies to the state.

PERSONNEL AND PAYROLL [21]

All original personnel and payroll file information was not maintained in a central location for
Foundation employees providing service to a federa child-care program. Instead, certain key
personnel documents, which included notice of employee rights, live scan, tuberculosis test results,
and child-abuse check forms, were maintained at individua child-care centers.

FIXED ASSETS [22]

Certain controls over Foundation fixed assets were inadequate, as physical inventories and tagging of
fixed assets were not performed by independent personnel, complete physica inventories of fixed
assets did not occur as fixed assets were inventoried on a sample basis, and follow-up was not
performed when project managers neglected to respond to fixed asset information requests.

Auxiliary Organizations/San Francisco State University/Report No. 03-47
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EXECUTIVE SUMMARY

AUXILIARY PROGRAMS [23]

The Foundation did not require al principa investigators to file a disclosure statement of financial
interest for applicable non-governmental projects. In addition, policies and procedures had not been
developed to address the identification and administration of subcontracting with entities in which the
principal investigator has a financia interest. Further, the Foundation had not developed a procedure
to monitor the timely submission of technical reports or other technical deliverables. Maintenance of
Foundation contracts and grants project files required improvement, as signature authorization forms
and financia statements of a subcontracting party were not consistently maintained. Finaly,
indemnity clauses within subcontracts did not aways sufficiently indemnify the campus or the
Cdlifornia State University Trustees.

ERANCISCAN SHOPS
LEGAL AND REGULATORY COMPLIANCE [27]

The Franciscan Shops (Shops) bylaws and Articles d Incorporation were in conflict regarding the
number of authorized board members, and board minutes were not signed by an appropriate official
and lacked sufficient documentation of the board’s oversight of the auxiliary’s financial performance.
Shops did not submit its revised fiscal year 2002-2003 budget to the campus president for approval,
nor could Shops provide documentation evidencing the president’s approval of its fiscal year 2001-
2002 budget. For fiscal years ended June 30, 2001 and 2002, the Shops experienced significant losses
from operations totaling over $2.6 million. In addition, oversight of reserve requirements was
insufficient, as reserves maintained were not in compliance with Shops documented minimum
reserve requirements and its written reserve policy was not periodically reviewed in conjunction with
the annual budgeting process.

AUXILIARY PROGRAMS [31]

Shops had not developed written policies and procedures regarding the control and sale of faculty-
developed course materias.

CASH RECEIPTS AND HANDLING [32]

Shops had not established a specific dollar threshold for authorizing return or voided transactions.

PETTY CASH AND CHANGE FUNDS [32]

Certain controls over Shops change funds were inadequate, as vault cash was not counted on a daily
basis nor consistently verified by a second person, general ledger journa entries for cash and change
bank transactions were prepared by the same person who requested and received cash and change
from the bank, and transfer accountability was not established when cash and change funds were
added or removed from the vault and distributed to the various Shops operations.

Auxiliary Organizations/San Francisco State University/Report No. 03-47
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EXECUTIVE SUMMARY

INVESTMENTS [34]

Certain controls over Shops investments were inadequate, as Shops' portfolio had not been
rebalanced in accordance with the stated income to equity fund ratios established by the board's
investment policy, and the agreement with the Foundation for investment services had expired and
did not clearly articulate a verba agreement, which required conformity with the Shops’ investment

policy.
PURCHASING AND ACCOUNTS PAYABLE [35]

Certain Shops cash disbursements were not supported by sufficient and appropriate documentation
and evidence of appropriate authorization. Shops had not fully developed and implemented written
policies and procedures regarding the procurement process. Such policies and procedures should
address additional review and authorization of inventory purchases exceeding specified dollar
thresholds and management control and oversight of purchases made from non-preferred vendors.

INVENTORIES [37]

Certain controls over Shops inventory were deficient, as physical inventory counts used to adjust
accounting records were taken only at fiscal year end, the accounting entry to record monthly
inventory shrinkage was not regularly posted, resulting in progressively erroneous monthly
management reports, and the adjustment for the fiscal year ended June 30, 2002, physica inventory
count was over $222,000.

INFORMATION TECHNOLOGY [38]

Certain security parameters for the Shops computer system hosting the bookstore application were not
set to provide effective access control.

ASSOCIATED STUDENTS OF SAN FRANCISCO STATE UNIVERSITY

LEGAL AND REGULATORY COMPLIANCE [40]

The ASI operating agreement with the campus required revision, as providing scholarships was not
included as an authorized function within the agreement. Changes in ASI’s operating structure as
stipulated in its revised draft bylaws were implemented without appropriate authorization. In certain
instances, ASl board minutes were neither signed by an appropriate officia nor approved by the
board in atimely manner. Also, documentation to support ASI’s scholarship recipient selection was
not retained, and confidential client records were inadequately secured.

Auxiliary Organizations/San Francisco State University/Report No. 03-47
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EXECUTIVE SUMMARY

CASH RECEIPTS AND HANDLING [43]

Certain controls over ASI cash receipts processing were deficient, as checks were not restrictively
endorsed immediately upon receipt and employees were used to transport deposits from outlying
areas to the business office without security escort. Also, there were no current records of individuals
with knowledge of the safe combinations, nor was the combination for the children’s center safe
changed upon employee separation.

FEES, REVENUES, AND RECEIVABLES [44]

The ASl insufficiently monitored and controlled children’s center revenues and receivables, as
financia reports did not appropriately present whether the children’s center was operating within its
budget and the ASI did not comply with the requirements of their contract with auxiliary business
services regarding its responsibility over children’s center receivables. Also, the ASI and auxiliary
business services had not reconciled children’s center revenues and receivables since July 2002, and
the children’s center receivables system was not adequately maintained or safeguarded, resulting in
the loss of the accounts receivable database from July 2002 to December 2002.

PURCHASING AND ACCOUNTS PAYABLE [45]

The ASl faled to obtain mandated approval for modification of board-approved budget prior to
expenditure of funds. ASl purchasing policies and procedures were incomplete and insufficiently
documented for hospitality purchases, cell phone and related equipment cost reimbursement,
requisition and purchase order usage, and check request control. Certain AS| cash disbursements
were not supported by sufficient and appropriate documentation and evidence of appropriate
authorization.  Instances were noted where a facsimile or photocopied invoice was accepted for
payment without appropriate certification and names of participating individuals were not provided
for hospitality event-related expenditures. Instances were also noted where peers or subordinates
approved reimbursements and the approving official authorized his’her own reimbursement or
payment for personal expenses. Additionally, the ASI had not developed policies and procedures that
prohibited an official from authorizing his’lher own purchase or payment. Finaly, the ASI did not
prohibit excessive usage of personal credit cards for normal business purchases, did not prohibit the
reimbursement of persona expenses, such as membership fees, charged to participate in the credit
card rewards program, and did not ensure that sufficient documentation was submitted to verify
charges prior to reimbursement.

PERSONNEL AND PAYROLL [50]

The ASI had not documented employment policies and procedures related to off-site work. In
addition, the ASI children’s center did not consistently conduct background checks for children’s
center employees prior to employment and appropriately maintain these records in employee personnel
files. Instances were noted where background checks for teaching assistants were not documented nor
performed in a timely manner. In addition, the ASI had not documented its employee separation
procedures.

Auxiliary Organizations/San Francisco State University/Report No. 03-47
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EXECUTIVE SUMMARY

FIXED ASSETS [52]

Certain controls over ASI fixed assets were inadequate, as disposal procedures were not followed,
laptops and personal digital assistants (PDAS) were loaned to employees and board members without
written agreements to support the arrangement, complete physical inventories of fixed assets did not
occur, and the fixed asset database maintained by AS| was incomplete and did not track serial
numbers when applicable. Our review of 127 fixed assets disclosed 20 items that could not be
located, including nine desktops, five laptops, and two PDASs. In addition, a laptop stolen from the
executive director approximately a year ago was never reported to the ASl board of directors, the
insurance company, or the campus at the time of the loss.

SAN FRANCISCO STATE UNIVERSITY STUDENT CENTER

LEGAL AND REGULATORY COMPLIANCE [55]

The San Francisco State University Student Center (Student Center) did not record board-designated
reserves within its general ledger.

SEGREGATION OF DUTIES [55]

The Student Center evening building supervisor had the ability to hire employees and was responsible
for distributing payroll checksto evening custodia staff.

CASH RECEIPTS AND HANDLING [56]

Funds awaiting deposit were inadequately secured in an unlocked safe in a certain location at the
Student Center.

FEES, REVENUES, AND RECEIVABLES [57]

The Student Center had not documented policies and procedures for the collection and write-off of
long-outstanding accounts receivable.

PURCHASING AND ACCOUNTS PAYABLE [57]

Certain Student Center purchasing policies and procedures were incomplete and insufficiently
documented for hospitality purchases, dating its signature authorization list, and accounting and
control over gift certificates purchased Certain controls over Student Center contracts were
inadequate, for example, a copy of the current business license was not maintained. In addition,
Student Center cash disbursements were not always supported by sufficient and appropriate
documentation. Instances were noted where a facsimile or photocopied invoice was accepted for
payment without appropriate certification.
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EXECUTIVE SUMMARY

FIXED ASSETS [60]

Certain Student Center controls over fixed assets were inadequate, as each department was
responsible for performing its own annua inventory without periodic, independent checks and
property inventory reconciliations were not addressed in the Student Center property management
manual .
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INTRODUCTION

IBACK GROUND|

Education Code 889900 states, in part, that the operation of auxiliary organizations shall be conducted in
conformity with regulations established by the Trustees.

Education Code 889904 dtates, in part, that the Trustees of the California State University (CSU) and the
governing boards of the various auxiliary organizations shall:

» Ingtitute a standard systemwide accounting and reporting system for businesslike management of the
operation of such auxiliary organizations.

» Implement financiad standards that will assure the fiscal viability of such various auxiliary
organizations. Such standards shall include proper provision for professional management, adequate
working capital, adequate reserve funds for current operations and capital replacements, and adequate
provisions for new business requirements.

» Ingtitute procedures to assure that transactions of the auxiliary organizations are within the
educational mission of the state colleges.

» Develop policies for the appropriation of funds derived from indirect cost payments.

The Board of Trustee policy concerning auxiliary organizations was originaly adopted in July 1981 in the
Resolution of the Committee on Finance (RFIN) 7-81-4. Executive Order 698, Board of Trustees Policy
for the California State University Auxiliary Organizations, dated March 3, 1999, represents policy of the
Trustees addressing CSU auxiliary organization activity and governing the internal management of the
system. CSU auxiliary organizations are required to comply with Board of Trustee policy (Cdifornia
Code of Regulations, Title 5, Section 42402 and Education Code, Section 89900).

This executive order requires that the Office of the University Auditor will perform an interna
compliance/internal control review of auxiliary organizations. The review will be used to determine
compliance with law, including statutes in the Education Code and rules and regulations of Title 5, and
compliance with policy of the Board of Trustees and of the campus, including appropriate separation of
duties, safeguarding of assets, and reliability and integrity of information. According to Board of Trustee
instruction, each auxiliary organization shall be examined on a triennia basis pursuant to procedures
established by the chancdllor.

Auxiliary Organizations/San Francisco State University/Report No. 03-47
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INTRODUCTION

The principal audit objectives were to determine compliance with the Education Code, Title 5, and
directives of the Board of Trustees and the Office of the Chancellor and to assess the adequacy of controls
and systems. Specifically, we sought assurances that:

Legal and regulatory requirements are complied with.

Accounting data is provided in an accurate, timely, complete, or otherwise reliable manner.

Assets are adequately safeguarded from loss, damage, or misappropriation.

Duties are appropriatel y segregated consistent with appropriate control objectives.

Transactions, accounting entries, or Systems output is reviewed and approved.

Management does not intentionally override internal contrads to the detriment of control objectives.
Accounting and fiscal tasks, such as reconciliations, are prepared properly and completed timely.
Deficienciesin internal controls previoudly identified were corrected satisfactorily and timely.
Management seeks to prevent or detect erroneous record keeping, inappropriate accounting,
fraudulent financia reporting, financia loss, and exposure.

VvV vV VvV vV VvV eyvw

ISCOPE AND METHODOL OGY|

Our study and evaluation were conducted in accordance with the Standards for the Professional Practice
of Internal Auditing, issued by the Ingitute of Internal Auditors, and included the audit tests we
considered necessary in determining that accounting and administrative controls are in place and
operative. The management review emphasi zed, but was not limited to, compliance with state and federal
laws, Board of Trustee palicies, and Office of the Chancellor policies, letters, and directives. For those
audit tests that required annualized data, fiscal years 2000-2001 and 2001-2002 were the primary periods
reviewed. In certain instances, we were concerned with representations of the most current data—in such
cases, the test period was July 2002 to March 2003. Our primary focus was on interna
compliance/internal control.

Specifically, we reviewed and tested:

Formation of the auxiliary.

Functions the auxiliary performs on the campus.

Creation and operation of the auxiliary’s board.

Establishment of policies and procedures based upon sound business practices.

Maintenance of “ams-length” in business transactions between the auxiliary and the campus.
Campus oversight of auxiliary operations.

v v vV v vV

Additionally, for the period reviewed, we examined other aspects of compliance of the campus and each
auxiliary with the Education Code and Title 5 as they relate to the operation of CSU auxiliary
organizations. Individual codes and regulations added to the scope of our review were identified through
an assessment of risk.  Similarly, interna controls were included within our scope based upon risk.
Therefore, the scope of our review varied from auxiliary to auxiliary.
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A preliminary survey of CSU auxiliaries at each campus was used to identify risks. Risk was defined as
the probability that an event or action would adversely affect the auxiliary and/or the campus. Our
assessment of risk was based upon a systematic process, using professional judgments on probable
adverse conditions and/or events that became the basis for development of our final scope. We sought to
assign higher review priorities to activities with higher risks. As aresult, not all risks identified were

INTRODUCTION

included within the scope of our review.

Based upon this assessment of risks, we specifically included within the scope of our review the

following:

San Francisco State University Foundation, Inc.

VvV v vV vV v vV yw

Legal and Regulatory Compliance
Cash Receipts and Handling
Investments

Fees, Revenues, and Receivables
Purchasing and Accounts Payable
Personnel and Payroll

Fixed Assets

Trusts and Other Liabilities

Franciscan Shops

Vv vV vV vV vV vV v v Vv Ve

L egal and Regulatory Compliance
Cash Receipts and Handling

Petty Cash and Change Funds
Investments

Fees, Revenues, and Receivables
Purchasing and Accounts Payable
Personnel and Payrall

Fixed Assets

Inventories

Information Technology

Associated Students of San Francisco State University

v v v v v Vv Vv

Lega and Regulatory Compliance
Cash Receipts and Handling
Investments

Fees, Revenues, and Receivables
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We have not performed any auditing procedures beyond the date of our report. Accordingly, our
comments are based on our knowledge as of that date. Since the purpose of our comments is to suggest
areas for improvement, comments on favorable matters are not addressed.
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OBSERVATIONS, RECOMMENDATIONS,
AND CAMPUS RESPONSES

CAMPUS

LEGAL AND REGULATORY COMPLIANCE

Additional guidance was required from the campus for its auxiliaries regarding the implementation of
conflict-of-interest policies and procedures.

Education Code 889906 states that no member of the governing board of an auxiliary organization
shdl be financialy interested in any contract or other transaction entered into by the board of which
he is a member, and any contract or transaction entered into in violation of this section is void.

Title 5 §42401, 842402, 842500 and Education Code 889900 establish a responsibility to operate in
accordance with sound business practices in the interest of the campus. Sound business practice
mandates establishing conflict-of-interest policies and procedures to implement Education Code
889906 and other similar provisions to prevent imprudent or improper decisions by auxiliary board
and management members.

The vice president of administration and finance stated that each auxiliary had implemented or wasin
the process of implementing a conflict-of-interest policy and that any previous lack of conflict-of-
interest policies or signed statements was due to auxiliary management oversight.

Failure to adequately address and implement conflict-of-interest code policies and procedures for
auxiliary boards and management increases liability for acts contrary to the code.

Recommendation 1

We recommend that the campus provide additional guidance for its auxiliaries to strengthen and
further document conflict-of -interest policies and procedures.

CampusResponse

We concur. In order to provide additional guidance for its auxiliaries to strengthen and further

document conflict-of -interest policies and procedures, the campus will work with each auxiliary to
review conflict-of-interest policies currently implemented. In addition, on an annua cycle, the vice
president for administration and finance will initiate a memo to each auxiliary reminding each of their
conflict-of-interest policy requirements. This annual memo will request auxiliary review and action,
as is appropriate according to their specific policy, to update and collect conflict-of-interest
statements. This annual memo will request a report and certification from the auxiliary board chair or
manager that the auxiliary review and action has been completed and that current signed conflict-of -
interest statements are on file in the auxiliary business office. Expected completion date: May 2004
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OBSERVATIONS, RECOMMENDATIONS, AND CAMPUS RESPONSES

AUXILIARY PROGRAMS

Certain aspects of reporting and accounting for the campus auxiliaries' financing of the Associated
Students of San Francisco State University (AS) children’s center required revision.

Three campus auxiliaries were involved in the revenue bonds used to finance the construction of the
child-care facility. Indenture agreements required ASl to make lease payments to the Franciscan
Shops (Shops) and the San Francisco State University Foundation, Inc. (Foundation), who would in
turn make required principal and interest bond payments to the bond trustee.  We noted that the AS|
made principal and interest payments directly to the bond trustee, and the borrowers reported in
financial statements only bond principal payments without appropriate consideration for the
accounting of the bond interest.

Title 5 842401 and 842402 indicate that the campus president shall require that auxiliary
organizations operate in conformity with policy of the Board of Trustees and the campus. One of the
objectives of the auxiliary organizations is to provide fiscal procedures and management systems that
alow effective coordination of the auxiliary activities with the campus in accordance with sound
business practices. Sound business practice mandates compliance with bond indenture agreements
and generally accepted accounting principles.

Education Code 889900(b) states that the president of that state university shall be responsible for
ascertaining that all expenditures are in accordance with Trustee policy, the propriety of al
expenditures, and the integrity of the financial reporting made by auxiliary organizations.

The vice president of administration and finance stated that the bond’s accounting treatment was
established by the auxiliary’ s independent auditor and that campus management was unaware of any
bond compliance issues.

Failure to strictly comply with bond indenture requirements increases the risk that the financing
would be determined as being in technical default unless timely corrections are made.

Recommendation 2

We recommend that the campus coordinate with its auxiliaries to ensure continuing compliance with
bond indenture requirements, specifically regarding the reporting and accounting for interest and

principal payments.
CampusResponse

We concur. The associate vice president of fisca affairs/controller has notified the auxiliaries (San
Francisco State University (SFSU) Foundation, Inc., ASl, Inc., Franciscan Shops (The Bookstore)) of
the procedural changes implemented to comply with procedura guidelines set forth in the ASI

children’s center bond indenture.
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OBSERVATIONS, RECOMMENDATIONS, AND CAMPUS RESPONSES

SAN FRANCISCO STATE UNIVERSITY FOUNDATION, INC.

LEGAL AND REGULATORY COMPLIANCE
AUXILIARY AUTHORIZATION

The Foundation operating agreement with the campus required revision as to functions managed,
administered, and operated by the auxiliary organization.

The Foundation operating agreement with the campus did not sufficiently address all aspects of the
Foundation’s operations on the campus. The Foundation’'s provision of housing was not a function
articulated in the operating agreement.

Title 5 842501 dates that a written agreement on behalf of the State of California by the Chancellor
of The Cdifornia State University and the auxiliary organization is required for the performance by
such auxiliary organization of any of the functions listed in 842500. Title 5 842502 states that the
operating agreement should specify the function or functions which the organization is to manage,
operate, or administer.

The Foundation chief of operations and corporate counsel stated that management had believed the
auxiliary’s housing activities were part of the real property development and management function
listed in the operating agreement. She further stated that the Foundation and campus were in the
process of updating the authorized functions section of the operating agreement.

Operating in the absence of an up-to-date, written agreement increases the risk of misunderstandings
and miscommunication regarding rights and responsibilities.

During our fiedwork, the Foundation executed the necessary revison to the operating
agreement, specifying all functions managed, administer ed, and operated by the auxiliary.

WRITTEN AGREEMENTS

Certain Foundation operating arrangements with the campus were not properly supported by current,
written agreements.

We found that the Foundation continued to provide and receive services under the following
agreements with the campus, athough the agreements had expired:

» Vending and food services agreement.
» Administration and payroll services contract for the Head Start Program.
» Computer support services contract.

Title 5 842401 and 842402 indicate that the campus president shall require that auxiliary
organizations operate in conformity with policy of the Board of Trustees and the campus. One of the
objectives of the auxiliary organizations is to provide fiscal procedures and management systems that
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alow effective coordination of the auxiliary activities with the campus in accordance with sound
business practices. Sound business practice mandates that business arrangements be supported by
current, written agreements.

The Foundation chief of operations and corporate counsel stated that the expiration of the written
agreements was due to an oversight and had been corrected.

The absence of written agreements increases the risk of misunderstandings and miscommunication
regarding rights and responsibilities.

During our fieldwork, the Foundation executed agreements, including operating arrangements
with the campus as described above.

PUBLIC MEETINGS
The Foundation’s bylaws were not in compliance with public meeting requirements.

The bylaws stated that the board was permitted to act by unanimous written consent without a
meeting.

Education Code 889920 states that each governing board of an auxiliary organization shal conduct its
business in public meetings. Education Code 889924 states that no governing board shall take action
on any issue until that issue has been publicly posted for at least one week.

The Foundation chief of operations and corporate counsel stated that management was unaware that
the provision violated public meeting requirements.

Non-compliance with regulations for public meetings increases the risk of misunderstandings and
increases lega ligbility.

During our fieldwork, the Foundation executed the necessary revision to the bylaws to comply
with public meeting requirements.

RESERVES

The Foundation’s written reserve policy had not been updated to reflect actual changes in reserve
planning.

Education Code §889904(b), 889904.5, and 889905 indicate that reserve planning is necessary.

The Foundation chief of operations and corporate counsel stated that athough the board had approved
the changes to the reserve planning during the annual budget review, the information had not been
formally updated in the written reserve policy.

The absence of a current, written reserve policy increases the risk of misunderstandings and
miscommunication regarding reserves maintained.
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Recommendation 3

We recommend that the Foundation update its forma policy for the alocation of surplus
funds/reserves.

CampusResponse

We concur. The fund balance and reserve policy was revised in accordance with CSU policies,
procedures, and financial standards, and adopted at the March 19, 2001, meeting of the board of
directors. A review of said policy by the board of directors is timely and in order, to ensure the
Foundation continues to maintain a viable plan to build and sustain appropriate reserves. Expected
completion date: June 2004

SEGREGATION OF DUTIES
Duties and responsibilities over accounts payable were not adequately segregated at the Foundation.
We found that one individual:

» Maintained the vendor master file.
» Entered accounts payable detailed information into the accounting system.
» Processed checks.

Executive Order (EO) 698, Board of Trustees Policy for the California State University Auxiliary
Organizations, dated March 3, 1999, states that the review of auxiliary organizations will be used to
determine appropriate separation of duties, safeguarding of assets, and reliability and integrity of
information.

The Foundation chief of operations and corporate counsel stated that athough a single individual
within accounts payable maintains vendors and processes checks, four different staff members
independent of the function rigoroudly review all disbursement transactions from their origin through
distribution of produced check. She stated her belief that these controls address and prevent
inconsistencies, either in error or willfully, in lieu of further segregation of duties. She further stated
that the Foundation had not completed its process of converting to new accounting software; and with
regard to the vendor file, the information technology director will be overseeing additions/changesin
order to effectively manage related records and prevent extraneous/incorrect information from being
entered.

Inadequate segregation of duties increases the risk that errors and irregularities will not be detected in
atimely manner.

Recommendation 4

We recommend that the Foundation segregate accounts payable duties or institute mitigating contras
approved by the campus chief financia officer.
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CampusResponse

We concur. This issue results from the accounts payable technician having responsibility to create
and maintain vendor files, as well as processing said vendor payments. Given staffing limitations, the
Foundation proposes to develop areview and authorization procedure regarding vendor maintenance.
With the new financia reporting system and completed conversion, the information technology
director has much familiarity with the accounts payable module, and it is planned that said individual
may objectively review and sign-off on changes made to the vendor file. With the advent of hiring a
chief accountant, implementation will take place upon hig’her review and input to the process.
Expected completion date: May 2004

CASH RECEIPTS AND HANDLING
Clearing of Foundation suspense cash items was not performed on atimely basis.

We found that, as of March 31, 2003, uncleared suspense cash items older than six months totaled
approximately $294,000 and dated back to 1997.

Title 5 842401 and 842402 indicate that the campus president shall require that auxiliary
organizations operate in conformity with policy of the Board of Trustees and the campus. One of the
objectives of the auxiliary organizations is to provide fiscal procedures and management systems that
allow effective coordination of the auxiliary activities with the campus in accordance with sound
business practices. Sound business practice mandates that suspense cash items be cleared in atimely
manner.

The Foundation chief of operations and corporate counsel stated that $200,000 of the suspense
account balance related to one item in the development office. She further stated that although proper
steps were taken to clear the items on a timely basis, it was a lengthy process due to the nature of
certain items.

Inadequate controls over cash receipts processing increase the risk of a loss or misappropriation of
funds.

Recommendation 5

We recommend that the Foundation implement procedures to investigate and resolve all outstanding
cash suspense items on aregular basis.

CampusResponse

We concur. This issue is primarily a result of a check deposited with the Foundation that was
originaly intended for a scholarship; but due to the donor’ s intent concerning race-based conditions,
it should not have been accepted (and subsequently , it took over ayear for its disposition). A review
process is to be developed, documented, and adopted to ensure suspense items are addressed in a
timely manner. Procedures will also include steps to work with the office of university development,
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S0 as to avoid similar situations as previoudy stated. With the advent of hiring a chief accountant,
implementation will take place upon higher review and input to the process. Expected completion
date: May 2004

PURCHASING AND ACCOUNTS PAYABLE

SUPPORTING DOCUMENTATION

Certain Foundation cash disbursements were not supported by sufficient and appropriate
documentation and evidence of appropriate authorization.

Our review of 100 cash disbursements disclosed the following:

Process Controls

»

»

In 29 instances, facsimile or photocopied invoices were accepted for payment without
certification that records were checked to prevent duplicate payments.

In 11 instances, photocopied check request forms were submitted, without original authorizing
signatures.

In four instances, the contract in support of the disbursement was unsigned.

Processing Exceptions

»

In 20 instances, payments were made without sufficient supporting documentation, such as
receipts, ticket stubs, or contracts.

In 12 instances, the business reason for the purchase was unclear.

In six instances, the approva signature did not match the signature specimen on file.

In four instances, payments were processed without proof of receipt of goods or services.

In three instances, one-up authorization for the disbursements had not been obtained.

In two instances, alist of attendees was not obtained as part of the supporting documentation.
In one instance, receipts were not compiled to support a credit card payment.

In one instance, the check request amount was atered, without explanation or initials approving
the change.

Title 5 842401 and 842402 indicate that the campus president shall require that auxiliary
organizations operate in conformity with policy of the Board of Trustees and the campus. One of the
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objectives of the auxiliary organizations is to provide fiscal procedures and management systems that
allow effective coordination of the auxiliary activities with the campus in accordance with sound
business practices. Sound business practice mandates that al cash disbursements be fully supported
and properly authorized.

The Foundation chief of operations and corporate counsel stated that it is Foundation policy to
disburse cash only if supported by appropriate documentation and that every attempt is made to
follow stated policies and procedures.

Insufficient supporting documentation and lack of appropriate authorization increase the risk of errors,
irregularities, and misappropriation of funds.

Recommendation 6

We recommend that the Foundation:

a. Require certification that records were checked to prevent duplicate payment when facsmile or
photocopied invoices are accepted.

b. Ensure that original supporting documents include authorizing signatures.
c. Requirethat contracts supporting disbursements be signed.

d. Reiterate to staff existing cash disbursements policies and procedures regarding sufficient and
appropriate supporting documentation and appropriate authorization.

CampusResponse

We concur. The Foundation will review al of its policies and procedures, update these accordingly,
and ensure changes are conveyed to our constituents. We will communicate through our website and
in the monthly reporting sent to the projects. Internaly, review of documentation will be monitored
closely, and together with project administration and accounting (upon the hiring of the chief
accountant), controls will be documented and presented to staff to ensure adherence. In those cases
wherein certifications are required, the Foundation will consult with the University to model what is
being done stateside, as such practice has been deemed acceptable. With the advent of hiring a chief
accountant, implementation will take place upon higher review and input to the process. Expected
completion date: May 2004

UNCLAIMED MONIES
The Foundation had not developed policies and procedures to escheat unclaimed monies to the state.

Unclaimed checks were not reported as escheat property, but were instead reversed and transferred
back to the appropriate cash accounts.

Auxiliary Organizations/San Francisco State University/Report No. 03-47

Page 20



OBSERVATIONS, RECOMMENDATIONS, AND CAMPUS RESPONSES

Code of Civil Procedure, Chapter 7, Unclaimed Property Law, Article 2 81510 and 81511 indicate
that property held by a business association escheats to the state, subject to various requirements and
limitations.

The Foundation chief of operations and corporate counsel stated that the failure to escheat unclaimed
monies was an oversight.

Failure to meet the requirements of unclaimed property law could increase the auxiliary’ s exposure to
potential penalties and fines.

Recommendation 7

We recommend that the Foundation develop operating procedures that implement the requirements of
the Code of Civil Procedure with respect to unclaimed property.

CampusResponse

We concur. Policies and procedures will be established to monitor, track, and submit unclaimed
properties to the Cdifornia State Controller’s Office, with specific regard to unclaimed/outstanding
checks. Related reporting requirements and state regulations will be maintained and adhered to.
With the advent of hiring a chief accountant, implementation will take place upon his/her review and
input to the process. Expected completion date: May 2004

PERSONNEL AND PAYROLL

All original personnel and payroll file information was not maintained in a central location for
Foundation employees providing service to afedera child-care program.

We found that although the majority of personnel records were maintained at the Foundation, certain
key personnel documents were maintained at individual child-care centers. Such documents included
notice of employee rights, live scan, tuberculosis test results, and child-abuse check forms.

Labor Code 81174(d) states, in part, that employers shall keep payroll records at a central location in
accordance with rules established for this purpose by the Cdifornia Industrial Welfare Commission.

Title 22 8101151, §101170, 8101216, §101217 indicate that a child-care center shal ensure
compliance with al applicable laws and regulations and that al personnel, including the licensee,
administrator, employees, and volunteers, shall have on file either the record of the health screening
or the statement and tuberculosis test results. Furthermore, the child-care center must submit
fingerprints to the California Department of Justice to conduct a criminal record clearance prior to
employment and that proof of clearance must be kept in personne files.

The Foundation administrative services director stated that the Foundation was in the process of
centralizing personnel records and other documents from the child-care centers.
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Incomplete documentation of personnel files increases the risk of lega liability related to
employment.

Recommendation 8

We recommend that the Foundation maintain al origina personnel and payroll file information in a
central location for Foundation employees providing service to a federd child-care program.

CampusResponse

We concur. The Foundation will continue to conduct its ongoing review of personne files and
resolve discrepancies through coordination with the federal child—care program. The Foundation
continues to educate and train program administrative staff in terms of protocol and our requirements
for original documentation to be housed within the Foundation’s personnel office.

FIXED ASSETS
Certain controls over Foundation fixed assets were inadequate.
We noted that:
» Physical inventories and tagging of fixed assets were not performed by independent personnel.

» Complete physical inventories of fixed assets did not occur, as fixed assets were inventoried on a
sample basis.

» Follow-up was not performed when project managers neglected to respond to fixed asset
information requests.

Title 5 842401 and 842402 indicate that the campus president shal require that auxiliary
organizations operate in conformity with policy of the Board of Trustees and the campus. One of the
objectives of the auxiliary organizationsis to provide fiscal procedures and management systems that
allow effective coordination ¢ the auxiliary activities with the campus in accordance with sound
business practices. Sound business practice mandates strong controls over fixed assets.

The Foundation chief of operations and corporate counsdl stated that complete physical inventories
with appropriate follow-up had not been performed by Foundation personnel due to resource
constraints.

Inadequate controls over fixed assets increase the risk that property may be lost or stolen.
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Recommendation 9
We recommend that the Foundation:

a. Utilize independent personnel to perform physical inventories and tagging of fixed assets or
perform aternate procedures approved by the campus chief fiscd officer.

b. Conduct complete physical inventories of fixed assets.

c. Implement procedures to ensure adequate follow-up is performed on unresolved fixed asset
issues.

CampusResponse

We concur. The Foundation will establish systems and procedures to ensure fixed assets are tagged,
and to ensure an annual inventory of such equipment is taken, or that alternative procedures
performed satisfy the same objective. The proposed plan will be submitted to the campus chief fisca
officer for review and approval. Subseguent reports on the adherence to said practice will be
submitted annually, at the end of each fiscal year in relation to the fisca year-end close.
Implementation is targeted for the end of this fiscal year, with the plan being submitted for review
within a few months, subsequent to the hiring of the chief accountant. Expected completion date:
May 2004

AUXILIARY PROGRAMS

CONFLICT OF INTEREST

The Foundation did not require al principa investigators to file a disclosure statement of financial
interest for applicable non-governmenta projects. In addition, the Foundation had not developed
policies and procedures addressing the identification and administration of subcontracting with
entities in which the principal investigator has a financial interest.

Cdlifornia State University (CSU) directive, Faculty and Staff Relations — Office of the Chancellor
(FSR) 86-05(P), Principal Investigator — Fair Political Practices Commission (FPPC), Approval List
of Non-Profit Organizations, dated July 11, 1986, indicates that employees with principal
responsibility for research projects funded in any part by a contract or grant from a non-governmental
entity, including non-profit organizations, are required to file financial disclosure statements.

The Foundation project administration and licensing manager stated that conflict-of -interest and other
disclosure statements were only obtained in cases where funds were acquired/granted from federa
sources, in accordance with stated guidelines.

Failure to file conflict-of-interest disclosure satements increases the exposure for fraud, abuse, and
regulatory scrutiny.

Auxiliary Organizations/San Francisco State University/Report No. 03-47

Page 23



OBSERVATIONS, RECOMMENDATIONS, AND CAMPUS RESPONSES

Recommendation 10
We recommend that the Foundation, in coordination with the campus:

a. Obtain required disclosure statements of financial interest from principal investigators conducting
projects sponsored by applicable non-governmental organizations.

b. Develop policies and procedures addressing the identification and administration of
subcontracting with entities in which the principal investigator has afinancia interest.

CampusResponse

We concur. The Foundation will identify those principal investigators conducting projects sponsored
by non-governmental organizations and work with the cognizant university department to ensure
disclosure statements are completed and on file.  Similarly, in coordination with SFSU, documented
policies and procedures will be established and implemented to identify and ensure disclosure
statements are aso received in those cases in which a principal investigator may have a financia
interest with a subcontracting entity. Monitoring and tracking of such information will be included
on the project checklist at the time an account isinitiated. Expected completion date: May 2004

PROJECT REPORTING

The Foundation had not developed a procedure to monitor and ensure the timely submission of
technical reports or other technical deliverables.

Title 5 842401 and 842402 indicate that the campus president shall require that auxiliary
organizations operate in conformity with policy of the Board of Trustees and the campus. One of the
objectives of the auxiliary organizations is to provide fiscal procedures and management systems that
alow effective coordination of the auxiliary activities with the campus in accordance with sound
business practices. Sound business practice mandates appropriate oversight of the required technical
deliverables.

The Foundation project administration and licensing manager stated that the project directors, rather
than Foundation staff, were responsible for monitoring technical deliverables.

Failure to monitor the submission of technical reports and other technical deliverables increases the
risk of penalties and disallowances for non-compliance with contracts and grants terms.

Recommendation 11

We recommend that the Foundation develop a procedure to monitor and ensure the timely submission
of technical reports or other technical deliverables.
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CampusResponse

We concur. The Foundation will revise its project administration guidelines to ensure technical
reports and deliverables are monitored and submitted in atimely manner. A reporting matrix will be
established for each project, if applicable, and monitoring of such reports and their submission will be
recorded. A copy of said submission, or aprincipa investigator’s certification that report/deliverable
was submitted, will be included in the project files. Expected completion date: May 2004

PROJECT FILES
Maintenance of Foundation contracts and grants project files required improvement.
We found that:

» Signature authorization forms were not consistently maintained.

» Financia statements of a subcontracting party were not consistently obtained for review, as
required by the contract.

» Indemnity clauses within subcontracts did not, in certain instances, sufficiently indemnify the
campus or the CSU Trustees.

Office of Management and Budget (OMB) Circular A-110, Uniform Administrative Requirements for
Grants and Agreements With Ingtitutions of Higher Education, Hospitals, and Other Non-Profit
Organizations, 8.51(a), states that recipients are responsible for managing and monitoring each
project, program, award, function, or activity supported by the award.

OMB Circular A-110, Uniform Administrative Requirements for Grants and Agreements With
Ingtitutions of Higher Education, Hospitals, and Other Non-Profit Organizations, 8.71(a), states that
recipients shall submit, within 90 calendar days after the date of completion of the award, all
financial, performance, and other reports as required by the terms and conditions of the award.

The Foundation project administration and licensing manager stated that the Foundation was
currently obtaining new signature cards for all projects and that the lack of any sgnature cards was
due to oversight. She further stated that the financial statement requirement and indemnity language
were standard to the contract, but the contract should have been more specifically tailored to the
individual circumstances.

The lack of documentation to evidence management and monitoring of sponsored programs increases
the risk of penalties and disallowances for non-compliance with contracts and grants terms and may
increase legad liability.
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Recommendation 12
We recommend that the Foundation:

a. Obtain signature authorization forms for all active sponsored programs.
b. Obtain and review all required documents to comply with contractua obligations.
c. Ensurethat al contracts include appropriate indemnification clauses.

CampusResponse

We concur. The Foundation will continue to monitor signature authorization forms and review to
ensure existing accounts have such on record. Guidelines with regards to contracts and agreements
will be reviewed and updated accordingly. Similarly, revisions in Foundation practice/policy will be
conveyed to constituents. Coordination with university risk managment will ensure appropriate
indemnification clauses are included in contracts and agreements. Expected completion date: May
2004
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FRANCISCAN SHOPS

LEGAL AND REGULATORY COMPLIANCE

BOARD OF DIRECTORS

The Shops bylaws and Articles of Incorporation were in conflict regarding the number of authorized
board members.

We found that Shops had been filling 12 board member positions, as stipulated in the Articles of
Incorporation. However, the bylaws authorized only 11 positions.

Title 5 842401 and 842402 indicate that the campus president shall require that auxiliary
organizations operate in conformity with policy of the Board of Trustees and the campus. One of the
objectives of the auxiliary organizations is to provide fiscal procedures and management systems that
alow effective coordination of the auxiliary activities with the campus in accordance with sound
business practices. Sound business practice mandates uniformity between provisions in the
auxiliary’s Articles of Incorporation and its bylaws.

The Shops generad manager stated that the bylaws and the Articles of Incorporation were in conflict
dueto an oversight.

Failure to maintain consistent provisions between the bylaws and the Articles of Incorporation
increases the risk of misunderstandings and may increase legd liability.

Recommendation 13

We recommend that Shops determine the number of authorized board members and revise its bylaws
and/or Articles of Incorporation accordingly.

CampusResponse

We concur. The Articles of Incorporation were amended by the board of directors in their
January 27, 2004, meeting such that there is no conflict between the Articles of Incorporation and the
bylaws.

BOARD MINUTES

Shops board minutes were not signed by an appropriate official and lacked sufficient documentation
of the board’ s oversight of the auxiliary’s financial performance.

Title 5 842401 and 842402 indicate that the campus president shall require that auxiliary
organizations operate in conformity with policy of the Board of Trustees and the campus. One of the
objectives of the auxiliary organizations is to provide fiscal procedures and management systems that
alow effective coordination of the auxiliary activities with the campus in accordance with sound
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business practices. Sound business practice mandates complete and accurate minutes signed by an
appropriate official.

The Shops general manager stated that the complete financial performance of the auxiliary had been
discussed at the meetings, but was not recorded. He further stated that he was unaware of a
requirement to have the minutes signed.

Failure to maintain complete, accurate, and signed board minutes increases the risk of
misunderstandings and may increase lega liability.

Recommendation 14

We recommend that Shops take appropriate measures to ensure that its board minutes are signed by
an appropriate official and contain sufficient documentation of the board’s oversight of the auxiliary’s
financia performance.

CampusResponse

We concur. Management was previously unaware of such arequirement to ensure minutes are signed
by an appropriate official. Now in effect is a procedure whereby upon approva of prior meeting
minutes by the board, the secretary, chair, or vice chair of the board will sign the hard copy of the
minutes. While management has consistently provided detailed financial reports at each board
meeting, the chair of the board will henceforth formalize acceptance and approval of management’s
future financial reports by formal resolution.

OPERATING LOSSES

For fiscal years ended June 30, 2001 and 2002, the Shops experienced significant losses from
operations totaling over $2.6 million.

Losses were the result of:

» Accounting adjustments relating significant unreconcilable differences attributed to errors that
occurred during Shops' accounting record system conversion.

» Significant inventory valuation adjustments.
» Insufficient monitoring and control of cash and revenues.

Title 5 842401 and 842402 indicate that the campus president shall require that auxiliary
organizations operate in conformity with policy of the Board of Trustees and the campus. One of the
objectives of the auxiliary organizations is to provide fiscal procedures and management systems that
allow effective coordination of the auxiliary activities with the campus in accordance with sound
business practices. Sound business practice mandates appropriate action to mitigate operating losses.
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The Shops generd manager stated that, from December 1999 through August 2001, the bookstore
underwent a severely disruptive 19-month-long construction and remodeling project, which resulted
in high management turnover, reduced ability to return unsold textbooks in a timely manner, and
limited access into the bookstore by the campus community, which impacted sales. Additionaly,
during the same period, the bookstore retail operations software and equipment underwent a major
installation and upgrade. The decision to change retail systems during that time was mainly due to
known Y 2K (Y ear 2000) problems. Subsequent problems from the conversion resulted in inaccurate
financial reports, delays in timely account reconciliations, and compromised ability to control
inventory into the subsequent years of 2000-2001 and 2001-2002. He further stated that accumulated
reserves were more than sufficient to cover the two years of losses.

Failure to appropriately mitigate operating losses increases the risk of future financia instability.
Recommendation 15

We recommend that Shops develop aformal plan to mitigate continued operating |osses.
CampusResponse

We concur. Management has formally documented its ongoing plans, developed operating budgets,
and improved financia reporting systems to mitigate operating losses in the future.

BUDGET

Shops did not submit its revised fiscal year 2002-2003 budget to the campus president for approval,
nor could Shops provide documentation evidencing the president’s approval of its fiscal year 2001-
2002 budget.

Title 5 842402 states that the president shall require that each auxiliary organization submit its
programs and budgets for review at atime and in a manner specified by the president.

The Shops general manager stated that the campus president’s approval of the fiscal year 2001-2002
budget had not been retained due to management oversight and that he was unaware that the fiscal year
2002-2003 revised budget required the campus president’s review.

The lack of budget submission and supporting documentation evidencing appropriate approval of
auxiliary budgets increases the risk of misunderstandings over the allocation of funds.

Recommendation 16

We recommend that Shops coordinate with the campus regarding the time and manner for submitting
revised budgets and ensure that approval documentation is retained.
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CampusResponse

We concur. Management will work with the campus to determine time and manner to submit revised
budgets, as well as documentation and retention of approved budgets. Expected completion date:
April 2004

RESERVES

Shops' oversight of reserve requirements was insufficient.

We found that:

» Reserves maintained were not in compliance with Shops documented minimum reserve
requirements.

» The written reserve policy was not periodicaly reviewed in conjunction with the annua
budgeting process.

Education Code §89904(b), §89904.5, and 889905 indicate that reserve planning is necessary.

The Shops general manager stated that evaluating reserve planning was given a lower priority than
controlling operating losses.

Insufficient reserve planning and analysis increase the risk that the auxiliary will be unable to fund
future needs.

Recommendation 17
We recommend that Shops:

a.  Ensure that minimum reserve requirements are funded in accordance with board policy.
b. Periodically review its reserve policy in conjunction with the annua budgeting process.

CampusResponse

We concur. Management has raised this issue with the board executive committee as part of
discussions on revision of the reserves policy to define required minimum reserves. The executive
committee will be working this spring to devise a fina recommendation on reserve levels for
approval by the board at its next regularly scheduled meeting in May 2004. The reserve policy will
be reviewed annually in conjunction with the annual budget review and approval process. Expected
completion date: May 2004
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AUXILIARY PROGRAMS

Shops had not developed written policies and procedures regarding the control and sale of faculty-
developed course materials.

Policies and procedures should consider:

» Standard agreements between faculty, campus, and auxiliary organizations.

» Ownership of course materials, considering persona, student, sponsored, and commissioned
work, etc.

Use of campus resources and cost reimbursements, if appropriate.

Legal and other aspects, including use or creation of materials impacted by copyright laws.
Oversight and approvals necessary to authorize the publishing of materials.

Use of materials outside of the university.

Administration and management of payments made in relation to materials.

v v v v Vv

Title 5 842401 and 842402 indicate that the campus president shall require that auxiliary
organizations operate in conformity with policy of the Board of Trustees and the campus. One of the
objectives of the auxiliary organizations is to provide fiscal procedures and management systems that
alow effective coordination of the auxiliary activities with the campus in accordance with sound
business practices. Sound business practice mandates that policies and procedures be developed to
address faculty-developed course materials.

The Shops genera manager stated that Shops had not previoudly distinguished between faculty orders
for published textbooks and faculty orders for faculty-devel oped course materids (e.g., course readers
or course packets). He further stated that Shops had therefore not devel oped policies and procedures
for faculty-devel oped course materials.

Failure to fully develop and communicate written policies and procedures weakens interna controls
and increases the risk that misunderstandings will occur.

Recommendation 18

We recommend that Shops devel op written policies and procedures regarding the control and sale of
faculty-developed course materials.

CampusResponse

We concur. Management will develop polices and procedures regarding the control and sale of
faculty-developed course materias. Expected completion date: April 2004
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CASH RECEIPTS AND HANDLING
Shops had not established a specific dollar threshold for authorizing return or voided transactions.

Title 5 842401 and 842402 indicate that the campus president shall require that auxiliary
organizations operate in conformity with policy of the Board of Trustees and the campus. One of the
objectives of the auxiliary organizations is to provide fiscal procedures and management systems that
alow effective coordination of the auxiliary activities with the campus in accordance with sound
business practices. Sound business practice mandates that cashiers' activity be subject to appropriate
oversight.

The Shops general manager stated that although refunds exceeding a specific amount required
issuance of a check rather than cash, management had never established or enforced a specific
amount threshold to require second-party authorization for refunds or voids.

Failure to provide adequate oversight on return and voided transactions increases the risk of aloss or
misappropriation of funds.

Recommendation 19

We recommend that Shops establish a specific dollar threshold for authorizing return or voided
transactions.

CampusResponse

We concur. Any refundsin excess of $500 require an accounts payable check be cut and signed by a
checking account signatory (general manager or officer of the board).

Cashiers are unable to void transactions due to system controls ingtituted with the new point-of-sale
system installed June 2003. All transaction voids must be approved by a head cashier or cashier

supervisor, and approva authority is controlled by user password which determines security access
level.

PETTY CASH AND CHANGE FUNDS
Certain controls over Shops change funds were inadequate.
We found that:

» All vault cash was not counted on a daily basis, as required by Shops policy, and counts were not
consistently verified by a second person.

» Generd ledger journal entries for cash and change bank transactions were prepared by the same
person who requested and received cash and change from the bank.
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» Transfer accountability was not established when cash and change funds were added or removed
from the vault and distributed to the various Shops operations.

Title 5 842401 and 842402 indicate that the campus president shall require that auxiliary
organizations operate in conformity with policy of the Board of Trustees and the campus. One of the
objectives of the auxiliary organizations is to provide fiscal procedures and management systems that
allow effective coordination of the auxiliary activities with the campus in accordance with sound
business practices. Sound business practice mandates that sufficient internal controls be maintained
over change funds.

The Shops controller stated that he was unaware that daily vault counts were required and that he had
relied upon the successful results of surprise cash counts to obtain assurance that the area was
adequately managed.

Inadequate controls over change funds increase the risk of aloss or misappropriation of funds.
Recommendation 20

We recommend that Shops develop and implement policies and procedures to ensure that:

a. All vault cash is counted on a daily basis and that counts are consistently verified by a second
person.

b. Genera ledger journa entries for cash and change bank transactions are not prepared by the same
person who requested and received cash and change from the bank.

c. Transfer accountability is established when cash and change funds are added to or removed from
the cash vaullt.

CampusResponse

We concur. Procedures were modified in the summer of 2003 which now require daily counts of the
vault cash and verification by a second person. All general ledger journal entries for cash and change
bank transactions that are initiated by the cash control supervisor are aso reviewed and approved by
the controller. All cash and change fund transfers to and from the cash vault require signatures by the
issuing and receiving individuals on atransfer log.
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INVESTMENTS
Certain controls over Shops investments were inadequate.
We found that:

» The agreement with the Foundation for investment services had expired and did not clearly
articulate a verbal agreement for the Foundation’s money manager to conform to the Shops’
investment policy.

» Shops portfolio had not been rebalanced in accordance with its stated income to equity fund
ratios established by the board’'s investment policy. In addition, sufficient reporting regarding
such had not been made to the board.

Title 5 842401 and 842402 indicate that the campus president shall require that auxiliary
organizations operate in conformity with policy of the Board of Trustees and the campus. One of the
objectives of the auxiliary organizations is to provide fiscal procedures and management systems that
alow effective coordination of the auxiliary activities with the campus in accordance with sound
business practices. Sound business practice mandates that sufficient internal controls be maintained
over investments.

The Shops controller stated that the agreement with the investment manager had not been renewed
due to Shop’s dissatisfaction. He further stated that certain investment administration responsbilities,
such as rebalancing, were given alower priority than more urgent issues such as cash management.

Insufficient controls over investments increase the risk that they will be handled inappropriately.
Recommendation 21
We recommend that Shops:

a. Initiate a current and complete investment services contract.
b. Regularly rebalance its portfolio and appropriately report such to the board.

CampusResponse

We concur. Management acknowledges that the previous money manager (the SFSU Foundation)
utilized since March 1, 1999, had not provided adequate reporting and therefore management was
unable to determine the mix of its investment portfolio. Management terminated the bookstore's
investment contract with the Foundation September 23, 2003. Management has begun a search for a
suitable investment manager, who will be tasked to rebalance the portfolio in compliance with the
investment policy. Expected completion date: May 2004
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PURCHASING AND ACCOUNTS PAYABLE
PROCUREMENT PROCESS

Shops had not fully developed and implemented written policies and procedures regarding the
procurement process.

Such policies and procedures should address:

» Additional review and authorization of inventory purchases exceeding specified dollar thresholds.
» Management control and oversight of purchases made from non-preferred vendors.

Title 5 842401 and 842402 indicate that the campus president shall require that auxiliary
organizations operate in conformity with policy of the Board of Trustees and the campus. One of the
objectives of the auxiliary organizations is to provide fiscal procedures and management systems that
allow effective coordination of the auxiliary activities with the campus in accordance with sound
business practices. Sound business practice mandates secondary approval authority over inventory
purchases exceeding predetermined limits or procured from non-preferred vendors.

The Shops general manager stated that secondary approvals for large purchases had been on the honor
system and that no problems had been experienced. He further stated that buyers had been instructed
to use preapproved vendors and believed that this had been the current practice.

Failure to fully develop and communicate written policies and procedures weakens interna controls
and increases the risk that misunderstandings will occur.

Recommendation 22
We recommend that Shops develop and implement policies and procedures to:

a. Ensurethat additional review and authorization of inventory purchases exceeding specified dollar
thresholds are obtained.

b. Establish management control and oversight of purchases made from non-preferred vendors.
CampusResponse

We concur. Management adopted a policy on purchasing in March 2003 that specifies positions
authorized to make purchases and purchase limits above which additional authorization is required.

Vendors prescreened by the bookstore' s national buying group may be used at anytime; new vendors
may be created by the textbook manager at anytime for textbooks; al other merchandise vendor
account requests must be cost justified and approved by the general manager.
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SUPPORTING DOCUMENTATION

Certain Shops cash disbursements were not supported by sufficient and appropriate documentation
and evidence of appropriate authorization.

Our review of 60 cash disbursements disclosed the following exceptions:

Process Controls

» In seven instances, proof-of-delivery documentation, such as signed shipping receipts or travel
expense reports, was not submitted.

» Inthreeinstances, one-up authorization had not been obtained.

Process Exceptions

» In 15 instances, origina invoices or receipts were not submitted or supporting documentation was
not filed with the disbursement request.

» In five instances, the applicability of the expenditure to a budgeted expense category was not
clear or explained in the check request.

» Infour instances, the business reason for the purchase was unclear.

» Inthreeinstances, purchase orders were not obtained, or the final costs were not matched against
authorized amounts.

Title 5 842401 and 842402 indicate that the campus president shall require that auxiliary
organizations operate in conformity with policy of the Board of Trustees and the campus. One of the
objectives of the auxiliary organizations is to provide fiscal procedures and management systems that
allow effective coordination of the auxiliary activities with the campus in accordance with sound
business practices. Sound business practice mandates that all cash disbursements be fully supported
and properly authorized.

The Shops controller stated that the development of complete cash disbursements policies and
procedures had been identified as a need but had been alower priority item in his first year at Shops.

Insufficient supporting documentation and lack of appropriate authorization increase the risk of
errors, irregularities, and misappropriation of funds.

Recommendation 23
We recommend that Shops:

a. Establish written requirement as to obtaining documented proof of delivery.
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b. Ensure that one-up authorization is obtained.

c. Reiterate to staff existing cash disbursements policies and procedures regarding sufficient and
appropriate supporting documentation and appropriate authorization.

CampusResponse
We concur. Management has established written requirement as to obtaining documented proof of
ddivery, ensure that one-up authorization is obtained, and reiterate to staff existing cash

disbursements policies and procedures regarding sufficient and appropriate supporting documentation
and appropriate authorization.

INVENTORIES
Certain controls over Shops inventory were deficient.
We found that:
» Physica inventory counts used to adjust accounting records were taken only at fiscal year end.

» An estimated monthly inventory shrinkage accounting entry was not regularly posted, resulting in
progressively erroneous monthly management reports.

» Theinventory adjustment for the fiscal year ended June 30, 2002, physica inventory count was
over $222,000.

Title 5 842401 and 842402 indicate that the campus president shall require that auxiliary
organizations operate in conformity with policy of the Board of Trustees and the campus. One of the
objectives of the auxiliary organizations is to provide fiscal procedures and management systems that
allow effective coordination of the auxiliary activities with the campus in accordance with sound
business practices. Sound business practice mandates that inventory records properly reflect actual
inventory so that management information can be relied upon for timely corrective action.

The Shops general manager and the controller stated that they had not considered more frequent
physical inventory counts with adjustments until the current fiscal year.

Failure to maintain accurate records of inventory increases the risk of errors, irregularities, and
misappropriation.

Recommendation 24
We recommend that Shops:

a. Conduct physica inventory counts used to adjust accounting records more frequently than once a
fiscal year.
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b. Establish procedures to better estimate and record shrinkage.
c. Adjust inventory accounting records in atimely manner.

CampusResponse

We concur. For fiscal year 2003-2004, management is conducting inventory cycle counts in areas of
higher than normal exposure to loss and shrinkage: textbooks, consumer electronics, and computer
hardware. Results from cycle counts will be used to adjust the shrinkage reserve currently charged
monthly, 1.5%.

INFORMATION TECHNOLOGY

Certain security parameters for the Shops computer system hosting the bookstore application were not
set to provide effective access control.

We found that:

» The overal monitoring of operating system security required improvement.
» System security accountability required improvement.
» Certain system services required additiona security protection.

EO 698, Board of Trustees Palicy for the California State University Auxiliary Organizations, dated
March 3, 1999, states that the review of auxiliary organizations will be used to determine appropriate
separation of duties, safeguarding of assets, and reliability and integrity of information.

The Shops information systems manager stated that athough the system had been recently upgraded,
aformal security assessment had not been recently performed.

Without adequate settings of security parameters, there is no assurance that controls are operating as
intended by management or that the system and its associated controls cannot be compromised.

Recommendation 25

We recommend that Shops improve security parameters for its computer system hosting the
bookstore application to provide effective access control as follows:

a. Improve overall monitoring of operating system security.
b. Improve system security controls associated with accountability.
C. Add security protection to system services.

CampusResponse

We concur. During the period the Trustee' s audit team was on-site, the management team was in the
process of converting operating system software from an old server to a newly installed server, and
completely replacing point-of-sale network equipment and software.  Consequently, some security
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features were not in place at times as they were being designed and implemented, e.g., password
hierarchies, secondary login access, and firewall installation. Management is now working to find an
additional security feature which would provide secure shell encryption. Expected completion date:
May 2004
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ASSOCIATED STUDENTS OF
SAN FRANCISCO STATE UNIVERSITY

LEGAL AND REGULATORY COMPLIANCE

AUXILIARY AUTHORIZATION

The AS| operating agreement with the campus required revision, as providing scholarships was not
included as an authorized function within the agreement.

Title 5 842501 dates that a written agreement on behalf of the State of California by the Chancellor
of The Cdifornia State University and the auxiliary organization is required for the performance by
such auxiliary organization of any of the functions listed in 842500. Title 5 842502 states that the
operating agreement should specify the function or functions which the organization is to manage,
operate, or administer.

The ASl executive director stated that management was unaware the operating agreement was not
sufficiently specific in its descriptions of functions.

Operating in the absence of an up-to-date, written agreement increases the risk of misunderstandings
and miscommunication regarding rights and responsibilities.

Recommendation 26

We recommend that the ASl amend its operating agreement with the campus to include all functions
managed, administered, and operated by the auxiliary.

Campus Response

We concur. The Associated Students board of directors will collaborate with the campus
administration to amend its operating agreement with the campus to include all functions managed,
administered, and operated by Associated Students. Expected completion date: March 30, 2004

BOARD MINUTES

In certain instances, ASl board minutes were neither signed by an appropriate officia nor approved
by the board in atimely manner.

Title 5 842401 and 842402 indicate that the campus president shal require that auxiliary
organizations operate in conformity with policy of the Board of Trustees and the campus. One of the
objectives of the auxiliary organizations is to provide fiscal procedures and management systems that
allow effective coordination of the auxiliary activities with the campus in accordance with sound
business practices. Sound business practice mandates complete and accurate minutes signed by an
appropriate official.
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The ASI executive director stated that the omission of an appropriate signature and lack of approval
by the board in atimely manner was due to management oversight.

Failure to maintain complete, accurate, and signed board minutes increases the risk of
misunderstandings and may increase legd liability.

Recommendation 27

We recommend that the ASI take appropriate measures to ensure that its board minutes are signed by
an appropriate official, and approved by the board in atimely manner.

CampusResponse

We concur. A signature line for the Associated Students corporate secretary has been added to the
board minutes template. After the board of directors approves the minutes, the corporate secretary
will sign the original copy of the minutes. The policy for transcribing minutes will reflect this
change. Additionally, minutes will be transcribed and ready for approval by the board of directors no
later than one week after the scheduled mesting.

BYLAWS

The ASl implemented changes in its operating structure as stipulated in its revised draft bylaws
without appropr iate authorization.

ASl submitted revised bylaws for presidential approval in 1997. These bylaws were never approved;
however, the ASI began operating under them, implementing changes to the structure of student
government.

Title 5 842401 and 842402 indicate that the campus president shall require that auxiliary
organizations operate in conformity with policy of the Board of Trustees and the campus. One of the
objectives of the auxiliary organizations is to provide fiscal procedures and management systems that
allow effective coordination of the auxiliary activities with the campus in accordance with sound
business practices. Sound business practice mandates proper approval of bylaws prior to
implementation.

The ASI executive director stated that the revised bylaws were pending approva and he was unaware
that ASI could not implement the changes stipulated in the revised bylaws until approva was
received.

Operating under inappropriately authorized bylaws increases the risk of misunderstandings regarding
rights and responsibilities.

Recommendation 28

We recommend that the ASI obtain approval from the campus president for its revised draft bylaws or
operate in accordance with those where appropriate authorization exists.
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CampusResponse

We concur. The Associated Students board of directors will cooperate with the campus
administration to obtain approval from the campus president for the revised bylaws. Expected
completion date: April 30, 2004

EDUCATIONAL SUPPORT

Documentation to support ASI’s scholarship recipient selection was not retained.

We found that it was not the ASI’s practice to retain scholarship recipient documents and only fiscal
year 2002-2003 records were available for audit.

Title 5 842401 and 842402 indicate that the campus president shall require that auxiliary
organizations operate in conformity with policy of the Board of Trustees and the campus. One of the
objectives of the auxiliary organizations is to provide fiscal procedures and management systems that
alow effective coordination of the auxiliary activities with the campus in accordance with sound
business practices. Sound business practice mandates that sufficient documentation evidencing the
basis for scholarship recipient selections should be retained.

The ASI executive director stated that failure to maintain supporting documentation for scholarship
recipient selection was due to oversight.

Insufficient supporting documentation increases the risk of errors, irregularities, and misappropriation
of funds.

Recommendation 29
We recommend that the ASI retain documentation supporting ASI’ s scholarship recipient selection.

CampusResponse

We concur. All future Associated Students scholarship recipient records will be maintained by the
ASl business office.

RISK MANAGEMENT
Confidential client records were inadequately secured at the ASI.
We found that:

» Confidentia family information was not adequately safeguarded in the ASI children’s center
lounge and classrooms.

» Confidentia client information was not adequately safeguarded in the Legal Resource Center.
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Title 5 842401 and 842402 indicate that the campus president shall require that auxiliary
organizations operate in conformity with policy of the Board of Trustees and the campus. One of the
objectives of the auxiliary organizations is to provide fiscal procedures and management systems that
allow effective coordination of the auxiliary activities with the campus in accordance with sound
business practices. Sound business practice mandates the physical security of confidential records.

The ASI executive director stated that the failure to adequately secure confidential information was
due to an oversight.

Inadequate client record security may increase legal liability.

Recommendation 30

We recommend that the ASI adequately secure confidential client information.

CampusResponse

We concur. Associated Students has purchased and provided the Early Childhood Education Center
and the Legal Resource Center with locked files to secure confidentia client information.

CASH RECEIPTS AND HANDLING
Certain controls over ASI cash receipts processing were deficient.
We found that:
» Checkswere not restrictively endorsed immediately upon receipt.

» Cash was not consistently transported in a secure manner. Employees were used to transport
deposits from outlying areas to the business office without security escort.

» The ASl did not maintain a current record of individuals with knowledge of the safe
combinations, nor was the children’s center safe combination changed upon employee separation.

Title 5 842401 and 842402 indicate that the campus president shall require that auxiliary
organizations operate in conformity with policy of the Board of Trustees and the campus. One of the
objectives of the auxiliary organizationsisto provide fiscal procedures and management systems that
allow effective coordination of the auxiliary activities with the campus in accordance with sound
business practices. Sound business practice mandates that sufficient nternal controls be maintained
over cash receipts processing.

The ASI executive director stated that the failure to adequately control cash receipts was due to
oversight.
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Inadequate controls over cash receipts processing increase the risk of a loss or misappropriation of
funds.

Recommendation 31

We recommend that the ASI:

a. Ensurethat al checks are restrictively endorsed upon receipt.

b. Ensure that transportation of cash from outlying areas is adequately secured.

c. Maintain records of individuas who have access to the safe and promptly change safe
combinations upon employee separation.

CampusResponse

We concur. Associated Students has purchased a stamp “For Deposit Only” that will be used to
endorse al checks immediately upon receipt. The Associated Students board of directors will
develop and approve a cash receipt policy to provide assurance that transportation of cash is
adequately secured and records of individuas who have access to the safe are maintained. Expected
completion date: March 15, 2004

FEES, REVENUES, AND RECEIVABLES
The ASI insufficiently monitored and controlled children’s center revenues and receivables.
We found that:

» Financid reports did not appropriately present whether the children’s center was operating within
its budget because revenue had not been compared to budget since July 2002.

» The ASI did not comply with the requirements of their contract with auxiliary business services
regarding its responsibility over children’s center receivables.

» The ASl and auxiliary business services had not reconciled children’s center revenues and
receivables since July 2002.

» The children’s center receivables system was not adequately maintained or safeguarded, resulting
in the loss of the accounts receivable database from July 2002 to December 2002.

Title 5 842401 and 842402 indicate that the campus president shall require that auxiliary
organizations operate in conformity with policy of the Board of Trustees and the campus. One of the
objectives of the auxiliary organizations is to provide fiscal procedures and management systems that
alow effective coordination of the auxiliary activities with the campus in accordance with sound
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business practices. Sound business practice mandates strong interna controls over fees, revenues,
and receivables.

The ASI executive director stated that the failure to adequately control certain revenues and
receivables was due to oversight.

Insufficient controls over revenues and receivables increase the risk of loss, errors, and irregularities.
Recommendation 32

We recommend that the ASI ensure:

a. Financial reports appropriately present the children’s center revenue in operating statements.

b. Compliance with requirements established within its contract with auxiliary business services
regarding its responsibility over children’s center receivables.

c. Children’'s center revenues and receivables are regularly reconciled.
d. The children’'s center receivables system is adequately maintained/saf eguarded.
CampusResponse

We concur. ASl has implemented recommendations by ensuring that financia reports are currently
reflecting the children’s center revenue in the operating statements, financial reports are prepared by
auxiliary business services, auxiliary business services has taken over the accounting for the
children’s center (This change became effective as of September 24, 2003), a new software package
was purchased to handle the children’s center accounting by auxiliary business services. Asaresult
of the new software package, the receivables will be maintained and reconciled on a regular basis
through the system. The installation process will begin in February 2004. Expected completion date:
April 2004

PURCHASING AND ACCOUNTS PAYABLE

PROCUREMENT PROCESS

ASl purchasing policies and procedures were incomplete and insufficiently documented for
hospitality purchases, cell phone and related equipment cost reimbursement, requisition and purchase
order usage, and check reguest control.

Title 5 842401 and 842402 indicate that the campus president shall require that auxiliary
organizations operate in conformity with policy of the Board of Trustees and the campus. One of the
objectives of the auxiliary organizations is to provide fiscal procedures and management systems that
alow effective coordination of the auxiliary activities with the campus in accordance with sound
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business practices. Sound business practice mandates adequate documentation of procurement
policies and procedures.

The ASl executive director stated that the absence of complete and sufficiently documented
purchasing policies and procedures was due to oversight.

Failure to fully develop and communicate written policies and procedures weakens interna controls
and increases the risk that misunderstandings will occur.

Recommendation 33
We recommend that the ASlI fully develop written procurement policies and procedures for

hospitality purchases, cell phone and related equipment cost reimbursement, requisition and purchase
order usage, and check request control.

CampusResponse

We concur. The Associated Students board of directors approved a revised hospitality policy on
June 24, 2003. The Associated Students board of directors will develop and approve revised
procurement policies and procedures for requisition and purchase order usage, check request control,

and cell phone and related equipment cost reimbursement.  Expected completion date:  March 15,
2004

SUPPORTING DOCUMENTATION

Certain ASI cash disbursements were not supported by sufficient and appropriate documentation and
evidence of appropriate authorization.

Our review of 106 cash disbursements disclosed the following:

Process Controls

» In 40 instances, facsimile or photocopied invoices were accepted for payment without
certification that records were checked to prevent duplicate payment.

» Infiveinstances, the expenditure for a hospitality event did not provide the names of participating
individuals.

» Written policies and procedures that prohibited an official from authorizing his’/her own purchase
or paymert (i.e., one-up authorization) had not been devel oped.

» In 23 instances, peers or subordinates approved reimbursements.

» In 21 instances, the approving official authorized hisher own reimbursement or payment for
personal expenses.
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Processing Exceptions

» In 38 instances, the ASI did not comply with its purchasing policy requiring documented quotes
and bids for purchases over $1,000.

» In 102 instances, purchase order forms were not used to execute purchases. Check requests were
submitted with invoices attached, after goods were received or services provided.

» In 18 ingtances, proof-of-delivery documentation, such as signed shipping receipts, was not
submitted.

» Infiveinstances, signature authorizations were not on file.

Title 5 842401 and 842402 indicate that the campus president shal require that auxiliary
organizations operate in conformity with policy of the Board of Trustees and the campus. One of the
objectives of the auxiliary organizations is to provide fiscal procedures and management systems that
allow effective coordination of the auxiliary activities with the campus in accordance with sound
business practices. Sound business practice mandates that all cash disbursements be fully supported
and properly authorized.

The ASI executive director stated that the lack of appropriate documentation and authorization was
due to an oversight.

Insufficient supporting documentation and lack of appropriate authorization increase the risk of
errors, irregularities, and misappropriation of funds.

Recommendation 34
We recommend that the ASI:

a. Require certification that records were checked to prevent duplicate payment when facsimile or
photocopied invoices are accepted.

b. Provide the names of participating individuals for hospitality event-related expenditures.
c. Prohibit peer or subordinate approva of reimbursements.

d. Prohibit an official from authorizing his’/her own purchase or payment (i.e., one-up authorization)
in policies and procedures.

e. Prohibit self-authorization of reimbursements for personal expenses.

f. Reterate to staff existing cash disbursements policies and procedures regarding sufficient and
appropriate supporting documentation and appropriate authorization.
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CampusResponse

We concur. The Associated Students board of directors will review and revise the existing ASI
financia policies and procedures to require certification that records were checked to prevent
duplicate payment when facsmile or photocopied invoices are accepted, provide the names of
participating individuals for hospitality event-related expenditures, prohibit peer or subordinate
approva of reimbursements, prohibit an official from authorizing his’her own purchase or payment
(i.e, one-up authorization) in policies and procedures, and prohibit self-authorization of
reimbursements for persona expenses. Additionally, the Associated Students board of directors will
reiterate to staff existing cash disbursements policies and procedures regarding sufficient and
appropriate supporting documentation and appropriate authorization. Expected completion date:
March 30, 2004

AUTHORIZATION

The AS failed to obtain mandated approval for modification of board-approved budget prior to
expenditure of funds.

The ASI budget for furniture and equipment was exceeded by nearly $10,000 due to purchases of 11
personal digital assistants (PDAS) and four computers for the ASI executive office.

University policy related to the ASI indicates that budget modifications should be reviewed by an
appropriate campus official.

The ASl executive director stated that he was unaware of the requirement for certain budget
modifications to be reviewed.

The lack of appropriate authorization increases the risk of errors, irregularities, and misappropriation
of funds.

Recommendation 35

We recommend that the ASI obtain mandated approval for modification of board-approved budget
prior to expenditure of funds.

CampusResponse
We concur. The Associated Students board of directors will amend the Budget Review Board section

of the ASl financia policies to ensure that Associated Students obtain approval for modification of
board-approved budget prior to expenditure of funds. Expected completion date: March 15, 2004
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REIMBURSED PURCHASES
ASl controls over reimbursed purchases were deficient.
We found:

» Excessive reimbursement to the executive director for his usage of personal credit cards (over
$80,000 in purchases during the audit period), which resulted in personal benefit under credit card
reward programs. Additionally, the executive director was reimbursed for the membership fee
charged to participate in the credit card rewards program.

» Redacted credit card statements were submitted as support by the executive director for
reimbursed purchases, preventing appropriate verification of charges prior to payment.

» Supporting documentation, beyond redacted credit card statements described above, was not
required for airfare and lodging reimbursements.

Title 5 842401 and 842402 indicate that the campus president shall require that auxiliary
organizations operate in conformity with policy of the Board of Trustees and the campus. One of the
objectives of the auxiliary organizations is to provide fiscal procedures and management systems that
allow effective coordination of the auxiliary activities with the campus in accordance with sound
business practices. Sound business practice mandates proper control over reimbursed purchases.

The ASI executive director stated that the ASl was not able to obtain a corporate credit card in the
name of the auxiliary organization and attempts to use a procurement card proved inadequate for AS|
purposes. Additionaly, the executive director stated that he was unaware that it was improper to
personally benefit from official ASI transactions by receiving mileage rewards on his credit card.

Insufficient control over reimbursements increases the risk of errors, irregularities, and
misappropriation of funds.

Recommendation 36

We recommend that the ASl develop and implement procedures to ensure proper control over
reimbursed purchases. Specificaly, the ASl should:

a. Prohibit excessive usage of persona credit cards for normal business purchases.

b. Prohibit the reimbursement of personal expenses, such as membership fees, charged to participate
in the credit card rewards program.

c. Ensurethat sufficient documentation is submitted to verify charges prior to reimbursement.

Auxiliary Organizations/San Francisco State University/Report No. 03-47

Page 49



OBSERVATIONS, RECOMMENDATIONS, AND CAMPUS RESPONSES

CampusResponse

We concur. The Associated Students board of directors will develop and approve a credit card policy
and procedure for reimbursed purchases. Expected completion date: March 30, 2004

PERSONNEL AND PAYROLL

PAYROLL PROCESSING
The ASl did not document employment polic ies and procedures related to off-site work.

Records of off-site work were not maintained when various employees were provided laptops to work
from home.

The Fair Labor Standards Act indicates that employees must receive overtime pay for hours worked
in excess of 40 in a workweek at a rate not less than time and one-haf their regular rates of pay.
Furthermore, the overtime requirement may not be waived by agreement between the employer and
employees.

Title 5 842401 and 842402 indicate that the campus president shall require that auxiliary
organizations operate in conformity with policy of the Board of Trustees and the campus. One of the
objectives of the auxiliary organizationsisto provide fiscal procedures and management systems that
alow effective coordination of the auxiliary activities with the campus in accordance with sound
business practices. Sound business practice mandates that employment arrangements be fully
documented.

The ASI executive director stated that failure to document off-site work was due to oversight.

Failure to maintain complete employee compensationrelated records increases the risk of
misunderstandings and may increase legal liability.

Recommendation 37
We recommend that the ASI document employment policies and procedures related to off-site work.
CampusResponse

We concur. The Associated Students board of directors will amend the Corporate Personnel Manual
to include policies and procedures to document off-site work. Expected completion dates: March 15,
2004
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BACKGROUND CHECKS

The ASl children’s center did not consistently conduct background checks for children’s center
employees prior to employment and appropriately maintain those records in employee personnedl files.

Our review of eight personnel files disclosed the following:

» Inthree instances, background checks were not documented for teaching assistants.
» Inoneinstance, a background check was conducted six months after a teaching assistant began
employment.

Title 22 8101170 and 8101216 indicate that the child-care center must submit fingerprints to the
Cdlifornia Department of Justice to conduct a crimina record clearance prior to the individual’s
employment and that proof of clearance must be kept in personne files.

The director of the ASI Early Childhood Education Center stated that background checks were not
conducted due to oversight.

Failure to comply with state law regarding background checks for child-care employees increases the
risk of misunderstandings and may increase legal liability.

Recommendation 38

We recommend that the ASI children’s center consistently conduct background checks for all
children’s center employees prior to employment and appropriately maintain these records in
employee personnd files.

CampusResponse

We concur. The Associated Students board of directors will approve a new policy and procedure to
ensure that the ASI Early Childhood Education Center will consistently conduct background checks
for dl children’s center employees prior to employment. Expected completion date: March 15, 2004

EMPLOYEE SEPARATION
The ASI had not documented its employee separation procedures.

Title 5 842401 and 842402 indicate that the campus president shall require that auxiliary
organizations operate in conformity with policy of the Board of Trustees and the campus. One of the
objectives of the auxiliary organizationsis to provide fiscal pracedures and management systems that
allow effective coordination of the auxiliary activities with the campus in accordance with sound
business practices. Sound business practice mandates that adequate employee separation procedures
be documented.

The ASI executive director stated that failure to document employee separation procedures was due
to oversight.
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Failure to document employee separation procedures increases the risk of loss, errors, and
mi sappropriation.

Recommendation 39

We recommend that ASI document its employee separation procedures.

CampusResponse

We concur. The Associated Students board of directors will amend the Corporate Personnel Manual
to include procedures for employee separation. Expected completion date: March 15, 2004

FIXED ASSETS

Certain controls over AS fixed assets were inadeguate.

Our review of recently purchased assets and the campus’' review of 127 assets reveaed the following:

Failure to Report Stolen Laptop

»

The executive director disclosed that an ASl laptop in his possession had been stolen in a
shopping mall approximately ayear ago.

The executive director did not report the stolen laptop to the ASI board of directors, the insurance
company, or the campus police a the time of the loss.

Subsequent to the audit fieldwork, the executive director informed the board of the disposition of
the laptop, stating that it had been stolen for a few months, and consequently donated a laptop to
the ASI to replace the one he lost. The laptop is currently being utilized by the ASI president.

Unlocated Fixed Assets

»

Of the selected fixed assets, ASI could not locate 20 items or provide explanation for their
disposition. These items included nine desktops, five laptops, and two PDAS.

Administration

»

Disposal procedures were not followed, and broken equipment was kept in the executive
director’s office.

Laptops and PDAs had been loaned to employees and board members without written agreements
to support the arrangement.

Complete physical inventories of fixed assets did not occur.
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» The fixed asset database maintained by ASI was incomplete and did not track seria numbers
when applicable.

Title 5 842401 and 842402 indicate that the campus president shall require that auxiliary
organizations operate in conformity with policy of the Board of Trustees and the campus. One of the
objectives of the auxiliary organizations is to provide fiscal procedures and management systems that
allow effective coordination of the auxiliary activities with the campus in accordance with sound
business practices. Sound business practice mandates strong controls over fixed assets.

EO 698, Board of Trustees Policy for The California State University Auxiliary Organizations, dated
March 3, 1999, states that the review of auxiliary organizations will be used to determine appropriate
separation of duties, safeguarding of assets, and reliability and integrity of information.

The ASI executive director stated his regret at failing to report the lost laptop in atimely manner due
to a lack of better judgment on his part. Additionally, the executive director could not offer any
explanation as to the location of the other missing fixed assets, stating his belief that these assets had

been disposed of .

Inadequate controls over fixed assets increase the risk that property may be lost or stolen.
Recommendation 40
We recommend that the ASI:

a. Develop and document policies and procedures for the management and administration of fixed
assets, including inventory reconciliations to financia records, procedures for tagging and
tracking equipment and sensitive assets, and inclusion of serial numbers in inventory.

b. Ensure that all fixed assets are tagged and properly and clearly identified in the fixed asset
subsidiary records.

c. Ensurethat there are usage and transfer agreements for equipment such as laptops and PDAS.
d. Conduct independent inventories.

e. Enforce the disposal authorization policy and develop procedures to inform the accounting office
of disposalsin atimely manner.

CampusResponse

We concur. The Associated Students board of directors will approve revised policies and procedures
for the management and administration of fixed assets, including inventory reconciliations to
financia records, procedures for tagging and tracking equipment and sensitive assets, and inclusion of
serial numbersin inventory. Reconciling inventory records to the financia records will be performed
by auxiliary business services. Associated Students will forward the final asset list at year end to
auxiliary business services for reconciliation against the asset list from the financial records
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maintained by auxiliary business services. In addition, the Associated Students board of directors
will ensure that al fixed assets are tagged and properly and clearly identified in the fixed asset
subsidiary records, there are usage and transfer agreements for equipment such as laptops and PDAS,
and that independent inventories are conducted. Further, the Associated Students board of directors
will enforce the disposal authorization policy and develop procedures to inform the accounting office
of disposalsin atimely manner. Expected completion date: March 30, 2004
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SAN FRANCISCO STATE UNIVERSITY STUDENT CENTER

LEGAL AND REGULATORY COMPLIANCE

The San Francisco State University Student Center (Student Center) did not record board-designated
reserves within its general ledger.

Title 5 842401 and 842402 indicate that the campus president shall require that auxiliary
organizations operate in conformity with policy of the Board of Trustees and the campus. One of the
objectives of the auxiliary organizations is to provide fiscal procedures and management systems that
alow effective coordination of the auxiliary activities with the campus in accordance with sound
business practices. Sound business practice mandates that a designated fund balance be recognized
within an organization’s generd ledger.

The Student Center managing director stated that te yearly board-approved budget and budget
review process ensures that the Student Center only expends funds as budgeted; the board approves
any exceptions.

Failure to appropriately record designated amounts increases the risk of misunderstandings and
miscommunication regarding available reserve.

Recommendation 41

We recommend that the Student Center record board-designated reserves within its general ledger.

CampusResponse

We concur. In coordination with Student Center management, auxiliary business services has
initiated transfers, approved by the Student Center managing director, to fund the Contingencies for
Current Operations Reserve and the Plant Fund Reserve, with each transfer representing ten percent
(10%) of the operating budget for fiscal year 2003-2004. Auxiliary business servicestransferred said
funds into a separate designated fund balance.

SEGREGATION OF DUTIES

The Student Center evening building supervisor had the ability to hire employees and was responsible
for distributing payroll checksto evening custodia staff.

EO 698, Board of Trustees Policy for the California Sate University Auxiliary Organizations, dated
March 3, 1999, states that the review of auxiliary organizations will be used to determine appropriate
separation of duties, safeguarding of assets, and reliability and integrity of information.

The Student Center managing director stated that this long-established practice was implemented for
the convenience of evening employees.
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Inadequate segregation of duties increases the risk that errors and irregularities will not be detected in
atimely manner.

Recommendation 42

We recommend that the Student Center segregate payroll duties for building operations or institute
mitigating controls approved by the campus chief financial officer.

CampusResponse

We concur. A revisonto Section 3.7 of the Student Center’s Human Resources Manual will require
al employees to personally pick up their checks from the Student Center business office and also sign
off on receipt of the check. The revised section will be presented to the Student Center governing
board for approval at its March 2004 meeting. Expected completion date: March 2004

CASH RECEIPTS AND HANDLING

Funds awaiting deposit were inadequately secured in an unlocked safe in a certain location at the
Student Center.

Title 5 842401 and 842402 indicate that the campus president shall require that auxiliary
organizations operate in conformity with policy of the Board of Trustees and the campus. One of the
objectives of the auxiliary organizations is to provide fiscal procedures and management systems that
allow effective coordination of the auxiliary activities with the campus in accordance with sound
business practices. Sound business practice mandates sufficient internal controls be maintained over
cash receipts processing.

The Student Center managing director stated that he was unaware that deposits were kept in an
unlocked safe.

Inadequate control over cash receipts processing increases the risk of loss or misappropriation of
funds.

Recommendation 43

We recommend that the Student Center ensure that funds awaiting deposit are properly safeguarded.

CampusResponse

We concur. A double-coded depository safe has been ordered for the accounting office which will
serve as the storage location for funds awaiting deposit. To ensure proper safeguarding, the primary
code will be in the custody of the security service personne that transport the deposits to the bank.
The secondary code will remain in the control of the accounting staff on duty. The safe and the
written documentation of the revisions to the accounting office change fund and cash handling
procedures will be in effect by the third week of March. Expected completion date: March 2004
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FEES, REVENUES, AND RECEIVABLES

The Student Center had not documented policies or procedures for the collection and write-off of
long-outstanding accounts receivable.

Title 5 842401 and 842402 indicate that the campus president shall require that auxiliary
organizations operate in conformity with policy of the Board of Trustees and the campus. One of the
objectives of the auxiliary organizations is to provide fiscal procedures and management systems that
allow effective coordination of the auxiliary activities with the campus in accordance with sound
business practices. Sound business practice mandates proper internal controls over accounts
receivable.

The Student Center managing director stated that written accounts receivable procedures were
maintained; however, those regarding the collection and write-off of long-outstanding accounts
receivable had not been documented.

Insufficient controls over accounts receivable increase the risk of loss, errors, and irregularities.
Recommendation 44

We recommend that the Student Center document policies and procedures for the administration,
collection, and write-off of long-outstanding accounts receivable.

CampusResponse

We concur. Though the Student Center provided documentation that showed an excellent history of
collecting outstanding receivables, procedures had not been documented that would ensure consistent
and continued follow up in al cases. A revison to the Student Center's accounts receivable
procedures that document appropriate procedures for the administration, collection, and write-off of
long-outstanding receivables will be presented to the Student Center governing board for approval at
the April 2004 meeting. Expected completion date: April 2004

PURCHASING AND ACCOUNTS PAYABLE
PROCUREMENT PROCESS

Certain Student Center purchasing policies and procedures were incomplete and insufficiently
documented for hospitality purchases, dating its signature authorization list, and accounting and
control over gift certificates purchased.

Title 5 842401 and 842402 indicate that the campus president shall require that auxiliary
organizations operate in conformity with policy of the Board of Trustees and the campus. One of the
objectives of the auxiliary organizations is to provide fiscal procedures and management systems that
allow effective coordination of the auxiliary activities with the campus in accordance with sound
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business practices. Sound business practice mandates adequate documentation of procurement
policies and procedures.

The Student Center managing director stated that athough the Student Center had developed
procedures for the administration of procurement, they had not completed documentation for these
three items.

Failure to fully develop and communicate written policies and procedures weakens internal controls
and increases the risk that misunderstandings will occur.

Recommendation 45

We recommend that the Student Center fully develop written procurement policies and procedures for
hospitaity purchases, dating its signature authorization list, and accounting and control over gift
certificates purchased.

CampusResponse

We concur. The Student Center governing board approved a hospitality policy for the organization in
July 2003, and the Student Genter’s Accounting Procedures Manua has been revised to include
guidelines for dating the signature authorization list. Additionally, the Purchasing procedures section
of the Accounting Procedures Manual has been revised to include procedures for the purchase and
inventory maintenance of gift certificates, including safeguarding and accounting of excess or
unclaimed certificates. The revisons will be presented to the Student Center governing board for
approva at its March 2004 meeting. Expected completion date: March 2004

SUPPORTING DOCUMENTATION

Certain Student Center cash disbursements were not supported by sufficient and appropriate
documentation.

Our review of 55 disbursements disclosed the following:

Process Controls

» In six instances, facsimile or photocopied invoices were accepted for payment without
certification that records were verified to prevent duplicate payment.

Processing Exceptions

» In six instances, quotes or bids from three vendors were not obtained for purchases greater than
$3,000.

» Inoneinstance, alist of attendees was not obtained as part of the supporting documentation.

» Inoneinstance, the purchase order was dated after the services were rendered.
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» In three instances, payment was made without a receipt or other supporting documentation (i.e.,
hotel statement, air ticket receipt, and tournament proceeds).

Title 5 842401 and 842402 indicate that the campus president shall require that auxiliary
organizations operate in conformity with policy of the Board of Trustees and the campus. One of the
objectives of the auxiliary organizations is to provide fiscal procedures and management systems that
allow effective coordination of the auxiliary activities with the campus in accordance with sound
business practices. Sound business practice mandates that all cash disbursements be fully supported
and properly authorized.

The Student Center manager of accounting stated that every attempt is made to follow stated policies
and procedures.

Insufficient supporting documentation increases the risk of errors, irregularities, and misappropriation
of funds.

Recommendation 46
We recommend that the Student Center:

a. Require certification that records were checked to prevent duplicate payment when facsimile or
photocopied invoices are accepted.

b. Reiterate to staff existing cash disbursements policies and procedures regarding sufficient and
appropriate supporting documentation.

CampusResponse

We concur. The Purchasing section of the Accounting Procedures Manual will be revised to include
the following requirements for invoice processing: “ When a photocopy or facsimile of an invoice is
received for processing, the accounting staff handling the transaction shall check the vendor’s paid
A/P file to verify that no invoice with the same number and/or itemization has been previousy
processed and shall stamp and initial the front of the facsimiled or photocopied invoice with a
“ duplicate invoice check” stamp. Duplicates will not be processed and must be brought to the
attention of the Accounting Supervisor.” The revision will be presented to the Student Center
governing board for approval at its March 2004 meeting. A memo is being sent to the staff to clarify
necessary documentation for cash disbursements. Expected completion date: March 2004

CONTRACT ADMINISTRATION
Certain controls over Student Center contracts were inadequate.
Our review of six judgmentally selected contracts reveaed that:

» In one instance, a copy of the current business license was not reviewed and maintained in the
contract files.
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» Inoneinstance, the Student Center vendor service committee and/or the Student Center board did
not properly approve the food service contract as required by the vendor service policy.

Education Code 889900(c) establishes a responsibility to operate in accordance with sound business
practices in the interest of the campus. Sound business practice mandates the maintenance of records
required under a contractual agreement and proper approval of parties to the agreement.

The Student Center retail commercia services manager stated that a copy of the current business
license was not requested from the vendor. The Student Center managing director stated that the
board approved the contract; however, documentation evidencing such could not be located.

A lack of sufficient oversight over contracts exposes the auxiliary organization to regulatory and legal
consequences.

Recommendation 47
We recommend that the Student Center ensure that:

a. Contracts are properly administered by implementing procedures to periodically review current
business documents.

b. Contract approval documentation is properly maintained.

CampusResponse

We concur. Currently, it is the responsibility of the business office manager to perform a monthly
review of vendor-related documents by updating a Vendor Compliance Chart. The chart includes:
vendor name; contract expiration date; next renewal date; verification that contract is on file
verification that signature page is current; verification of adequate liability coverage and that policy is
current; verification of workers compensation insurance and that coverage is current; verification that
any automobile insurance requirement is adequate and current. Two additiona review items will be
added to this chart: verification that the vendor’s business license is on file and has not expired; and
verification that the signature page has all the required Student Center signatures.

The managing director will send a memo to the business office manager clearly delineating these
responsibilities and requesting the inclusion of the additional items into the compliance chart.
Expected completion date: March 2004

FIXED ASSETS
Certain Student Center controls over fixed assets were inadequate.

We found that:

» Each department was responsible for performing its own annual inventory without periodic,
independent checks.
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» Property inventory reconciliations were not addressed in the Student Center property
management manud.

Title 5 842401 and 842402 indicate that the campus president shall require that auxiliary
organizations operate in conformity with policy of the Board of Trustees and the campus. One of the
objectives of the auxiliary organizations is to provide fiscal procedures and management systems that
allow effective coordination of the auxiliary activities with the campus in accordance with sound
business practices. Sound business practice mandates strong internal controls over fixed assets.

The Student Center business office manager stated that the lack of proper controls over fixed assets
was due to current staffing levels.

Failure to maintain adequate controls over fixed assets increases the risk of lost or stolen property.
Recommendation 48
We recommend that the Student Center:

a. Perform an independent physical inventory of fixed assets.
b. Revise palicies and procedures to address property inventory reconciliations.

CampusResponse

We concur. Beginning with the fiscal 2003-2004 inventory count, the Student Center will perform its
physical inventory of assets independent of the department manager having custody over the
property, following the quidelines set forth on page 2 — Inventory of Equipment of the Cesar Chavez
Sudent Center Property Management Manual which states. “ The Business Office Manager or a
designated person (other than the custodian of the Property) will physically sight and record each
item”

In discussions with auxiliary business services, it has been determined that reconciling inventory
records to the financia records will be performed in the following manner: “The Sudent Center’s
Business Office Manager will forward the final asset list at year-end to Auxiliary Business Services.
ABSwill reconcile the list against the asset list from the financial records they maintain.” Revisions
to the Center’ s Property Management Manual that reflect these new responsibilities will be presented
to the Student Center governing board for approval at its April 2004 meeting. Expected completion
date: April 2004
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PERSONNEL CONTACTED

Name

CAMPUS

Robert A. Corrigan
Edwin Billiot
Vincent Cheung
Suzanne Dmytrenko
Franz Lozano
Suzanne Michalik
Leroy Morishita
Jm Van Ness

Title

President

ASl Accountant, Auxiliary Business Services
Accountant, Auxiliary Business Services
Registrar

Associate Interna Auditor

Director, Auxiliary Business Services

Vice President, Administration and Finance
Internal Auditor

SAN FRANCISCO STATE UNIVERSITY FOUNDATION, INC.

Shawna Anderson
Mark Angstman
Tim Briggs
Karen Clopton
James Collier
Arlene Essex
Charlene Gee
Brian Hibbits
Charles Jackson
Naum Korenfeld
Tammie Ridgell
Tami Scott

Leo Vdle
Anthony Victoria

FRANCISCAN SHOPS
Bob Burd
Nazanin Calhoun
Jim Chen

Fred Eskridge
Wendy Johnson
Lisa Katzman
Linh Nguyen
John Oliver

Elsa Ramos
Lolita Ramos

Joe Rogers
Robert Strong
Ken White

Amber Wilson
Brian Zimmerman

Executive Assistant

Personnel Coordinator

Student Assistant

Chief of Operations and Corporate Counsel
Executive Director

Project Administration and Licensing Manager
Accounting Department Technician
Information Technology Technician

Cashier

Accounts Payable Technician

Chief Accountant

Project Administration and Licensing Coordinator
Finance Department Manager

Administrative Services Director

Controller

Human Resources/Customer Service Manager
Computer Department Manager
Information Systems Manager
Textbook Manager

Graphics Manager

Information Systems Manager
Operations Manager
Convenience Store Manager
Cash Control Supervisor
Warehouse Supervisor

Genera Manager

Genera Books Manager
General Merchandise Manager
Associate General Manager
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ASSOCIATED STUDENTS OF SAN FRANCISCO STATE UNIVERSITY

Jamila Ali
Natalie Batista
Scott Davey
Marcus Gama
Sarah Johnson
Muata Kenyatta
Peter Koo

Hong Nguyen
Carol Rector
Algandro Rios
Khrisean Thomas
Monolito Lee Twyman
Jason Velo

Associate Executive Director

AS President

Associate Director, Performing Arts and Lecture Series
Central Production Coordinator, Performing Arts and Lecture Series
Director, ASl Early Childhood Education Center
Director, Performing Arts and Lecture Series
Executive Director

Business Officer Manager

Preschool Program Coordinator

Assistant Business Office Manager

Human Resources Director

ASl Vice President, Finance

Leadership Development Coordinator

SAN FRANCISCO STATE UNIVERSITY STUDENT CENTER

Edina Baraktarevic
ZoilaBaltodano
Charlene Cdlica
Karen Carrington
Nicole Daenzer
Guy Ddpe

Porsia Lauigan
Andy Navarro
Camolotte Pengosro
Melissa Redada
Gurinder Singh
Liberty Stanavage

Retail Commercia Services Manager
Business Office Manager

Human Resources Manager

Manager, Accounting Office
Accounts Payable Student Manager
Managing Director

Accounts Receivable Student Manager
Cash Control Assistant

Cash Control Assistant

Senior Accounting Assistant

Budget Anayst

Student Center Governing Board Secretary
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STATEMENT OF INTERNAL CONTROLS

INTRODUCTION

Internal accounting and related operationa controls established by the state of California, the CSU
Board of Trustees, and the Office of the Chancellor are evaluated by the university auditor, in
compliance with professional standards for the conduct of interna audits, to determine if an adequate
system of interna control exists and is effective for the purposes intended. Any deficiencies observed
are brought to the attention of appropriate management for corrective action.

INTERNAL CONTROL DEFINITION

Internal control, in the broad sense, includes controls which may be characterized as either accounting
or operationa as follows:

1. Interna Accounting Controls

Internal accounting controls comprise the plan of organization and all methods and procedures
that are concerned mainly with, and relate directly to, the safeguarding of assets and the reliability
of financia records. They generally include such controls as the systems of authorization and
approval, separation of duties concerned with record keeping and accounting reports from those
concerned with operations or asset custody, physical controls over assets, and personnel of a
guality commensurate with responsibilities.

2. Operational Controls

Operational controls comprise the plan of organization and all methods and procedures that are
concerned mainly with operational efficiency and adherence to manageria policies and usually
relate only indirectly to the financia records.

INTERNAL CONTROL OBJECTIVES

The objective of internal accounting and related operational control is to provide reasonable, but not
absolute, assurance as to the safeguarding of assets against |oss from unauthorized use or disposition,
and the reliability of financial records for preparing financial statements and maintaining
accountability for assets. The concept of reasonable assurance recognizes that the cost of a system of
internal accounting and operational control should not exceed the benefits derived and a so recognizes
that the evaluation of these factors necessarily requires estimates and judgment by management.



D.

APPENDIX B
Page 2 of 2

INTERNAL CONTROL SYSTEMSLIMITATIONS

There are inherent limitations that should be recognized in considering the potential effectiveness of
any system of internal accounting and related operational control. In the performance of most control
procedures, erors can result from misunderstanding of instruction, mistakes of judgment,
carelessness, or other persona factors. Control procedures whose effectiveness depends upon
segregation of duties can be circumvented by collusion. Similarly, control procedures can be
circumvented intentionally by management with respect to the executing and recording of
transactions. Moreover, projection of any evaluation of internal accounting and operational control to
future periods is subject to the risk that the procedures may become inadequate because of changesin
conditions and that the degree of compliance with the procedures may deteriorate. It is with these
understandings that internal audit reports are presented to management for review and use.



