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INTRODUCTION

PURPOSE

The principal audit objectives were to determine compliance with the Education Code, Title 5, and
directives of the Board of Trustees and the Office of the Chancellor and to assess the adequacy of controls
and systems. Specifically, we sought assurances that legal and regulatory requirements are complied with
regarding the:

Formation of the auxiliary.

Functions the auxiliary performs on the campus.

Creation and operation of the auxiliary’s board of directors.

Establishment of policies and procedures based upon sound business practices.

Observance of mandates to maintain an “arms-length” in business transactions between the auxiliary
and the campus.

» Campus oversight of auxiliary operations.

v v v v Vv

In addition, we reviewed internal controls to assure that:

Accounting data is provided in an accurate, timely, complete, or otherwise reliable manner.

Assets are adequately safeguarded from loss, damage, or misappropriation.

Duties are appropriately segregated consistent with appropriate control objectives.

Transactions, accounting entries, or systems output is reviewed and approved.

Management does not intentionally override internal controls to the detriment of the overall internal
control objectives.

Accounting and fiscal tasks, such as reconciliations, are prepared properly and completed timely.

» Deficiencies in internal controls previously identified were corrected satisfactorily and timely.

» Management seeks to prevent or detect erroneous record keeping, inappropriate accounting,
fraudulent financial reporting, financial loss, and exposure.

v v v v Vv

v

SCOPE AND METHODOLOGY

Our management review emphasized, but was not limited to, compliance with state and federal laws and
regulations, Board of Trustee policies, and Office of the Chancellor policies, letters, and directives as they
relate to California State University (CSU) auxiliaries. For those audit tests that required annualized data,
fiscal years 1999-2000 and 2000-2001 were the primary periods reviewed. In certain instances, we were
concerned with representations of the most current data—in such cases, the test period was extended to
February 2002. Our primary focus was on internal compliance and controls.

Specifically, for the period reviewed, we examined compliance of the campus and each auxiliary with the
Education Code and Title 5 as they relate to the operation of CSU auxiliary organizations. Individual
codes and regulations included within the scope of our review were identified through an assessment of
risk. Similarly, internal controls were included within our scope based upon risk. Therefore, the scope of
our review varied from auxiliary to auxiliary.

Auxiliary Organizations/Humboldt State University/Report No. 02-46
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INTRODUCTION

A preliminary survey of CSU auxiliaries at each campus was used to identify risks. Risk was defined as
the probability that an event or action would adversely affect the auxiliary and/or the campus.

Our assessment of risk was based upon a systematic process, using professional judgments on probable
adverse conditions and/or events that became the basis for development of our final scope. We sought to
assign higher review priorities to activities with higher risks. As a result, not all risks identified were
included within the scope of our review.

The scope of our review, regarding internal compliance considerations, focused on areas which were
identified during our preliminary assessment of risks related to the CSU and its requirements to exercise
oversight of auxiliaries. (See Appendix B.)

The scope of our internal control review focused on separation of duties, safeguarding of assets, and
reliability and integrity of information. Within these, we considered areas of risk identified during a
preliminary survey of the campus’ auxiliary operations in addition to risks related to the CSU and its
oversight of auxiliaries. (See Appendix B.)

We have not performed reviews or analyses beyond the date of our report. Accordingly, our comments
are based on our knowledge as of that date and should be read with that understanding. Since the purpose
of our comments is to suggest areas for improvement, comments on favorable matters are not discussed.

BACKGROUND

Education Code §89900 states, in part, that the operation of auxiliary organizations shall be conducted in
conformity with regulations established by the Trustees.

Education Code §89904 states, in part, that the Trustees of the California State University and the
governing boards of the various auxiliary organizations shall:

» Institute a standard systemwide accounting and reporting system for businesslike management of the
operation of such auxiliary organizations.

» Implement financial standards which will assure the fiscal viability of such various auxiliary
organizations. Such standards shall include proper provision for professional management, adequate
working capital, adequate reserve funds for current operations and capital replacements, and adequate
provisions for new business requirements.

» Institute procedures to assure that transactions of the auxiliary organizations are within the
educational mission of the state colleges.

» Develop policies for the appropriation of funds derived from indirect cost payments.

Auxiliary Organizations/Humboldt State University/Report No. 02-46
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INTRODUCTION

Executive Order No. 698, superseding Executive Order No. 682, was issued on March 3, 1999. In that
directive, the president of each campus was instructed, in part, as follows:

Section 2. Authority and Responsibility of the Campus President. Title 5, Section
42402 establishes the authority of campus presidents to require auxiliary
organizations to operate in conformity with policy of the Board of Trustees and
the campus. The president is required to review auxiliary programs and budgets
and to require discontinuance of activities not in conformity with policies of the
Board of Trustees and campus.

The following Trustee policy supplements the existing policy of Section 42402
and provides an additional mechanism for the president to administer his or her
responsibilities concerning auxiliary organizations. Action taken by the Trustees'
Committee on Audit at the January 1999 meeting of the Board requires an
internal compliance/internal control review to be performed by the University
Auditor.

The Office of the University Auditor will perform an internal compliance/
internal control review of auxiliary organizations. The review will be used to
determine compliance with law, including statutes in the Education Code and
rules and regulations of Title 5, and compliance with policy of the Board of
Trustees and of the campus, including appropriate separation of duties,
safeguarding of assets and reliability and integrity of information. This review of
each auxiliary organization shall be completed on a triennial basis pursuant to
procedures established by the chancellor.

This report represents our triennial review.

OPINION

We visited the Humboldt State University campus from March 11, 2002, through April 12, 2002, and
reviewed the internal compliance and internal control structures in effect at that time. Our study and
evaluation were conducted in accordance with the Standards for the Professional Practice of Internal
Auditing, issued by the Institute of Internal Auditors, and included the audit tests we considered necessary
in determining that accounting and administrative controls are in place and operative.

The campus and management at each auxiliary are responsible for establishing and maintaining adequate
internal controls.  This responsibility includes documenting internal controls, communicating
requirements to employees, and assuring that internal controls are functioning as prescribed. In fulfilling
this responsibility, estimates and judgments by management are required to assess the expected benefits
and related costs of control procedures.

Auxiliary Organizations/Humboldt State University/Report No. 02-46
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INTRODUCTION

The objectives of accounting and administrative controls are to provide management with reasonable, but
not absolute, assurance that:

P Assets are safeguarded against loss from unauthorized use or disposition.

» Transactions are executed in accordance with management’s authorization and recorded properly to
permit the preparation of reliable financial statements.

» Financial operations are conducted in accordance with policies and procedures established in the State
Administrative Manual, Education Code, Title 5, and Trustee policy as applicable.

Our audit disclosed conditions which, in our opinion, would result in significant errors and irregularities if
not corrected. These conditions, along with other weaknesses, are described in the executive summary
and in the body of the report.

As a result of changing conditions and the degree of compliance with procedures, the effectiveness of
controls change over time. Specific limitations that may hinder the effectiveness of an otherwise
adequate system of controls include, but are not limited to: resource constraints, faulty judgments,
unintentional errors, circumvention by collusion, and management overrides. Establishing controls to
prevent these limitations would not be cost-effective; moreover, an audit may not always detect these
limitations. (See Appendix C.)

Auxiliary Organizations/Humboldt State University/Report No. 02-46
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INTRODUCTION

EXECUTIVE SUMMARY

The purpose of this section is to provide management with an overview of conditions requiring their
attention. Areas of review not mentioned in this section were found to be satisfactory. Numbers in
brackets [ | refer to page numbers in the report.

CAMPUS
LEGAL AND REGULATORY COMPLIANCE [14]

CAMPUS SUPPORT ORGANIZATIONS [14]

The campus had not developed a procedure to identify and a strategy to coordinate and oversee
ancillary organizations that operate in support of academic and nonacademic programs. Sufficient
campus and presidential oversight over ancillary organizations operating on the campus in support of
academic and nonacademic programs reduces the campus’ and the California State University (CSU)
system’s exposure to regulatory and legal consequences.

LEASING OF FACILITIES [15]

Consideration exchanged and facilities leased were not sufficiently articulated/described in certain
ground lease agreements between the campus and the Humboldt State University Center, Board of
Directors (UC). Sufficiently documenting consideration and facilities leased reduces the risk that a
“gift of public funds” claim could be asserted against the campus or its legally separate auxiliary
organization.

PUBLIC RELATIONS POLICY [16]

The campus had not established a current public relations policy applicable to its auxiliary
organizations. Establishing a current public relations policy applicable to auxiliary organizations
reduces the risk that funds will be accumulated and used improperly.

CONFLICT OF INTEREST [16]

The campus had not provided guidance for its auxiliaries regarding the implementation of conflict-of-
interest policies and procedures, including statements and disclosures from board members and
management. Adequately addressing the implementation of conflict-of-interest code policies and
procedures for auxiliary boards and management reduces liability for acts contrary to the code.

STATE EMPLOYEES [18]

Written agreements had not been established between the campus and the Humboldt State University
Foundation (Foundation) for the assignment of state employees. Maintaining proper written
agreements ensures compliance with legal and other regulatory requirements.

Auxiliary Organizations/Humboldt State University/Report No. 02-46
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INTRODUCTION

TRUST FUNDS AND OTHER LIABILITIES [18]

The campus did not exercise sufficient control over funds held in trust by its auxiliary organizations.
Sufficient control over trust accounts reduces the risk of inappropriate expenditures and
misunderstandings about account operations.

HUMBOLDT STATE UNIVERSITY FOUNDATION

LEGAL AND REGULATORY COMPLIANCE [21]

PUBLIC MEETINGS [21]

Notices and agendas of the Foundation’s board of directors and committee meetings were not posted
in a public areca. Compliance with regulations for public meetings reduces the risk of
misunderstandings and may reduce legal liability.

BOARD MINUTES [21]

The Foundation’s minutes for the meetings of the board of directors and finance committee were
incomplete. Maintaining sufficient and appropriate minutes for the meetings of the board of directors
and finance committee reduces the potential for misunderstandings and may reduce legal liability.

BENEFITS [22]

The Foundation was unable to demonstrate that benefits provided to its employees were comparable
to those provided to state employees in similar positions. Compliance with CSU regulations reduces
the risk of misunderstandings and may reduce legal liability.

RESERVES [23]

Reserve balances maintained by the Foundation were not in compliance with requirements
established by its board of directors. Maintaining reserves in accordance with board-established
requirements reduces the campus’ risk to fund future deficits.

EDUCATIONAL SUPPORT [24]

Certain grants/aid administered by the Foundation were accepted for, and awarded to, individuals
who were not currently admitted CSU students. Offering or administering programs consistent with
those statutorily allowed prevents unacceptable risks and liabilities to the CSU.

NONDISCRIMINATION POLICY [25]

The Foundation’s nondiscrimination policy required revision. An adequate nondiscrimination policy
reduces the risk of noncompliance with state and federal laws and regulatory actions.

Auxiliary Organizations/Humboldt State University/Report No. 02-46
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INTRODUCTION

CASH RECEIPTS AND HANDLING [25]

SEGREGATION OF DUTIES [25]

The Foundation’s cash handling duties and responsibilities were not adequately segregated. Adequate
separation of duties reduces the risk that errors and irregularities will not be detected timely.

CASH RECEIPTS [26]

Controls over the Foundation’s cash receipts were inadequate. Adequate controls over cash receipts
reduce the risk of loss or misappropriation of funds.

SAFE ACCESS [27]

Access to the Foundation’s safe was not adequately restricted. Appropriately limiting safe access and
frequently changing safe combinations reduce the risk of errors, irregularities, and misappropriation.

BANK RECONCILIATIONS [28]

Bank statements with cancelled checks were not delivered unopened to the person preparing the bank
reconciliations.  Delivering unopened bank statements to the person preparing the bank
reconciliations reduces the risk that errors and irregularities will not be detected timely.

INVESTMENTS [29]

The Foundation’s policies and procedures over the management and administration of endowment
funds required improvement. Sufficient endowment policies and procedures reduce the risk that
funds will be handled inappropriately and contrary to the expectations of the campus and donors.

FEES, REVENUES, AND RECEIVABLES [30]

GIFT ACCEPTANCE [30]

The Foundation’s gift acceptance policies and procedures did not address the acceptance of gifts of
equipment or real property. Developing, documenting, and communicating written policies and
procedures reduce the risk that misunderstandings will occur.

INVOICING [31]

The Foundation was not up to date with invoicing granting agencies and had not closed out the prior
year’s grants. When granting agencies are invoiced in a timely manner, the potential for disallowed
costs or negative affect on cash reserves is decreased.

Auxiliary Organizations/Humboldt State University/Report No. 02-46
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INTRODUCTION

PURCHASING AND ACCOUNTS PAYABLE [31]

SUPPORTING DOCUMENTATION [31]

Certain Foundation cash disbursements were not supported by appropriate documentation. Sufficient
supporting documentation reduces the risk of errors, irregularities, and misappropriation.

AUTHORIZATION OF DISBURSEMENTS [33]

Foundation employees, rather than appropriate campus personnel, served as the one-up authorization
for non-contract and grant expenditure requests submitted by campus project directors. Controls are
strengthened when policies and procedures require proper one-up authorization.

SEGREGATION OF DUTIES [34]

The Foundation’s purchasing and accounts payable duties and responsibilities were not adequately
segregated. Adequate separation of duties reduces the risk that errors and irregularities will not be
detected timely.

DUAL SIGNATURES [34]

The Foundation did not require a secondary signature on checks over a designated high-dollar
amount. A secondary signature on checks over a designated amount reduces the risk that a
misappropriation of funds will not be detected in a timely manner.

CHECK PROCESSING [35]

The check-signing machines and blank check stock were not adequately secured. Adequate controls
over the security and usage of the check-signing machine and blank check stock reduce the risk of
misappropriation of funds.

UNDELIVERED CHECKS [36]

The Foundation’s controls over undelivered checks required improvement. The risk of errors or
misappropriation decreases when undelivered checks are properly controlled.

PERSONNEL AND PAYROLL [37]

PERSONNEL DOCUMENT PROCESSING [37]

Certain personnel setup documents were not maintained for all Foundation employees. Adequate
controls over personnel document processing reduce the risk of loss or misappropriation of funds.

Auxiliary Organizations/Humboldt State University/Report No. 02-46
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INTRODUCTION

TIME REPORTING [38]

The Foundation’s time reporting processing policies and procedures were inadequate. Adequate
controls over payroll time reporting reduce the risk of loss or misappropriation of funds.

PAYROLL PROCESSING [39]

The Foundation’s payroll processing procedures were inadequate. Adequate controls over payroll
transactions reduce the risk of loss or misappropriation of funds.

EMPLOYEE SEPARATION [40]

The Foundation’s employee separation policies and procedures were inadequate. Establishing
policies and procedures reduces the risk of loss, errors, and misappropriation.

SEGREGATION OF DUTIES [41]

The Foundation’s payroll duties were not adequately segregated. Adequate separation of duties
reduces the risk that errors and irregularities will not be detected timely.

FIXED ASSETS [41]

Controls over the Foundation’s fixed assets were inadequate. Maintaining adequate controls over
fixed assets reduces the risk of lost or stolen property.

TRUST AND OTHER LIABILITIES [42]

Certain controls over the Foundation’s trust accounts were inadequate. Sufficient controls over trust
accounts reduce the risk of inappropriate expenditures and misunderstandings regarding account
operations.

PROGRAMS [44]

REAL ESTATE ACQUISITION [44]

The Foundation had not established formal policies and procedures over the acquisition,
development, and management of real estate, including specifics with respect to due diligence,
appraisals, feasibility studies, funding, pledging of corporate assets, acquisition approval process, and
property management. Clearly established policies and procedures over the acquisition, development,
and management of real estate reduce the risk of misunderstandings and may decrease legal liability.

Auxiliary Organizations/Humboldt State University/Report No. 02-46
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INTRODUCTION

INTELLECTUAL PROPERTY [45]

Intellectual property policies of both the Foundation and the campus needed to be reviewed and
reconciled to clarify and define the rights, responsibilities, and liability of each with respect to the
administration and management of intellectual property. Controls are strengthened when policies and
procedures concerning intellectual property are fully documented and communicated to auxiliary and
campus personnel.

INFORMATION TECHNOLOGY [46]

SEPARATION OF DUTIES [46]

The Foundation’s accounting system user profiles did not provide for a proper segregation of duties.
Restricting access to the accounting system reduces the risk of unauthorized and inappropriate acts.

DISASTER RECOVERY PLAN [47]

The Foundation had not developed a sufficiently detailed, written information technology disaster
recovery plan and corresponding business continuation procedures. A detailed, written disaster
recovery plan and corresponding business continuation procedures enable the auxiliary to restore data
processing operations within a reasonable time frame.

BACKUP DATA [47]

Backup tapes were taken off-site and personally retained by the assistant foundation manager.
Appropriately storing backup data at an off-site location reduces the risk of data loss and
discontinuity of operations should a disaster occur.

PHYSICAL AND ENVIRONMENTAL CONTROLS [48]

The computer room used by the Foundation was not secured with either physical or environmental
controls to safeguard the equipment, restrict access, and reduce the risk of fire or other environmental
hazards. Adequate physical and environmental safeguards for computing equipment decrease the
probability of a significant adverse event affecting the computing system.
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INTRODUCTION

HUMBOLDT STATE UNIVERSITY CENTER, BOARD OF DIRECTORS

LEGAL AND REGULATORY COMPLIANCE [50]

AUXILIARY FUNCTIONS [50]

Certain functions performed by the UC were inconsistent with CSU policy. Performing authorized
functions reduces the risk that the auxiliary will participate in transactions inconsistent with Title 5
and subject the system to unwarranted liability.

RISK MANAGEMENT [51]

Several agreements between the UC and outside parties did not include a hold harmless clause
indemnifying the auxiliary organization, the campus, and the CSU from potential liability. The
potential for liability decreases when an indemnification clause is included in agreements between
auxiliary organizations and outside parties.

CASH RECEIPTS AND HANDLING [51]

Accountability was not localized when two or more persons had access to the same UC cash register.
Adequate transfer of accountability reduces the risk that errors and irregularities will not be detected
timely.

PETTY CASH AND CHANGE FUNDS [52]

CHANGE FUND ADMINISTRATION [52]

The UC change fund was excessive and was not subjected to regular, independent counts. Not
maintaining unnecessarily large amounts of cash on hand and performing regular, independent cash
counts reduce the risk that misappropriation of funds will not be detected.

CASH ADVANCES [53]

UC change funds were used to extend cash advances to the athletics department. Adequately
controlling cash advances reduces the risk that an error or misappropriation may occur and not be
detected timely.

SAFE ACCESS [54]

Access to the UC safe was not adequately restricted. Appropriately limiting safe access and
frequently changing safe combinations decrease the risk of errors, irregularities, and
misappropriation.
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INTRODUCTION

PURCHASING AND ACCOUNTS PAYABLE [55]

A memorandum of understanding had not been established between the UC and the campus regarding
the use of the UC campus debit card at the campus health center. Written agreements reduce the risk
of misunderstandings and miscommunication regarding rights and responsibilities.

PERSONNEL AND PAYROLL [56]

The UC had not documented its employee separation procedures for hourly employees. Establishing
written policies and procedures reduces the risk of loss, errors, and misappropriation.

INVENTORIES [56]

Duties and responsibilities over the physical inventory process were not adequately segregated at the
UC bookstore. Adequate segregation of duties reduces the risk of errors, irregularities, and
misappropriation of funds.

INFORMATION TECHNOLOGY [57]

SEPARATION OF DUTIES [57]

The UC’s accounting system user profiles did not provide for a proper segregation of duties.
Restricting access to the accounting system reduces the risk of unauthorized and inappropriate acts.

DISASTER RECOVERY PLAN [58]

The UC had not developed a sufficiently detailed, written information technology disaster recovery
plan and corresponding business continuation procedures. A detailed, written disaster recovery plan
and corresponding business continuation procedures enable the auxiliary to restore data processing
operations within a reasonable time frame.

BACKUP DATA [59]

Backup tapes were taken off-site and personally retained by the assistant general manager.
Appropriately storing backup data at an off-site location reduces the risk of data loss and
discontinuity of operations should a disaster occur.

PHYSICAL AND ENVIRONMENTAL CONTROLS [59]

The computer room used by the UC was not secured with either physical or environmental controls to
safeguard the equipment, restrict access, and reduce the risk of fire or other environmental hazards.
Adequate physical and environmental safeguards for computing equipment decrease the probability
of a significant adverse event affecting the computing system.
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INTRODUCTION

ASSOCIATED STUDENTS

LEGAL AND REGULATORY COMPLIANCE [61]

Associated Students of Humboldt State University (AS) had not executed an operating agreement
with the CSU and the campus. Maintaining current, written agreements reduces the risk of
misunderstandings and miscommunication regarding rights and responsibilities.

PROGRAMS [61]

Appropriate agreements were not in place between the AS and the campus for the use of state
facilities, employees, and services in support of certain AS-funded programs. Appropriate written
agreements defining each party’s rights and responsibilities reduce the potential for
misunderstandings.
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OBSERVATIONS, RECOMMENDATIONS,
AND CAMPUS RESPONSES

CAMPUS

LEGAL AND REGULATORY COMPLIANCE
CAMPUS SUPPORT ORGANIZATIONS

The campus had not developed a procedure to identify and a strategy to coordinate and oversee
ancillary organizations that operate in support of academic and nonacademic programs.

Various nonprofit organizations present opportunities and liabilities to the campus and its auxiliary
organizations. Opportunities include greater community involvement in the form of financial and
nonfinancial support. Liabilities accrue as a result of actions by the operators of these organizations
and, therefore, become the legal responsibility of the campus or its auxiliaries.

Examples of such organizations include certain alumni associations, community nonprofits, and
voluntary associations.

Due to the perceived value to the California State University (CSU) mission, campus and auxiliary
personnel have provided services to these unofficially recognized organizations. However, the use of
campus and auxiliary time and materials and the actions and activities supervised and performed by
these officials expose the CSU to legal and regulatory actions.

Title 5 §42402 and Education Code §89900 indicate that the president of each campus is responsible
for the educational effectiveness, academic excellence, and general welfare of the campus over which
he presides.

The director of fiscal affairs indicated that campus personnel have been actively involved in the
creation and formulation of ancillary and support organizations, but have not formally adopted policy
and procedures specific to their establishment and operation. She further indicated that because of the
university’s size, executive administrators typically have general knowledge of the activities being
conducted either on or off campus.

A lack of sufficient campus and presidential oversight over ancillary organizations operating on the
campus in support of academic and nonacademic programs exposes the campus and the CSU system
to regulatory and legal consequences, thus negatively impacting the educational missions of both.

Recommendation 1
We recommend that the campus develop a procedure to identify and a strategy to coordinate and

oversee the various ancillary organizations that operate on the campus in support of academic and
nonacademic programs.
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Campus Response

We concur. The University will develop written procedures to identify, coordinate, and oversee
ancillary organizations operating on campus in support of academic and nonacademic programs.

These procedures will be implemented by March 20, 2003.
LEASING OF FACILITIES

Consideration exchanged and facilities leased were not sufficiently articulated/described in certain
ground lease agreements between the campus and the Humboldt State University Center, Board of
Directors (UC).

We found that lease agreements between the UC and the campus did not sufficiently address
consideration for, and use of, certain storage facilities located in a campus building. Such agreements
should specifically describe all the benefits the campus will receive in return (consideration) for
leasing particular facilities to the UC.

Education Code §89046 requires reimbursement to the campus for leased space. Further, CSU
Contract Services and Procurement’s Policy Manual for Contracting and Procurement prescribes the

components of a facility lease between the trustees and a support services organization.

The UC executive director indicated his belief that the operating agreement and lease between the
campus and the UC was adequate.

Failure to sufficiently document consideration and facilities leased exposes the campus and the
legally separate auxiliary organization to the risk that a “gift of public funds” claim could be asserted.

Recommendation 2

We recommend that the campus and the UC enter into lease agreements (separate from the operating
agreement) that clearly articulate the consideration exchanged and fully describe the facilities leased.

Campus Response
We concur. Discussion is underway with campus personnel to develop separate lease agreements
with the University Center for the use of facilities. These lease agreements will sufficiently document

the consideration exchanged and fully describe the facilities leased.

Implementation will be completed by March 10, 2003.
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PUBLIC RELATIONS POLICY

The campus had not established a current public relations policy applicable to its auxiliary
organizations.

Title 5 §42502 requires the campus president to file, with the chancellor, a policy on the accumulation
and use of public relations funds for all auxiliary organizations. The statement will include the policy
and procedure on solicitation of funds, source of funds, amounts, purpose for which the funds will be
used, allowable expenditures, and procedures of control.

The director of fiscal affairs indicated that the campus had inadvertently overlooked the requirement
to formally establish a comprehensive policy applicable to auxiliary organizations. She also indicated
that campus auxiliary organizations are covered by and expected to follow the provisions of the
campus’ policy on Hospitality Expenses, University Management Letter 01-01.

Failure to establish a current public relations policy applicable to auxiliary organizations increases the
risk that funds will be accumulated and used improperly.

Recommendation 3

We recommend that the campus develop a public relations policy applicable to all campus auxiliary
organizations and maintain this policy on file with the Office of the Chancellor.

Campus Response

We concur. The campus issued a Hospitality Expense Policy (University Management Letter 01-01)
in January 2001 in response to Executive Order 761. Humboldt State University auxiliary
organizations are subject to the provisions of this policy and will be required to review their
respective policies and revise as necessary to ensure compliance with campus and Title 5 policies as
well as file with the Office of the Chancellor.

These policies will be implemented by March 20, 2003.
CONFLICT OF INTEREST

The campus had not provided guidance for its auxiliaries regarding the implementation of conflict-of-
interest policies and procedures, including statements and disclosures from board members and
management.

Each auxiliary on campus addressed, in some manner, conflict-of-interest requirements placed upon
auxiliaries by the Education Code and Title 5. However, current policies and procedures did not fully
address or consider the following areas:

» Conflict-of-interest procedures.
» Records of proceedings relating to a possible or actual conflict.
» Compensation.
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Annual statements.

Periodic reviews.

Use of outside experts.

Duty to disclose.

Determination whether a conflict of interest exists.

Actions required in association with a conflict.

Actions to be taken when violations of conflict-of-interest policy are discovered.

v v vV v v v Vv

Education Code §89906 states that no member of the governing board of an auxiliary organization
shall be financially interested in any contract or other transaction entered into by the board of which he
is a member, and any contract or transaction entered into in violation of this section is void.

Title 5 §42401, §42402, §42500 and Education Code §89900 establish a responsibility to operate in
accordance with sound business practices in the interest of the campus. Sound business practice

mandates establishing conflict-of-interest policies and procedures.

Education Code §89906 and other similar provisions are established to prevent imprudent or improper
decisions by auxiliary board and management members.

The director of fiscal affairs indicated that each campus auxiliary organization had implemented
separate conflict-of-interest policies for their respective organizations; however, the campus had

overlooked providing general oversight and guidance in this area.

Failure to adequately address the implementation of conflict-of-interest code policies and procedures
for auxiliary boards and management increases liability for acts contrary to the code.

Recommendation 4

We recommend that the campus provide guidance for its auxiliaries to strengthen and further
document conflict-of-interest policies and procedures.

Campus Response
We concur. The campus will issue written guidance to its auxiliary organizations outlining the
minimum requirements that are expected to be included in their conflict-of-interest policies and

procedures.

This guidance will be implemented by March 20, 2003.
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STATE EMPLOYEES

Written agreements had not been established between the campus and the Humboldt State University
Foundation (Foundation) for the assignment of state employees.

We found that although the campus was reimbursed for state employees that worked on behalf of the
Foundation, there were no written agreements in place between the parties defining the terms and
conditions for such arrangements.

Section 4.11 of the CSU Policy Manual for Contracting and Procurement indicates that contracts
should include terms and conditions necessary to convey a clear understanding of each party's
expected role, its obligations, and the parameters in which the activities must be carried out under the
contract.

The interim vice president for development and administrative services indicated that several of these
positions were converted in past years under prior administration and the lack of a written agreement

was an oversight of the campus.

Compliance with legal and other regulatory requirements may be compromised and
misunderstandings may occur in the absence of written agreements.

Recommendation 5

We recommend that the campus establish written agreements which clearly define the terms and
conditions for the use of state employees by auxiliary organizations.

Campus Response
We concur. The campus will establish a written agreement with the Foundation that clearly defines
the terms and conditions for the use of state employees. If in the future state employees are used by

other campus auxiliary organizations, appropriate written agreements will be executed.

An agreement with the Foundation will be implemented by March 20, 2003.

TRUST FUNDS AND OTHER LIABILITIES

The campus did not exercise sufficient control over funds held in trust by its auxiliary organizations.

Funds were held in trust by all campus auxiliary organizations for campus programs, certain
discretionary funds, grants, and contracts, and student clubs and organizations.
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We found that:

» Campus programs and departments maintained trust and/or custodial accounts at auxiliaries where
revenues were deposited and expenditures were made with only limited campus administrative
oversight and knowledge.

» State funds were held in trust and/or custodial accounts at each auxiliary organization. These
funds included revenues derived from athletics (i.e., gate receipts, guarantees, corporate
partnerships, season ticket sales, donations, fundraising, camp revenue, and food concessions),
advertising revenue from the campus newspaper and a campus magazine, and fees from the
Humboldt Orientation Program.

» Campus departments entered into contractual arrangements for consulting, property leases, and
other services without the advice and oversight of campus risk management and campus
administration.

» Revenues associated with certain agency/campus program accounts (i.e., athletics) were not
recorded in either campus or auxiliary organization accounting records. Similarly, assets and
liabilities were not appropriately recorded.

» Athletics’ funds were held at two auxiliaries and the campus, creating the potential for duplicate
payments/reimbursements.

Title 5 §42401, §42402, §42500 and Education Code §89900 establish a responsibility to operate in
accordance with sound business practices in the interest of the campus. Education Code §89721 and
various chancellor’s office mandates establish standards for such operations and related funds
management.

Education Code §89036, Public Contract Code §10295, §10430(c), §12100.5, §12120, and Executive
Order (EO) No. 667 state that campus presidents have received delegated authority from the
chancellor to purchase, sell, lease, or license personal property in accordance with Trustee policy and
law. Responsibility for the preparation of campus internal policies and procedures consistent with
the provision of the CSU Policy Manual for Contracting and Procurement remains with the campus
presidents. Generally, only campus executive management and purchasing are legally able to sign
such agreements.

The CSU Investment Manual for California State University Trust Funds, AD 97-08, indicates that all
CSU trust fund money, pending disbursement for its intended purpose, will be managed in custodial
accounts in the name of the CSU system.

The director of fiscal affairs indicated that the campus relied upon each auxiliary organization’s
management and fiscal staff to exercise due diligence and oversight of trust funds under their
purview. She further indicated that each auxiliary organization director has a reporting relationship to
a campus administrator at either the dean or vice presidential level. She also indicated that additional
oversight is provided by/through extensive representation and participation by university
administrators on each of the auxiliary organization’s board of directors.
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Insufficient control over trust accounts increases the risk of inappropriate expenditures and
misunderstandings about account operations.

Recommendation 6

We recommend that the campus increase its oversight of auxiliary management, specifically in the
area of funds held in trust accounts.

Campus Response

We concur. The university will initiate a review of the source of revenues currently administered
through campus auxiliary organizations to ensure state funds are held only in state accounts. In
addition, the campus will implement procedures to increase its oversight of auxiliary management in

the area of trust fund administration and management.

The review will be concluded and any necessary corrective action taken by March 20, 2003.
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HUMBOLDT STATE UNIVERSITY FOUNDATION

LEGAL AND REGULATORY COMPLIANCE

PUBLIC MEETINGS

Notices and agendas of the Foundation’s board of directors and committee meetings were not posted
in a public area.

Education Code §89924 states that no governing board or subboard shall take action on any issue
until that issue has been publicly posted for at least one week.

The Foundation executive director at the time of the review indicated that this was an oversight of the
prior management and that current management is posting notices and agendas.

Noncompliance with regulations for public meetings increases the risk of misunderstandings and may
increase legal liability.

Recommendation 7

We recommend that the Foundation post its meeting notices and agendas in a public area in
accordance with CSU policy.

Campus Response

We concur. The Foundation now posts its meeting notices and agendas in the lobby of the second
floor of the Student and Business Services building.

This corrective action has been completed.
BOARD MINUTES

The Foundation’s minutes for the meetings of the board of directors and finance committee were
incomplete.

We found that the minutes for the finance committee were signed by Foundation staff rather than a
committee member. In addition, the minutes for both the board of directors and the finance
committee did not sufficiently detail the main points of discussion.

Title 5 §42401 and §42402 indicate that the campus president shall require that auxiliary
organizations operate in conformity with policy of the Board of Trustees and the campus. One of the
objectives of the auxiliary organizations is to provide fiscal procedures and management systems that
allow effective coordination of the auxiliary activities with the campus in accordance with sound
business practices. Sound business practice mandates complete and accurate minutes signed by an
appropriate official and include sufficient detail.
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The Foundation executive director at the time of the review indicated that the prior administration
apparently preferred minimalist board minutes.

Not maintaining sufficient and appropriate minutes for the meetings of the board of directors and
finance committee increases the potential for misunderstandings and may increase legal liability.

Recommendation 8

We recommend that the Foundation ensure that minutes for the meetings of the board of directors and
finance committee are complete, including sufficient detail and the signature of an appropriate
official.

Campus Response

We concur. The Foundation now includes sufficient detail in the minutes for the meetings of the
board of directors and finance committee. The signature of the chair of the finance committee is now
included on all minutes of the finance committee.

Supporting documentation will be provided by January 20, 2003.
BENEFITS

The Foundation was unable to demonstrate that benefits provided to its employees were comparable
to those provided to state employees in similar positions.

Title 5 §42405 states that the governing board of each auxiliary organization shall provide salaries,
working conditions, and benefits for its full-time employees which are comparable to those provided
campus employees performing substantially similar services. For those full-time employees who
perform services that are not substantially similar to the services performed by campus employees,
the salaries established shall be at least equal to the salaries prevailing in other educational institutions
in the area or commercial operations of like nature.

The assistant foundation manager indicated that this was an oversight and that the issue of
comparable benefits is currently being evaluated and will be brought before the finance committee

and board of directors.

Noncompliance with CSU regulations increases the risk of misunderstandings and may increase legal
liability.

Recommendation 9

We recommend that the Foundation review its benefits plan and take appropriate measures to comply
with CSU policy.
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Campus Response

We concur. The Foundation adopted at its May 16, 2002, Board meeting the institution of a defined
employer contribution retirement plan effective January 1, 2003.

A written copy of this document will be provided by January 20, 2003.

RESERVES

Reserve balances maintained by the Foundation were not in compliance with requirements
established by its board of directors.

The Foundation’s board of directors established reserve goals in 1995 in excess of $3 million.
However, reserve balances for fiscal years ending June 30, 2000 and 2001, totaled $1,344,552 and
$1,434,519, respectively.

Education Code §89904(b), §89904.5, and §89905 indicate that adequate reserve planning is
necessary.

The Foundation executive director at the time of the review indicated that the Foundation has been
increasing the size of its reserves each and every year since 1995, but the amounts available to add to
reserves after the distribution of funds to the campus have been inadequate to bring the reserves to
their targeted goal. He further indicated that the $3,280,000 goal was established as a long-term goal,
not with the expectation that it would be reached in the near future.

Not maintaining reserves in accordance with board-established requirements places the campus at risk
to fund future deficits.

Recommendation 10
We recommend that reserve policies be reviewed and updated by the Foundation’s board of directors.
Campus Response

We concur. The Foundation will review and modify as necessary its reserve policy. Any needed
modification will be presented to the board of directors for approval.

Documentation approved by the board of directors will be provided by March 20, 2003.
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EDUCATIONAL SUPPORT

Certain grants/aid administered by the Foundation were accepted for, and awarded to, individuals
who were not currently admitted CSU students.

We found that the Foundation paid grants/aid to certain individuals who were not currently enrolled at
the campus. The funds were used by these nonstudents for living expenses, including rent for out-of-

state residency.

Title 5 §42500 (d) states that student loans, scholarships, stipends, and grants-in-aid shall only be
given to currently admitted students.

The Foundation executive director at the time of the review indicated that the provision of funds to
nonstudents took place under the prior administration.

Offering or administering programs other than those statutorily allowed creates unacceptable risks
and liabilities to the CSU.

Recommendation 11

We recommend that the Foundation ensure that scholarships are given only to currently admitted
CSU students.

Campus Response

We concur. The Foundation will develop procedures to ensure scholarships are only awarded to
currently admitted CSU students.

Supporting documentation will be provided by January 20, 2003.
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NONDISCRIMINATION POLICY

The Foundation’s nondiscrimination policy required revision.
We found that the Foundation’s current nondiscrimination policy did not address discrimination
based on sexual orientation, pregnancy, or veterans’ status. Further, the policy appeared to place

limitations on age (over 40) and medical condition (cancer).

EO No. 774 prohibits “discrimination on the basis of race, color, religion, national origin, sex, sexual
orientation, marital status, pregnancy, age, disability, and covered veterans’ status.”

The Foundation executive director at the time of the review indicated that the policy as originally
written was not appropriately modified and updated over time.

An inadequate nondiscrimination policy places the auxiliary at risk of noncompliance with state and
federal laws and may result in regulatory actions.

Recommendation 12

We recommend that the Foundation revise its nondiscrimination policy in accordance with CSU
policy.

Campus Response

We concur. The Foundation is currently revising its nondiscrimination policy. A copy of the revised
policy will be presented to the Foundation board of directors for approval.

A written policy approved by the board of directors will be provided by March 20, 2003.

CASH RECEIPTS AND HANDLING

SEGREGATION OF DUTIES

The Foundation’s cash handling duties and responsibilities were not adequately segregated.

We found that:

» All external mail was sent to an off-campus post office box, from which the assistant general
manager retrieved the mail each morning. The assistant foundation manager is responsible for
supervising all Foundation accounting functions, including cash receipts, bank deposits, bank

reconciliations, and cash disbursements.

» The accounts receivable accountant prepared invoices, received checks, matched the checks
against open receivables, recorded the cash receipts, and prepared the bank deposit.
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» The person responsible for preparing the bank reconciliations also received funds for deposit.

EO No. 698 states that the review of auxiliary organizations will be used to determine appropriate
separation of duties, safeguarding of assets, and reliability and integrity of information.

The assistant foundation manager indicated that the maintenance of an external post office box was to
give evidence to the Foundation’s independence from the campus. She further indicated that

deficiencies in current receipting procedures were due to staffing constraints.

Inadequate separation of duties increases the risk that errors and irregularities will not be detected in a
timely manner.

Recommendation 13

We recommend that the Foundation segregate cash handling duties or institute mitigating controls
approved by the campus.

Campus Response
We concur. The Foundation will implement procedures to segregate cash handling duties.
A copy of the written procedure will be provided by March 20, 2003.
CASH RECEIPTS
Controls over the Foundation’s cash receipts were inadequate.
We found that:
» Cash receipts were not always counted by the Foundation at the time they were received.
» Checks received through external mail were not logged and/or prelisted upon receipt.
» Checks were not restrictively endorsed immediately upon receipt.
» Transfer accountability was not established for deposits delivered in-person to the Foundation.

» Cash receipts were not deposited in a timely manner. Funds, including unendorsed checks,
remained in the safe up to five days before being prepared for deposit.

» Cash receipts were not posted to the general ledger in a timely manner. Receipts were posted as
many as six days after the funds were received.

Title 5 §42401 and §42402 indicate that the campus president shall require that auxiliary
organizations operate in conformity with policy of the Board of Trustees and the campus. One of the
objectives of the auxiliary organizations is to provide fiscal procedures and management systems that
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allow effective coordination of the auxiliary activities with the campus in accordance with sound
business practices. Sound business practice mandates adequate control over cash receipts.

The assistant foundation manager indicated that deficiencies in current cash receipting procedures
were due to staffing constraints.

Inadequate controls over cash receipts increase the risk of loss or misappropriation of funds.
Recommendation 14
We recommend that Foundation:

Cash receipts always be counted upon receipt.

Checks received through external mail be logged and/or prelisted.

Checks be restrictively endorsed immediately upon receipt.

Transfer accountability be established for deposits delivered in-person to the Foundation.
Cash receipts be deposited in a timely manner.

Cash receipts be posted to the general ledger in a timely manner.

mo Ao o

Campus Response
We concur. The Foundation will establish written procedures to ensure:

Cash receipts are counted upon receipt.

Checks received through external mail are logged and/or prelisted.
Checks are restrictively endorsed upon receipt.

Transfer accountability for deposits delivered in person to the Foundation.
Cash receipts are deposited in a timely manner.

Cash receipts are posted to the general ledger in a timely manner.

mo oo o

A copy of the written procedure will be provided by March 20, 2003.
SAFE ACCESS

Access to the Foundation’s safe was not adequately restricted.

We found that all nine Foundation central office employees had access to the safe and its contents. In
addition, the safe combination had not been changed following staff turnover. Further, records were
not maintained to verify when the combination was last changed.

Title 5 §42401 and §42402 indicate that the campus president shall require that auxiliary
organizations operate in conformity with policy of the Board of Trustees and the campus. One of the
objectives of the auxiliary organizations is to provide fiscal procedures and management systems that
allow effective coordination of the auxiliary activities with the campus in accordance with sound
business practices. Sound business practice mandates that safe access be restricted and that frequent
changes to combination safes be performed and logged.
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The assistant foundation manager indicated that management had considered safe access to be
appropriate, as the safe was located in a locked room and the Foundation office was locked at night.

Failure to appropriately limit safe access and frequently change safe combinations increases the risk
of errors, irregularities, and misappropriation.

Recommendation 15

We recommend that the Foundation restrict safe access, change safe combinations when staff
turnover occurs, and maintain records of safe combination changes and individuals who have access
to the safe.

Campus Response

We concur. The Foundation will implement policies and procedures to restrict safe access, change
safe combinations when staff turnover occurs and maintain records of safe combination changes and
individuals who have access to the safe.

Documentation supporting this action will be provided by January 20, 2003.

BANK RECONCILIATIONS

Bank statements with cancelled checks were not delivered unopened to the person preparing the bank
reconciliations.

Title 5 §42401 and §42402 indicate that the campus president shall require that auxiliary
organizations operate in conformity with policy of the Board of Trustees and the campus. One of the
objectives of the auxiliary organizations is to provide fiscal procedures and management systems that
allow effective coordination of the auxiliary activities with the campus in accordance with sound
business practices. Sound business practice mandates the person performing the reconciliation
receive the unopened bank statements.

The assistant foundation manager indicated management was acting on the advice of its prior general
manager.

Failure to deliver unopened bank statements to the person preparing the bank reconciliations increases
the risk that errors and irregularities will not be detected in a timely manner.

Recommendation 16

We recommend that unopened bank statements be delivered directly to the person preparing bank
reconciliations.
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Campus Response

We concur. Bank statements are now delivered unopened directly to the person preparing the bank
reconciliation.

Documentation supporting this action will be provided by January 20, 2003.

INVESTMENTS

The Foundation’s policies and procedures over the management and administration of endowment
funds required improvement.

We found that the current endowment policy did not address the following:
» Investment objectives.

» Performance measurements (i.e., asset mix, asset allocation, portfolio rebalancing, benchmark
comparisons, etc.).

» Guidance to staff as to the ongoing management and accounting for investments (i.e., pooled
versus specific investments, handling/placement of additional funds and/or new funds, pool
unitization, etc.).

» Policies and procedures for allocating investment earnings, gains and losses (both realized and
unrealized) back to individual endowment accounts (i.€., a total return concept).

» A clear policy for distributing endowment earnings to beneficiaries of such endowments (i.e.,
spending policy).

Title 5 §42401 and §42402 indicate that the campus president shall require that auxiliary
organizations operate in conformity with policy of the Board of Trustees and the campus. One of the
objectives of the auxiliary organizations is to provide fiscal procedures and management systems that
allow effective coordination of the auxiliary activities with the campus in accordance with sound
business practices. Sound business practice includes strong controls over the administration and
management of endowment funds.

The Foundation executive director at the time of the review indicated that the Foundation’s
investment policies and procedures for managing endowments did not grow at a pace concomitant
with the size of the endowments, in part because the board structure provided no effective mechanism
for appropriate oversight.

Insufficient endowment policies and procedures increase the risk that funds will be handled
inappropriately and contrary to the expectations of the campus and donors.
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Recommendation 17

We recommend that the Foundation enhance its investment policies and procedures to provide further
guidance for the administration and management of endowment funds. Such policies and procedures
should be subject to the review and approval of the Foundation’s board of directors.

Campus Response

We concur. The Foundation is currently in the process of reviewing and revising its investment
policies and procedures. These revised policies and procedures will be presented to the Foundation’s

board of directors for their review and adoption.

Copies of these policies and procedures will be provided by March 20, 2003.

FEES, REVENUES, AND RECEIVABLES

GIFT ACCEPTANCE

The Foundation’s gift acceptance policies and procedures did not address the acceptance of gifts of
equipment or real property.

Title 5 §42401 and §42402 indicate that the campus president shall require that auxiliary
organizations operate in conformity with policy of the Board of Trustees and the campus. One of the
objectives of the auxiliary organizations is to provide fiscal procedures and management systems that
allow effective coordination of the auxiliary activities with the campus in accordance with sound
business practices. Sound business practice mandates adequate gift acceptance policies.

The Foundation executive director at the time of the review indicated that the policy, which was
developed prior to his arrival, was inadequate.

Failure to develop, document, and communicate written policies and procedures increases the risk of
misunderstandings and miscommunication regarding rights and responsibilities.

Recommendation 18

We recommend that the Foundation revise its written policy pertaining to gift acceptance to address
procedures to be completed before accepting gifts of equipment or real property.

Campus Response
We concur. The Foundation will revise its written policy pertaining to gift acceptance to address
procedures to be completed before accepting gifts of equipment or real property. The revised policy

will be presented to the board of directors for approval.

A copy of this document will be provided by March 20, 2003.
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INVOICING

The Foundation was not up to date with invoicing granting agencies and had not closed out the prior
year’s grants.

Title 5 §42401 and §42402 indicate that the campus president shall require that auxiliary
organizations operate in conformity with policy of the Board of Trustees and the campus. One of the
objectives of the auxiliary organizations is to provide fiscal procedures and management systems that
allow effective coordination of the auxiliary activities with the campus in accordance with sound
business practices. Sound business practice mandates that granting agencies be invoiced in a timely
manner.

The Foundation executive director at the time of the review indicated the invoicing delay was due to
staffing constraints.

Not invoicing granting agencies in a timely manner increases the potential for disallowed costs and
could negatively affect cash reserves.

Recommendation 19
We recommend that the Foundation improve its accounts receivable collections efforts.
Campus Response

We concur. The Foundation will improve its accounts receivable collection efforts by developing and
implementing written procedures to ensure that:

a. Aging reports are reviewed on a monthly basis.
b. Accounts receivable collection procedures are followed.

Documentation supporting this action will be provided by January 20, 2003.

PURCHASING AND ACCOUNTS PAYABLE

SUPPORTING DOCUMENTATION
Certain Foundation cash disbursements were not supported by appropriate documentation.
Our review of 64 cash disbursements disclosed the following:

Process Controls

» Faxed and/or copied invoices, without sufficient documentation to clearly demonstrate such were
sent by the vendor for billing purposes, were processed.
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» Arrangements between campus projects maintaining funds with the Foundation and independent
contractors/consultants were not consistently supported by written agreements.

» A current lease/rental agreement was not on file for the lease of a field house. Based on a past
agreement, the month-to-month rental agreement was entered into between a campus employee as

the tenant and the lessor.

Processing Exceptions

» In one instance, presenter forms submitted as part of supporting documentation were prepared in
pencil.

» No documentation, other than a check request, was required or submitted to support
disbursements for living expenses paid, including rent payments that were not supported by
written agreements.

» Intwo instances, a list of attendees was not obtained as part of the supporting documentation.

» In one instance, a disbursement was not made in accordance with terms of the trust agreement,
and in fact, the purpose of the expenditure was misrepresented on the check request.

» In one instance, a disbursement was made for the purchase of alcohol for an event held off-
campus. The Foundation’s hospitality policy does not specifically address the purchase of
alcoholic beverages.

» In one instance, a project director approved his own travel claim and completed and approved
travel claims for four others, none of which were signed by the claimants. Similarly, in two other
instances, individuals filed travel claims that included expenses for several others, even though
claim waivers had not been filed permitting such.

» In three instances, the business purpose for cash disbursements was not clearly indicated.

Title 5 §42401 and §42402 indicate that the campus president shall require that auxiliary
organizations operate in conformity with policy of the Board of Trustees and the campus. One of the
objectives of the auxiliary organizations is to provide fiscal procedures and management systems that
allow effective coordination of the auxiliary activities with the campus in accordance with sound
business practices. Sound business practice mandates that all cash disbursements be fully supported
and properly authorized.

The assistant foundation manager indicated that it is Foundation policy to disburse cash only if
supported by appropriate documentation and that every attempt is made to follow stated policies and

procedures.

Insufficient supporting documentation increases the risk of errors, irregularities, and misappropriation.
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Recommendation 20

We recommend that the Foundation establish and implement policies and procedures to ensure cash
disbursements are supported by appropriate documentation.

Campus Response

We concur. Policies and procedures have been developed to ensure cash disbursements are supported
by appropriate supporting documentation. In addition, the Foundation will sponsor a workshop for
principal investigators and others covering these required policies and procedures during spring

semester 2003.

Documentation supporting this action will be provided by March 20, 2003.

AUTHORIZATION OF DISBURSEMENTS

Foundation employees, rather than appropriate campus personnel, served as the one-up authorization
for non-contract and grant expenditure requests submitted by campus project directors.

Title 5 §42401 and §42402 indicate that the campus president shall require that auxiliary
organizations operate in conformity with policy of the Board of Trustees and the campus. One of the
objectives of the auxiliary organizations is to provide fiscal procedures and management systems that
allow effective coordination of the auxiliary activities with the campus in accordance with sound
business practices. Sound business practice mandates sufficient and appropriate review of
expenditures.

The assistant foundation manager indicated that this issue was an oversight and has been brought to
management's attention during the current fiscal year and is in the process of being addressed.

Controls are compromised when policies and procedures do not require proper one-up authorization.
Recommendation 21

We recommend that the Foundation require that non-contract and grant expenditures submitted by
campus project directors be subject to an appropriate one-up authorization process.

Campus Response

We concur. The Foundation now requires that expenditures submitted by principal investigators and
project directors be subject to the appropriate one-up authorization process.

Documentation supporting this action will be provided by January 20, 2003.
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SEGREGATION OF DUTIES

The Foundation’s purchasing and accounts payable duties and responsibilities were not adequately
segregated.

We found that:

» Accounts payable personnel and the purchasing supervisor performed vendor maintenance,
accounts payable, and check-writing duties.

» The purchasing supervisor prepared purchase orders, received goods, processed the invoice for
payment, and posted the purchase to the general ledger.

EO No. 698 states that the review of auxiliary organizations will be used to determine appropriate
separation of duties, safeguarding of assets, and reliability and integrity of information.

The assistant foundation manager indicated that due to space concerns and limited resources, there is
not enough central office staff to completely segregate all duties associated with accounts payable and
purchasing.

Inadequate separation of duties increases the risk that errors and irregularities will not be detected in a
timely manner.

Recommendation 22

We recommend that the Foundation segregate purchasing and accounts payable duties or institute
mitigating controls approved by the campus.

Campus Response

We concur. The Foundation will develop procedures to segregate purchasing and accounts payable
duties.

A copy of written procedures will be provided by March 20, 2003.
DUAL SIGNATURES

The Foundation did not require a secondary signature on checks over a designated high-dollar
amount.

Title 5 §42401 and §42402 indicate that the campus president shall require that auxiliary
organizations operate in conformity with policy of the Board of Trustees and the campus. One of the
objectives of the auxiliary organizations is to provide fiscal procedures and management systems that
allow effective coordination of the auxiliary activities with the campus in accordance with sound
business practices. Sound business practice mandates that adequate controls be in place over the
check-writing process.
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The assistant foundation manager indicated that this was an oversight by prior management.

The lack of a secondary signature on checks over a designated amount increases the risk that a
misappropriation of funds will not be detected in a timely manner.

Recommendation 23

We recommend that the Foundation require secondary signatures on checks over a designated high-
dollar amount.

Campus Response

We concur. The Foundation now requires secondary signatures on checks over a designated high-
dollar amount. A signature policy has been developed that requires a second signature on checks over
$5,000. The Foundation’s board of directors approved this policy at the September 25, 2002, board
meeting.

This action has been completed. A written copy of this policy will be provided by January 20, 2003.

CHECK PROCESSING
The check-signing machines and blank check stock were not adequately secured.

We found that the check-signing machines and blank check stock were located in the safe room,
which was accessible to all Foundation central office staff.

Title 5 §42401 and §42402 indicate that the campus president shall require that auxiliary
organizations operate in conformity with policy of the Board of Trustees and the campus. One of the
objectives of the auxiliary organizations is to provide fiscal procedures and management systems that
allow effective coordination of the auxiliary activities with the campus in accordance with sound
business practices. Sound business practice mandates that adequate controls be in place over the
security and usage of the check-signing machine and blank check stock.

The assistant foundation manager indicated that management had considered the check-signing
machines and blank check stock to be adequately secure, as the items were locked in the safe room

and the Foundation office was locked at night.

The lack of adequate controls over the security and usage of the check-signing machine and blank
check stock increases the risk of misappropriation of funds.

Recommendation 24

We recommend that the Foundation restrict access to the check-signing machines and blank check
stock to appropriate personnel.
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Campus Response

We concur. The Foundation will take appropriate action to restrict access to the check signing
machines and blank check stock to appropriate personnel.

A document supporting this action will be provided by March 20, 2003.
UNDELIVERED CHECKS

The Foundation’s controls over undelivered checks required improvement.
We found that:

» Checks awaiting payee pickup were kept in an empty receptionist’s desk drawer, which was
accessible to all Foundation central office staff.

» A log of checks picked up rather than mailed to the payee was not maintained.

» Twelve aged payroll checks stored in the drawer were not reflected as outstanding in the payroll
reconciliation.

» Procedures to escheat unclaimed checks were not established.

Title 5 §42401 and §42402 indicate that the campus president shall require that auxiliary
organizations operate in conformity with policy of the Board of Trustees and the campus. One of the
objectives of the auxiliary organizations is to provide fiscal procedures and management systems that
allow effective coordination of the auxiliary activities with the campus in accordance with sound
business practices. Sound business practice mandates adequate control of undelivered checks.

Code of Civil Procedures, Chapter 7, Unclaimed Property Law, Article 2 §1510 and §1511 indicate
that property held by a business association escheats to the state, subject to various requirements and

limitations.

The assistant foundation manager indicated that the items noted were due in part to staffing
constraints.

The risk of errors or misappropriation increases when undelivered checks are not properly controlled.
Recommendation 25

We recommend that the Foundation implement procedures to adequately control and account for
undelivered checks.
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Campus Response

We concur. The Foundation will implement procedures to adequately control and account for
undelivered checks.

Documentation supporting this action will be provided by March 20, 2003.

PERSONNEL AND PAYROLL

PERSONNEL DOCUMENT PROCESSING

Certain personnel setup documents were not maintained for all Foundation employees.

We found that various appointment forms, appointment certification forms, and I-9 forms could not
be located by the Foundation during our examination of personnel document processing procedures.

Title 5 §42401 and §42402 indicate that the campus president shall require that auxiliary
organizations operate in conformity with policy of the Board of Trustees and the campus. One of the
objectives of the auxiliary organizations is to provide fiscal procedures and management systems that
allow effective coordination of the auxiliary activities with the campus in accordance with sound
business practices. Sound business practice mandates that personnel setup documents be maintained
for all employees.

The assistant foundation manager indicated that Foundation policies require that complete
documentation be maintained. However, due to staff and space limitations and the volume of
documents handled at the Foundation, it is difficult for the payroll supervisor to follow up with
faculty relative to the timely submission of payroll documentation. She further indicated that human
resource functions were decentralized, and the individual project leaders are responsible for employee
verification procedures and submission of appointment forms.

Inadequate controls over personnel document processing increase the risk of loss or misappropriation
of funds.

Recommendation 26
We recommend that the Foundation:

a. [Establish and implement appropriate policies and procedures to better track personnel
documentation.

b. Reiterate to faculty the importance of submitting timely and complete personnel documentation
to the Foundation for all employees.
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Campus Response

We concur. The Foundation has established policies and procedures to track personnel
documentation. A payroll process workshop was held in May 2002 for principal investigators and
project directors. The Foundation will continue to refine its policies and procedures regarding
personnel documentation and will continue to remind principal investigators and others of the
importance of submitting timely and complete personnel documentation for all employees.

Documentation supporting this commitment will be provided by March 20, 2003.

TIME REPORTING
The Foundation’s time reporting processing policies and procedures were inadequate.
We found that:

» A certain employee approved his own payroll timesheet.

» Timesheets were not submitted to the Foundation on a timely basis. As many as nine months of
timesheets were submitted for payroll processing at one time.

» Certain employees did not complete separate timesheets for each project worked on during the
time period. Further, the employees did not segregate their hours by project on the timesheets
submitted.

Title 5 §42401 and §42402 indicate that the campus president shall require that auxiliary
organizations operate in conformity with policy of the Board of Trustees and the campus. One of the
objectives of the auxiliary organizations is to provide fiscal procedures and management systems that
allow effective coordination of the auxiliary activities with the campus in accordance with sound
business practices. Sound business practice mandates adequate payroll processing procedures.

The assistant foundation manager indicated that space and staff resources limit the Foundation. She
further indicated that policies exist for the approval and certification of payroll timesheets; however,
due to the growth in volume over the past years, it is increasingly difficult to ensure that all policies
are followed given the current resources.

Inadequate controls over payroll time reporting increase the risk of loss or misappropriation of funds.

Recommendation 27

We recommend that the Foundation strengthen its time reporting controls.

Auxiliary Organizations/Humboldt State University/Report No. 02-46
Page 38



OBSERVATIONS, RECOMMENDATIONS, AND CAMPUS RESPONSES

Campus Response

We concur. The Foundation will institute policies and procedures to strengthen its time reporting
controls.

Documentation supporting this commitment will be provided by March 20, 2003.

PAYROLL PROCESSING
The Foundation’s payroll processing procedures were inadequate.
We found that:

Process Controls

» Payroll checks were processed for which there were no supporting appointment forms or other
evidentiary documentation describing the rate of pay.

» Payroll checks were distributed to employees via intercampus mail in certain instances.

Processing Exceptions

» Certain project directors did not submit appointment forms designating pay rate increases for
employees in a timely manner, resulting in retroactive pay adjustments covering as many as nine
months.

» The Foundation was unable to locate the time sheets supporting a $10,834.30 payroll
disbursement. Further, the Foundation was unable to locate the setup documentation for the
individual.

Title 5 §42401 and §42402 indicate that the campus president shall require that auxiliary
organizations operate in conformity with policy of the Board of Trustees and the campus. One of the
objectives of the auxiliary organizations is to provide fiscal procedures and management systems that
allow effective coordination of the auxiliary activities with the campus in accordance with sound
business practices. Sound business practice mandates adequate payroll processing procedures.

The assistant foundation manager indicated that due to staff and space limitations, it is difficult for the
payroll supervisor to follow up on supporting documentation. She also indicated that the Foundation
would be switching to ADP for payroll check processing.

Inadequate controls over payroll transactions increase the risk of loss or misappropriation of funds.

Recommendation 28

We recommend that the Foundation establish and implement policies and procedures to ensure
payroll processing procedures are adequate.
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Campus Response

We concur. In April 2002, the Foundation contracted with ADP to process paychecks. The
Foundation will continue to review its policies and procedures to ensure supporting payroll
documentation is properly executed, appropriately approved, and submitted timely.

Written documentation of the enhanced policies and procedures will be provided by March 20, 2003.
EMPLOYEE SEPARATION

The Foundation’s employee separation policies and procedures were inadequate.

We found that:

» The Foundation did not require termination documents for separated employees. Typically, the
Foundation operated under the assumption that if an individual filed a timesheet, he was still
actively employed.

» The Foundation did not change the status of separated employees from active to inactive within
the payroll system/database. Consequently, employees who separated or who were absent for
several consecutive pay periods could still receive payroll checks if they submitted a timesheet
that matched the payroll system data.

Title 5 §42401 and §42402 indicate that the campus president shall require that auxiliary
organizations operate in conformity with policy of the Board of Trustees and the campus. One of the
objectives of the auxiliary organizations is to provide fiscal procedures and management systems that
allow effective coordination of the auxiliary activities with the campus in accordance with sound
business practices. Sound business practice mandates that employee separation procedures be
established.

The assistant foundation manager indicated that this was due to an oversight.

Failure to establish policies and procedures increases the risk of loss, errors, and misappropriation.

Recommendation 29

We recommend that the Foundation strengthen its employee separation policies and procedures to
include termination documents and deletion from the payroll database.

Campus Response
We concur. The Foundation will strengthen employee separation policies and procedures to include
documentation from the employee’s supervisor. Procedures will be implemented to ensure separated

employees are removed from the payroll database.

Documentation supporting this action will be provided by March 20, 2003.
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SEGREGATION OF DUTIES

The Foundation’s payroll duties were not adequately segregated.

We found that the payroll supervisor had full access to the general ledger, maintained the payroll
database, assigned employee identification numbers, entered data into the payroll system and
generated paychecks, distributed payroll checks, transferred funds to the payroll account, and

manually maintained employee vacation and sick leave records.

EO No. 698 states that the review of auxiliary organizations will be used to determine appropriate
separation of duties, safeguarding of assets, and reliability and integrity of information.

The assistant foundation manager indicated that due to limited resources, additional staff could not be
hired to adequately segregate these duties.

Inadequate separation of duties increases the risk that errors and irregularities will not be detected in a
timely manner.

Recommendation 30

We recommend that the Foundation segregate payroll duties or institute mitigating controls approved
by the campus.

Campus Response
We concur. The Foundation will develop procedures to segregate payroll functions and duties.

A written procedure will be provided by March 20, 2003.

FIXED ASSETS
Controls over the Foundation’s fixed assets were inadequate.
We found that the Foundation:

» Did not verify the timely placement of fixed asset tags by campus personnel.
» Recorded fixed asset tag information only on an annual basis.
» Did not reconcile fixed asset subsidiary ledgers to the general ledger on a monthly basis.

Title 5 §42401 and §42402 indicate that the campus president shall require that auxiliary
organizations operate in conformity with policy of the Board of Trustees and the campus. One of the
objectives of the auxiliary organizations is to provide fiscal procedures and management systems that
allow effective coordination of the auxiliary activities with the campus in accordance with sound
business practices. Sound business practice mandates proper control and accountability over fixed
assets.
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The assistant foundation manager indicated that property manager services are included in the
business services agreement with the campus. She further indicated that under the agreement, the
campus is responsible for providing a quarterly inventory of Foundation fixed assets. In addition, she
indicated that due to staffing issues, the fixed asset ledgers were not updated or reconciled timely.
Failure to maintain adequate controls over fixed assets increases the risk of lost or stolen property.
Recommendation 31

We recommend that the Foundation:

a. Verify the timely placement of fixed asset tags by campus personnel.

b. Record fixed asset tag information on a regular annual basis.

c. Reconcile fixed asset subsidiary ledgers to the general ledger on a monthly basis.

Campus Response

We concur. The Foundation will implement procedures to:

a. Verify the placement of Foundation identification tags on capitalized equipment.

b. Record fixed asset tag information regularly.

c. Reconcile the general ledger to the fixed asset subsidiary ledgers on a monthly basis.

Supporting documentation will be provided by March 20, 2003.

TRUSTS AND OTHER LIABILITIES
Certain controls over the Foundation’s trust accounts were inadequate.
We found that:
» Trust agreements were not consistently established and/or maintained on a current basis.

» Several trust accounts had negative balances. As of February 28, 2002, negative balances totaled
$254,651.

» Trust accounts were opened for groups that were not officially recognized by the university.
Further, the source for funds deposited to such accounts was not always clearly defined.

» Project directors contributed funds, for which donation acknowledgement letters were issued, to
projects over which they exercised control.

Title 5 §42401 and §42402 indicate that the campus president shall require that auxiliary
organizations operate in conformity with policy of the Board of Trustees and the campus. One of the
objectives of the auxiliary organizations is to provide fiscal procedures and management systems that
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allow effective coordination of the auxiliary activities with the campus in accordance with sound
business practices. Sound business practice mandates that trust accounts be maintained on a current
basis and be supported by documentation, including account type, source of funds, account purpose,
time constraints, authorized or prohibited expenditures, authorized signatures, reporting requirements,
instructions for closing accounts, disposition of unexpended funds, and restrictions on the use of
funds for administrative or overhead costs.

The assistant foundation manager indicated that the Foundation is aware of the lack of trust
documentation and is in the process of obtaining and updating trust agreements. The Foundation
executive director indicated that a significant fraction of the negative account balances are those of
campus vice presidents that are operated at a deficit during the academic year and are then cleared out
at year end from other fund sources. He also indicated that in the past, it was not the practice of the
Foundation to identify the source of funds or question whether a group was officially recognized by
the campus.

Insufficient controls over trust accounts increase the risk of inappropriate expenditures and
misunderstandings regarding account operations.

Recommendation 32
We recommend that the Foundation strengthen controls over trust accounts as follows:

a. Establish procedures that ensure that trust agreements are consistently established and maintained
on a current basis.

b. Perform regular reviews of accounts to control negative balances.

c. Open trust accounts only for organizations officially recognized by the university and ensure that
the source for funds deposited be clearly defined.

d. Coordinate with campus personnel to ensure donation acknowledgement letters are not issued to
donors contributing to project accounts over which they exercise authority.

Campus Response

We concur. The Foundation will develop policies and procedures to strengthen controls over trust
accounts including those noted in the recommendation above.

Documentation supporting this action will be provided by March 20, 2003.
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PROGRAMS

REAL ESTATE ACQUISITION

The Foundation had not established formal policies and procedures over the acquisition,
development, and management of real estate, including specifics with respect to due diligence,
appraisals, feasibility studies, funding, pledging of corporate assets, acquisition approval process, and
property management.

The Foundation’s lack of sufficiently documented real estate policies and procedures became
apparent when it acquired a downtown Eureka building. The Foundation, with financial support from
the Eureka Redevelopment Agency (Agency), acquired a building for the purpose of converting the
property into a performing arts center. The Foundation pledged its assets to purchase the property
without obtaining an appraisal report, feasibility study, or inspection reports to support the viability of
the project.

We noted the following regarding the Foundation’s acquisition and management of the property:

» An inspection of the property subsequent to the acquisition revealed that the building contained
asbestos and lead paint. Estimated removal of such would cost hundreds of thousands of dollars.

» Subsequent to the purchase of the building, it was deemed unsuitable for the purpose for which it
was purchased.

» Detailed documentation regarding the specifics of the purchase, renovation, and potential sale of
the Daly property was not formally presented to the Foundation board of directors.

» The Foundation failed to comply with certain covenants of the Owner Participation Agreement
executed with the Agency which represents a technical default of the agreement that may allow
the Agency to call the $515,000 loan.

Title 5 §42401 and §42402 indicate that the campus president shall require that auxiliary
organizations operate in conformity with policy of the Board of Trustees and the campus. One of the
objectives of the auxiliary organizations is to provide fiscal procedures and management systems that
allow effective coordination of the auxiliary activities with the campus in accordance with sound
business practices. Sound business practice mandates formal policies and procedures be established
over the acquisition, development, and management of real estate.

The current acting executive director indicated that real estate transactions were infrequent in the past
and that the lack of policies and procedures was an oversight.

The absence of clearly established policies and procedures over the acquisition, development, and
management of real estate increases the risk for misunderstandings and may increase legal liability.
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Recommendation 33

We recommend that the Foundation establish formal policies and procedures over the acquisition,
development, and management of real estate, including specifics with respect to due diligence,
appraisals, feasibility studies, funding, pledging of corporate assets, acquisition approval process, and
property management.

Campus Response

We concur. The Foundation will establish formal policies and procedures over the acquisition,
development, and management of real estate that include the specific areas noted in the
recommendation above. A copy of this policy will be completed and submitted to the board of
directors for approval.

A written copy of this policy will be provided by March 20, 2003.
INTELLECTUAL PROPERTY

Intellectual property policies of both the Foundation and the campus needed to be reviewed and
reconciled to clarify and define the rights, responsibilities, and liability of each with respect to the
administration and management of intellectual property.

Title 5 §42401 and §42402 indicate that the campus president shall require that auxiliary
organizations operate in conformity with policy of the Board of Trustees and the campus. One of the
objectives of the auxiliary organizations is to provide fiscal procedures and management systems that
allow effective coordination of the auxiliary activities with the campus in accordance with sound
business practices. Sound business practice mandates that policies and procedures and arrangements
for the management of intellectual property be properly documented.

The Foundation executive director at the time of the review indicated that the campus and the
Foundation have been working on the development of an improved intellectual property policy but
have so far been unable to develop one that is mutually agreeable and consistent with the systemwide
memorandum of understanding with faculty.

Controls are compromised when policies and procedures concerning intellectual property are not fully
documented and communicated to auxiliary and campus personnel.

Recommendation 34
We recommend that the Foundation and the campus continue their efforts to clarify and further define

each entity’s rights, responsibilities, and liability with respect to the administration and management
of campus intellectual property.
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Campus Response
We concur. The Foundation, in conjunction with the campus, will continue to clarify and further
define each entity’s rights, responsibilities, and liability with respect to the administration and

management of campus intellectual property.

Written documentation detailing progress will be provided by March 20, 2003.

INFORMATION TECHNOLOGY

SEPARATION OF DUTIES
The Foundation’s accounting system user profiles did not provide for a proper segregation of duties.
All Foundation office employees had full access to all accounting applications.

EO No. 698 states that the review of auxiliary organizations will be used to determine appropriate
separation of duties, safeguarding of assets, and reliability and integrity of information.

The assistant foundation manager indicated that management was unaware of the inappropriateness of
access to accounting applications and would contact their computer administrators to determine the

best course of action.

Unrestricted access to the accounting system increases the risk of unauthorized and inappropriate
acts.

Recommendation 35

We recommend that the Foundation segregate accounting system user profiles or institute mitigating
controls approved by the campus.

Campus Response

We concur. The Foundation will segregate accounting system user profiles so that only Foundation
central office staff have access to software applications that apply to their assigned duties.

This action will be completed by March 20, 2003.

Auxiliary Organizations/Humboldt State University/Report No. 02-46
Page 46



OBSERVATIONS, RECOMMENDATIONS, AND CAMPUS RESPONSES

DISASTER RECOVERY PLAN

The Foundation had not developed a sufficiently detailed, written information technology disaster
recovery plan and corresponding business continuation procedures.

EO No. 696 states, in part, that each campus president is delegated the responsibility for the
implementation of a multihazard emergency program on campus and shall ensure that management
activities including, but not limited to, maintenance and regular updating of the institutional multi-
hazard emergency plan and determination, acquisition, and maintenance of facilities, equipment, and
related supplies required for emergency preparedness are accomplished.

The assistant foundation manager indicated that provided the data was available, the acquisition of
new equipment and recovery of their system was relatively straightforward but was not documented
in writing.

Without a detailed, written disaster recovery plan and corresponding business continuation
procedures, the auxiliary may not be able to restore data processing operations within a reasonable
time frame.

Recommendation 36

We recommend that the Foundation document a sufficiently detailed, written disaster recovery plan
and corresponding business continuation procedures.

Campus Response

We concur. The Foundation will develop a detailed, written disaster recovery plan and corresponding
business continuation procedures. A copy of this disaster recovery plan will be submitted to the
board for approval.

A written copy of this plan will be provided by March 20, 2003.

BACKUP DATA

Backup tapes were taken off-site and personally retained by the assistant foundation manager.

Title 5 §42401 and §42402 indicate that the campus president shall require that auxiliary
organizations operate in conformity with policy of the Board of Trustees and the campus. One of the
objectives of the auxiliary organizations is to provide fiscal procedures and management systems that
allow effective coordination of the auxiliary activities with the campus in accordance with sound
business practices. Sound business practice mandates that adequate controls be maintained over
backup tapes.

The assistant foundation manager indicated that personal retention of backup tapes was the most
cost-effective solution to off-site storage.
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Failure to appropriately store backup data at an off-site location increases the risk of data loss and
discontinuity of operations should a disaster occur.

Recommendation 37

We recommend that the Foundation improve the security and availability of off-site storage of backup
tapes by sending backup data to an off-site location.

Campus Response

We concur. The Foundation will improve the security and availability of off-site storage of backup
tapes by sending tapes to an off-site location.

Written documentation supporting this action will be provided by January 20, 2003.
PHYSICAL AND ENVIRONMENTAL CONTROLS

The computer room used by the Foundation was not secured with either physical or environmental
controls to safeguard the equipment, restrict access, and reduce the risk of fire or other environmental
hazards.

Title 5 §42401 and §42402 indicate that the campus president shall require that auxiliary organizations
operate in conformity with policy of the Board of Trustees and the campus. One of the objectives of
the auxiliary organizations is to provide fiscal procedures and management systems that allow
effective coordination of the auxiliary activities with the campus in accordance with sound business
practices. Sound business practice mandates proper physical and environmental controls for computer
rooms.

The assistant foundation manager indicated that an analysis is being conducted to identify suitable
housing for the computing equipment and that they currently have workspace constraints and the
computer must be in close proximity to the workstations due to network limitations.

Inadequate physical and environmental safeguards for computing equipment increase the probability
of a significant adverse event affecting the computing system.

Recommendation 38

We recommend that the Foundation implement appropriate physical and environmental controls to
safeguard equipment, restrict access, and reduce the risk of fire or other environmental hazards.

Campus Response

We concur. The Foundation has an agreement with the university for space rental. The Foundation
will work with the university director of physical services to implement appropriate physical and
environmental controls to safeguard equipment, restrict access, and reduce the risk of fire or other
environmental hazards.
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This work will begin immediately. Written documentation detailing progress in this action will be
provided by March 20, 2003.
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HUMBOLDT STATE UNIVERSITY CENTER, BOARD OF DIRECTORS

LEGAL AND REGULATORY COMPLIANCE

AUXILIARY FUNCTIONS
Certain functions performed by the UC were inconsistent with CSU policy.

We found that the UC entered into contracts to act as an independent contractor/fiscal agent providing
payroll, human resource management, accounting, fund management, and administrative-related
services to local agencies, such as the local community pool and community college. These services
are not listed as appropriate functions of an auxiliary organization under Title 5.

Title 5 §42500(a) indicates various functions that may be performed by an auxiliary organization.
Title 5 §42500(e) indicates that an auxiliary organization shall not engage in a function not listed in
subdivision (a) of this section unless an appropriate amendment is made to subdivision (a) by the
Board of Trustees, adding said function to the list of approved functions of auxiliary organizations, or
unless such function is essential to satisfy the corporation laws of the state of California.

The UC executive director indicated that the bookstore, food service, and recreational activities are
functions that auxiliaries are allowed to perform, and Title 5 does not limit these activities to the
geographical boundaries of the campus. He further indicated that the campus recognized this to be
necessary and reasonable given the specific circumstances of their geographical location and the
university mission.

Performing unauthorized functions increases the risk that the auxiliary will participate in transactions
inconsistent with Title 5 and subject the system to unwarranted liability.

Recommendation 39

We recommend that the UC perform only those functions listed in Title 5 or seek approval for
variances from the Office of the Chancellor.

Campus Response

We concur. The UC will seek approval for a variance from the Office of the Chancellor for functions
not listed in Title 5.

Implementation will be completed by February 28, 2003.
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RISK MANAGEMENT

Several agreements between the UC and outside parties did not include a hold harmless clause
indemnifying the auxiliary organization, the campus, and the CSU from potential liability.

EO No. 743 states that auxiliary organizations shall agree to indemnify, defend, and save harmless the
state of California, the Trustees of the California State University, the campus, and the officers,
employees, volunteers, and agents of each of them from any and all loss, damage, or liability that may
be suffered or incurred by state, caused by, arriving out of, or in any way connected with the
operations of the auxiliary.

The UC executive director indicated that the lack of a hold harmless clause in certain agreements was
due to oversight.

The potential for liability increases when an indemnification clause is not included in agreements
between auxiliary organizations and outside parties.

Recommendation 40

We recommend that agreements between the UC and outside parties be amended to include
indemnification clauses in accordance with EO 743.

Campus Response

We concur. The UC has included indemnification clauses in all agreements between the UC and
outside parties effective July 1, 2002.

Implementation completed. Documentation will be forwarded by December 20, 2002.

CASH RECEIPTS AND HANDLING

Accountability was not localized when two or more persons had access to the same UC cash register.

Multiple persons had access to the same cash drawers and/or bags at various UC retail operations,
including the bookstore, copy center/ticket office, activities desk, dining commons, and convenience
stores.

Title 5 §42401 and §42402 indicate that the campus president shall require that auxiliary
organizations operate in conformity with policy of the Board of Trustees and the campus. One of the
objectives of the auxiliary organizations is to provide fiscal procedures and management systems that
allow effective coordination of the auxiliary activities with the campus in accordance with sound
business practices. Sound business practice mandates that sufficient internal controls be maintained
over cash funds, which include establishing localized accountability over cash receipts.
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The UC associate director indicated her belief that current procedures provided for adequate
accountability.

Inadequate transfer of accountability increases the risk that errors and irregularities will not be
detected timely.

Recommendation 41

We recommend that the UC prepare a cost-benefit analysis with regards to establishing local
accountability over cash registers at various UC retail operations.

Campus Response

We concur. The UC will prepare a cost-benefit analysis with regards to establishing local
accountability over cash registers at various UC retail operations.

Implementation will be completed by February 28, 2003.

PETTY CASH AND CHANGE FUNDS

CHANGE FUND ADMINISTRATION

The UC change fund was excessive and was not subjected to regular, independent counts.

The amount of the UC business office change fund was larger than what was necessary to maintain
normal operations. In addition, the UC did not maintain documentation to substantiate that frequent,
independent and unannounced counts of change funds were performed.

Title 5 §42401 and §42402 indicate that the campus president shall require that auxiliary
organizations operate in conformity with policy of the Board of Trustees and the campus. One of the
objectives of the auxiliary organizations is to provide fiscal procedures and management systems that
allow effective coordination of the auxiliary activities with the campus in accordance with sound
business practices. Sound business practice mandates that change funds be limited to an amount
necessary to meet day-to-day retail operational needs and that periodic and independent, unannounced
counts be performed to ensure that assets are sufficiently safeguarded.

The UC associate director indicated that the level of change funds was maintained in order to
facilitate the needs of the athletics department. She also indicated that surprise counts of change
funds were performed; however, formal documentation was not maintained.

Maintaining unnecessarily large amounts of cash on hand and failing to perform regular, independent
cash counts increase the risk that misappropriation of funds will not be detected.
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Recommendation 42
We recommend that the UC:

a. Document an analysis of their cash requirements and adjust the amount of its change fund
accordingly with the concurrence of the campus chief financial officer.

b. Implement procedures to perform periodic, independent, and unannounced change fund counts.
Campus Response

We concur. A procedure will be developed to analyze the cash requirements of the UC’s change
fund, adjusting if necessary, with the approval of the campus chief financial officer. The UC already

has procedures in place to conduct periodic, independent, and unannounced change fund counts.
Formal documentation of the counts will be maintained.

Implementation will be completed by January 10, 2003.

CASH ADVANCES

UC change funds were used to extend cash advances to the athletics department.

The UC maintained accounts and funds on behalf of the athletics department. As part of the
arrangment, the UC extended cash advances to athletics to help meet its short-term cash flow needs.
Advances were were made for various purposes, including travel, gas money, meals, parking and toll
fees, and gate money for athletic events.

Based on our review of the UC’s administration of the change fund advances, we found that:
» Change fund advances were generally cleared within two weeks. However, two advances, one
issued on June 24, 1999, and another on October 18, 2000, had not been repaid as of the date of

our review.

» Controls were not in place to prevent duplicate payment of travel-related expenditures from both
the UC and the campus.

» UC management did not approve athletics department change fund advances. Instead, advances
were issued through the UC cashier, who also served as the change fund custodian.

» Requests for change fund advances were made by e-mail by athletics department staff.
Supporting documentation for advances was submitted to the UC as part of the athletics

department’s request to clear the advance.

» UC did not record the advances on its general ledger.
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Title 5 §42401 and §42402 indicate that the campus president shall require that auxiliary organizations
operate in conformity with policy of the Board of Trustees and the campus. One of the objectives of
the auxiliary organizations is to provide fiscal procedures and management systems that allow
effective coordination of the auxiliary activities with the campus in accordance with sound business
practices. Sound business practice mandates that change funds be sufficiently controlled and used for
their intended purpose.

The UC associate director indicated that the UC is only responsible for the disbursing of funds to
authorized athletics department staff and that the athletics department is responsible for the control of
the change funds.

Inadequately controlling cash advances increases the risk that an error or misappropriation may occur
and not be detected timely.

Recommendation 43

We recommend that the UC, in conjunction with the campus, analyze the appropriateness of the
current practice of advancing funds to the athletics department.

Campus Response

We concur. The UC, in conjunction with campus personnel, will develop procedures to control,
monitor, and follow-up on cash advances issued to athletics.

Implementation will be completed by February 28, 2003.
SAFE ACCESS
Access to the UC safe was not adequately restricted.

The UC did not maintain a current record of individuals with knowledge of safe combinations. Also,
a record of when safe combinations were last changed was not maintained. We found that the
combination to the safe located at the local community college dining facility had not been changed
in several years. During that period, at least two personnel (with knowledge of the combination) had
terminated their employment at that location. Finally, we found that the UC cash office safe was not
locked during business hours.

Title 5 §42401 and §42402 indicate that the campus president shall require that auxiliary
organizations operate in conformity with policy of the Board of Trustees and the campus. One of the
objectives of the auxiliary organizations is to provide fiscal procedures and management systems that
allow effective coordination of the auxiliary activities with the campus in accordance with sound
business practices. Sound business practice mandates that safe access be restricted and that frequent
changes to safe combinations be performed and logged.
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The UC associate director indicated that the failure to change the combination at the dining facility
was an oversight. She also indicated that because the cash room is situated in a restricted area with a
secured entrance, she believed access to the safe is properly restricted.

Failure to appropriately limit safe access and frequently change safe combinations increases the risk
of errors, irregularities, and misappropriation.

Recommendation 44

We recommend that the UC restrict safe access, change safe combinations when staff turnover
occurs, and maintain records of safe combination changes and individuals who have access to the
safe.

Campus Response

We concur. The UC will develop procedures to ensure safe combinations are changed when staff
turnover occurs and that records are maintained of safe combination changes and for individuals
having access to the cash room safe combination. As part of the UC renovation project, the safe room
has been relocated to an area that provides for increased security and restricted access.

Implementation will be completed by December 20, 2002.

PURCHASING AND ACCOUNTS PAYABLE

A memorandum of understanding had not been established between the UC and the campus regarding
the use of the UC campus debit card at the campus health center.

Title 5 §42401 and §42402 indicate that the campus president shall require that auxiliary
organizations operate in conformity with policy of the Board of Trustees and the campus. One of the
objectives of the auxiliary organizations is to provide fiscal procedures and management systems that
allow effective coordination of the auxiliary activities with the campus in accordance with sound
business practices. Sound business practice mandates that business arrangements be supported by
written agreements.

The UC executive director indicated that this arrangement was in place prior to the merger with
Lumberjack Enterprises, a former auxiliary organization.

The lack of a written agreement increases the risk of misunderstandings and miscommunication
regarding rights and responsibilities.

Recommendation 45

We recommend that the UC establish a memorandum of understanding between the UC and the
campus regarding the use of the UC campus debit card at the campus health center.
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Campus Response

We concur. Discussions are underway with the campus to prepare a memorandum of understanding
regarding the use of the UC campus debit card at the campus health center.

Implementation will be completed by December 20, 2002.

PERSONNEL AND PAYROLL

The UC had not documented its employee separation procedures for hourly employees.

Title 5 §42401 and §42402 indicate that the campus president shall require that auxiliary
organizations operate in conformity with policy of the Board of Trustees and the campus. One of the
objectives of the auxiliary organizations is to provide fiscal procedures and management systems that
allow effective coordination of the auxiliary activities with the campus in accordance with sound
business practices. Sound business practice mandates that employee separation procedures be
established.

The UC executive director indicated that procedures were under development for hourly employee
separation.

Failure to establish written policies and procedures increases the risk of loss, errors, and
misappropriation.

Recommendation 46

We recommend that the UC document employee separation procedures for hourly employees.
Campus Response

We concur. The UC will update its separation procedure to include hourly employees.

Implementation will be completed by January 10, 2003.

INVENTORIES

Duties and responsibilities over the physical inventory process were not adequately segregated at the
UC bookstore.

We found that the bookstore manager was responsible for the coordination of inventory, variance
counts, and reconciliation and was the only person with the ability to post inventory adjustments (at
the SKU level) to the stock ledger.
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EO No. 698 states that the review of auxiliary organizations will be used to determine appropriate
separation of duties, safeguarding of assets, and reliability and integrity of information.

The UC associate director indicated that the UC attempts to segregate duties as much as possible.

Inadequate segregation of duties increases the risk of errors, irregularities, and misappropriation of
funds.

Recommendation 47

We recommend that the UC segregate the physical inventory process or institute mitigating controls
approved by the campus.

Campus Response

We concur. The UC will establish segregation in the physical inventory process or institute
mitigating procedures as appropriate. Campus approval will be sought.

Implementation will be completed by March 7, 2003.

INFORMATION TECHNOLOGY

SEPARATION OF DUTIES
The UC’s accounting system user profiles did not provide for a proper segregation of duties.
We found that:

» The bookstore manager and the information technology coordinator had universal access to all
modules in the bookstore computer system, including accounts payable, receiving, vendor
information, purchasing, and the stock ledger.

» The office coordinator and the accounting clerk had the ability to create employees and process
payroll within the UC’s accounting system.

EO No. 698 states that the review of auxiliary organizations will be used to determine appropriate
separation of duties, safeguarding of assets, and reliability and integrity of information.

The UC executive director stated that Missouri Bookstore System (MBS) control standards are under
evaluation. The UC associate director indicated that the UC attempts to segregate all payroll duties as
much as possible, given the number of staff available. She further indicated her belief that mitigating
procedures were in place.
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Unrestricted access to the accounting system increases the risk of unauthorized and inappropriate
acts.

Recommendation 48

We recommend that the UC segregate accounting system user profiles or institute mitigating controls
approved by the campus.

Campus Response
We concur. The UC will revise current control procedures to better segregate or institute mitigating
controls regarding user access to the MBS system. The UC has mitigating controls currently in place

to ensure the integrity of the payroll system.

Implementation will be completed by March 10, 2003.
DISASTER RECOVERY PLAN

The UC had not developed a sufficiently detailed, written information technology disaster recovery
plan and corresponding business continuation procedures.

EO No. 696 states, in part, that each campus president is delegated the responsibility for the
implementation of a multihazard emergency program on campus and shall ensure that management
activities including, but not limited to, maintenance and regular updating of the institutional multi-
hazard emergency plan and determination, acquisition, and maintenance of facilities, equipment, and
related supplies required for emergency preparedness are accomplished.

The UC associate director indicated her belief that the current written disaster recovery procedure is
adequate considering the size and complexity of the operation.

Without a detailed, written disaster recovery plan and corresponding business continuation
procedures, the auxiliary may not be able to restore data processing operations within a reasonable
time frame.

Recommendation 49

We recommend that the UC document a sufficiently detailed, written disaster recovery plan and
corresponding business continuation procedures.

Campus Response

We concur. The UC will expand on its current disaster recovery plan to include detail that is
adequate in consideration of the size and complexity of the UC operation.

Implementation will be completed by March 10, 2003.
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BACKUP DATA

Backup tapes were taken off-site and personally retained by the assistant general manager.

Title 5 §42401 and §42402 indicate that the campus president shall require that auxiliary
organizations operate in conformity with policy of the Board of Trustees and the campus. One of the
objectives of the auxiliary organizations is to provide fiscal procedures and management systems that
allow effective coordination of the auxiliary activities with the campus in accordance with sound
business practices. Sound business practice mandates that adequate controls be maintained over
backup tapes.

The UC associate director indicated that backup tapes are also delivered to a safe deposit box at the
local branch of its bank on a weekly basis.

Failure to appropriately store backup data at an off-site location increases the risk of data loss and
discontinuity of operations should a disaster occur.

Recommendation 50

We recommend that the UC improve the security and availability of off-site storage of backup tapes
by sending backup data to the campus data center.

Campus Response

We concur. The UC is currently sending backup data to an off-site safe deposit box at the local US
Bank.

Implementation completed. Documentation will be forwarded by December 20, 2002.
PHYSICAL AND ENVIRONMENTAL CONTROLS

The computer room used by the UC was not secured with either physical or environmental controls to
safeguard the equipment, restrict access, and reduce the risk of fire or other environmental hazards.

Title 5 §42401 and §42402 indicate that the campus president shall require that auxiliary organizations
operate in conformity with policy of the Board of Trustees and the campus. One of the objectives of
the auxiliary organizations is to provide fiscal procedures and management systems that allow
effective coordination of the auxiliary activities with the campus in accordance with sound business
practices. Sound business practice mandates proper physical and environmental controls for computer
rooms.

The UC associate director stated that construction is underway for new housing for the computing
equipment.

Inadequate physical and environmental safeguards for computing equipment increase the probability

of a significant adverse event affecting the computing system.
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Recommendation 51

We recommend that the UC implement appropriate physical and environmental controls to safeguard
equipment, restrict access, and reduce the risk of fire or other environmental hazards.

Campus Response

We concur. As part of the UC renovation project, new space is currently being constructed for the
UC’s computer equipment. This new space will incorporate proper physical and environmental
control requirements. Access will be restricted to only authorized personnel and will be monitored by

an alarm system.

Implementation will be completed by March 10, 2003.
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ASSOCIATED STUDENTS

LEGAL AND REGULATORY COMPLIANCE

Associated Students of Humboldt State University (AS) had not executed an operating agreement
with the CSU and the campus.

We found that the AS engaged in functions beyond those of a student body organization, such as
maintaining agency accounts and performing accounting and administrative services for various
instructionally related programs and activities. Such functions require that a written agreement be
executed between the AS, the CSU, and the campus.

Title 5 §42502 states that the operating agreement should specify the function or functions which the
organization is to manage, operate, or administer. Title 5 §42501 states, in part, that a written
agreement is required for the auxiliary’s performance of any functions listed in Title 5 §42500, except

student body organization activities.

The AS general manager indicated that an operating agreement was not established because she
understood such an agreement was not required for student body organization activities.

Not maintaining current, written agreements increases the risk of misunderstandings and
miscommunication regarding rights and responsibilities.

Recommendation 52

We recommend that AS execute a written agreement with the campus in accordance with CSU
policy.

Campus Response

We concur. A written agreement will be entered into by and between the campus and the AS in
accordance with CSU policy.

The agreement will be completed by February 1, 2003.

PROGRAMS

Appropriate agreements were not in place between the AS and the campus for the use of state
facilities, employees, and services in support of certain AS-funded programs.

We found that AS operated four programs which utilized campus facilities and services and, in some
instances, campus employees. In two instances, agreements were in place for the use of facilities and
related services; however, the agreements did not address the consideration for such usage. There
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were no agreements in place that addressed each entity’s rights and responsibilities towards the
administration and operation of the programs.

Title 5 §42401 and §42402 indicate that the campus president shall require that auxiliary
organizations operate in conformity with policy of the Board of Trustees and the campus. One of the
objectives of the auxiliary organizations is to provide fiscal procedures and management systems that
allow effective coordination of the auxiliary activities with the campus in accordance with sound
business practices. Sound business practice mandates that arrangements between the AS and the
campus be formalized in writing.

The AS general manager indicated her belief that the agreements between AS and the campus for the
use of facilities were adequate because the use of facilities only involved student body organization
activities. She also indicated that certain programs have always been a partnership between the
campus and AS and the need for a formal, written agreement was not previously established.

Without appropriate written agreements defining each party’s rights and responsibilities, the potential
for misunderstanding increases.

Recommendation 53

We recommend that the arrangement between the campus and AS regarding the administration and
operation of certain AS-funded programs be fully documented.

Campus Response

We concur. A written agreement will be entered into between the campus and the AS regarding the
administration and operation of certain AS-funded programs.

The agreement will be completed by February 1, 2003.
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PERSONNEL CONTACTED

Name

CAMPUS
Rollin Richmond

Alistair W. McCrone

Steven Butler
Carl Coffey

John Hennessy

Shirley Messer
Carolyn Mueller
Donna Schafer
Lisa Scheeler
Donna Sorenson

Title

President (Subsequent to the review)

President (At the time of the review)

Vice President for Student Affairs

Interim Vice President for Development and Administrative Services
(Subsequent to the review)

Interim Vice President for Development and Administrative Services
(At the time of the review)

University Budget Director

Executive Assistant to the President

Dean, Research and Graduate Studies

Clubs and Activities Coordinator

Director of Fiscal Affairs

HUMBOLDT STATE UNIVERSITY FOUNDATION

Joe Bonino
Lauri Citro
Dixie Johnson
Greg Lee
Doris Maire
James Olson
Shirley Pool
Donna Schafer
Julie Sumner

Payroll Supervisor and Benefits Officer

Accounting Technician I1

Assistant Foundation Manager

Executive Director (At the time of the review)
Accounting/Electronic Data Processing Control Supervisor
Purchasing Supervisor

Accounts Receivable Supervisor

Acting Executive Director (Subsequent to the review)
Project Analyst

HUMBOLDT STATE UNIVERSITY CENTER, BOARD OF DIRECTORS

Silvia Andersen
Heidi Chien
Dan Collen
John Erickson
Brenda Fregoso
Roy Furshpan
Scott Gerving
Jon Greene
Cindy Hori
Ronnie Morton
Burt Nordstrom
Linda Pereira
Carol Petty
Ron Rudebock
Wendy Sotomayor
Mary Thomas

College of the Redwoods Dining Manager

Associate Director

Director, Center Activities

Manager, General Operations

Bookstore Accounts Payable Coordinator

Director, Center Arts

Information Technology Coordinator

Director, Humboldt State University Bookstore
Ticket Office Supervisor

Depot Fiscal Coordinator

Executive Director

Administrative Assistant to Director

Accounting Technician

Director, Humboldt State University Dining Services
Accountant

Manager, South Campus Market Place and Jolly Giant's Cupboard
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Anita Trigeiro Business Office Coordinator
Joan Tyson Interim Director of Housing, College of the Redwoods

ASSOCIATED STUDENTS

Elexis Mayer Student Body President
Joan Tyson General Manager
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SCOPE

INTERNAL COMPLIANCE SCOPE

As discussed in the body of our report, we evaluated each organization’s compliance with the Education
Code and Title 5 as related to the operation of CSU auxiliary organizations.

Within the scope of our review, we included the following internal compliance considerations, which
were identified during our preliminary assessment of risks related to the CSU and its oversight of
auxiliaries in determining whether:

4

The auxiliary performed only those functions determined by the CSU Trustees to be appropriate for
auxiliary organizations.

The auxiliary performed only those functions authorized under a written agreement executed with the
chancellor.

The auxiliary board of directors established provisions in either the articles of incorporation or
constitution stating that, upon dissolution, net assets other than trust funds will be distributed to a
successor approved by the campus president (or designee) and the CSU Trustees.

The auxiliary board of directors adopted a constitution and, if the auxiliary is not incorporated, has
filed a copy of the constitution with the chancellor (or designee).

All leasing of campus facilities by the auxiliary was effected under provisions of Education Code
§89046 or other laws governing the leasing of state facilities and whether it appropriately paid rent on
space in tax-supported buildings on campus utilized by federally sponsored projects, unless the
projects were excluded from space reimbursement requirements.

All contracts or other business arrangements involving real property were entered into with prior
approval of the campus president (or designee) and prior notification and consultation with the CSU
chancellor (or designee).

The auxiliary board of directors met statutory requirements in size and composition.

Statutory requirements applicable to public meetings were adhered to as applicable to the auxiliary.

The auxiliary board of directors held business meetings at least once a quarter.



APPENDIX B
Page 2 of 4

The auxiliary was established by constitution, statute, bylaws, or resolution and whether there were
provisions for election of officers and board members.

Sufficient operating procedures had been established by the auxiliary to allow the campus president
(or designee) to ascertain the propriety of all expenditures and the integrity of financial reporting and
whether all expenditures were made in accordance with policies of the CSU Trustees.

The auxiliary had all expenditures and fund appropriations approved by its board and whether it had
fund appropriations for use outside of normal business operations of the auxiliary approved by an

officer designated by the CSU Trustees.

The auxiliary provided full-time employee salaries, working conditions, and benefits comparable to
those provided by the CSU.

The auxiliary operated commercial services on a self-supporting basis.

The auxiliary submitted its programs and budgets for review in a timely manner as specified by the
president (or designee).

The auxiliary maintained a reasonable provision for reserves and used surplus funds from commercial
operations for purposes consistent with regulations of the CSU Trustees.

The auxiliary used indirect cost reimbursements in accordance with statutory requirements.
The auxiliary gave loans, scholarships, stipends, and grants-in-aid to currently admitted students only.

The auxiliary accepted grants, contracts, bequests, trusts, or gifts, to be used only for purposes
consistent with the policies of the CSU Trustees.

The auxiliary forwarded records of student financial assistance to the campus financial aid office on a
timely basis.

Expenditures for public relations or other purposes which would serve to augment state
appropriations for operation of the campus were approved by the governing body of the auxiliary
organization and that this policy was filed with the chancellor (or designee).

The auxiliary had taken measures to protect the campus from all possible liability associated with the
operation of commercial services.

The auxiliary obtained indemnity bonds for officers and employees handling funds as statutorily
mandated.
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» Conflict-of-interest statutes and regulations had been complied with, including, but not limited to, the
prohibition of financial conflicts of interest or personal pecuniary gains in transactions with governing
board members.

» The auxiliary adopted a nondiscrimination and affirmative action in employment policy approved by
the chancellor (or designee).

» The student body organization auxiliary deposited in trust with the chief financial officer of the
campus all student body organization fees or other funds and money under the programmatic control
of the student body organizations, except for those collected from and used in or for major
commercial services and agency funds.

» The student body organization auxiliary sufficiently enabled the chief fiscal officer of the campus to
comply with legislative mandates by recommending the most appropriate institution or medium for
investment of unexpended funds.

» The student body organization auxiliary submitted appropriate claim schedules to the chief fiscal
officer of the campus after review and approval by an officer of the student body organization.

INTERNAL CONTROL SCOPE

As to the scope of our internal control review, our focus was on the separation of duties, safeguarding of
assets, and reliability and integrity of information. The areas included were identified through a
preliminary survey and risk assessment of the operation of each auxiliary on the campus. Risks were
defined as the probability that an event or action may adversely affect the auxiliary and/or the campus.

We generally considered that duties were adequately segregated when no individual performed more than
one of the following duties: (1) receiving and depositing remittances; (2) authorizing disbursements; (3)
preparing checks; (4) operating a check-signing machine; (5) comparing signed checks with
authorizations and supporting documents; (6) reconciling bank accounts and posting to the general ledger
or any subsidiary ledger affected by cash transactions; and (7) initiating or preparing invoices.

Within our general internal control focus, we considered and reviewed, as deemed appropriate based upon
our assessment of risk, the following:

» Procedures for receipting and storing cash, segregation of duties involving cash receipting, and
recording of cash receipts.

» Establishment of receivables and adequate segregation of duties regarding billing for and payment of
receivables.

» Approval of purchases, receiving procedures, and reconciliation of expenditures to general ledger
balances.
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» Use of petty cash funds, periodic cash counts, and reconciliation of bank accounts.
» Authorization of personnel/payroll transactions.

» Posting of the property ledger, regular reconciliation of the property to the general ledger, and
physical inventories.

» Access restrictions to automated accounting systems and proper documentation of the systems.

» Procedures for initiating, overseeing, and accounting for investments.

» Establishment of trust funds, separate accounting, adequate agreements, and annual budgets.
As discussed, the areas actually included within the scope of our review were identified through a
preliminary survey and risk assessment of each auxiliary’s operation. They were included within the
scope of our review because they were deemed to address the risks associated with each auxiliary’s

operation on the campus. Risk was defined as the probability that an event or action may adversely affect
the auxiliary and/or the campus.
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STATEMENT OF INTERNAL CONTROLS

A. INTRODUCTION

Internal accounting and related operational controls established by the state of California, the CSU
Board of Trustees, and the Office of the Chancellor are evaluated by the university auditor, in
compliance with professional standards for the conduct of internal audits, to determine if an adequate
system of internal control exists and is effective for the purposes intended. Any deficiencies observed
are brought to the attention of appropriate management for corrective action.

B. INTERNAL CONTROL DEFINITION

Internal control, in the broad sense, includes controls which may be characterized as either accounting
or operational as follows:

1. Internal Accounting Controls

Internal accounting controls comprise the plan of organization and all methods and procedures
that are concerned mainly with, and relate directly to, the safeguarding of assets and the reliability
of financial records. They generally include such controls as the systems of authorization and
approval, separation of duties concerned with record keeping and accounting reports from those
concerned with operations or asset custody, physical controls over assets, and personnel of a
quality commensurate with responsibilities.

2. Operational Controls

Operational controls comprise the plan of organization and all methods and procedures that are
concerned mainly with operational efficiency and adherence to managerial policies and usually
relate only indirectly to the financial records.

C. INTERNAL CONTROL OBJECTIVES

The objective of internal accounting and related operational control is to provide reasonable, but not
absolute, assurance as to the safeguarding of assets against loss from unauthorized use or disposition,
and the reliability of financial records for preparing financial statements and maintaining
accountability for assets. The concept of reasonable assurance recognizes that the cost of a system of
internal accounting and operational control should not exceed the benefits derived and also recognizes
that the evaluation of these factors necessarily requires estimates and judgment by management.
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D. INTERNAL CONTROL SYSTEMS LIMITATIONS

There are inherent limitations that should be recognized in considering the potential effectiveness of
any system of internal accounting and related operational control. In the performance of most control
procedures, errors can result from misunderstanding of instruction, mistakes of judgment,
carelessness, or other personal factors. Control procedures whose effectiveness depends upon
segregation of duties can be circumvented by collusion. Similarly, control procedures can be
circumvented intentionally by management with respect to the executing and recording of
transactions. Moreover, projection of any evaluation of internal accounting and operational control to
future periods is subject to the risk that the procedures may become inadequate because of changes in
conditions and that the degree of compliance with the procedures may deteriorate. It is with these
understandings that internal audit reports are presented to management for review and use.
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AUXILIARY ORGANIZATIONS
HUMBOLDT STATE UNIVERSITY

AUDIT REPORT NO. 02-46

CAMPUS

LEGAL AND REGULATORY COMPLIANCE

CAMPUS SUPPORT ORGANIZATIONS

Recommendation 1

We recommend that the campus develop a procedure to identify and a strategy to coordinate and
oversee the various ancillary organizations that operate on the campus in support of academic and

nonacademic programs.

Campus Response

We concur. The University will develop written procedures to identify, coordinate and oversee
ancillary organizations operating on campus in support of academic and nonacademic programs.

These procedures will be implemented by March 20, 2003.
LEASING OF FACILITIES
Recommendation 2

We recommend that the campus and the UC enter into lease agreements (separate from the operating
agreement) that clearly articulate the consideration exchanged and fully describe the facilities leased.

Campus Response
We concur. Discussion is underway with campus personnel to develop separate lease agreements
with the University Center for the use of facilities. These lease agreements will sufficiently document

the consideration exchanged and fully describe the facilities leased.

Implementation will be completed by March 10, 2003

Page 1 of 21
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PUBLIC RELATIONS POLICY

Recommendation 3

We recommend that the campus develop a public relations policy applicable to all campus auxiliary
organizations and maintain this policy on file with the Office of the Chancellor.

Campus Response

We concur. The campus issued a Hospitality Expense Policy (University Management Letter 01-01)
in January 2001 in response to Executive Order 761. Humboldt State University auxiliary
organizations are subject to the provisions of this policy and will be required to review their
respective policies and revise as necessary to ensure compliance with campus and Title 5 policies as
well as file with the Office of the Chancellor.

These policies will be implemented by March 20, 2003

CONFLICT OF INTEREST

Recommendation 4

We recommend that the campus provide guidance for its auxiliaries to strengthen and further
document conflict-of-interest policies and procedures.

Campus Response
We concur. The campus will issue written guidance to its auxiliary organizations outlining the
minimum requirements that are expected to be included in their conflict-of-interest policies and

procedures.

This guidance will be implemented by March 20, 2003
STATE EMPLOYEES

Recommendation 5

We recommend that the campus establish written agreements which clearly define the terms and
conditions for the use of state employees by auxiliary organizations.

Campus Response

We concur. The campus will establish a written agreement with the Humboldt State University
Foundation that clearly defines the terms and conditions for the use of state employees. If in the
future state employees are used by other campus auxiliary organizations appropriate written

agreements will be executed.

An agreement with the Humboldt State University Foundation will be implemented by March 20,
2003.

Page 2 of 21
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TRUST FUNDS AND OTHER LIABILITIES

Recommendation 6

We recommend that the campus increase its oversight of auxiliary management, specifically in the
area of funds held in trust accounts.

Campus Response

We concur. The University will initiate a review of the source of revenues currently administered
through campus auxiliary organizations to ensure state funds are held only in state accounts. In
addition the campus will implement procedures to increase its oversight of auxiliary management in

the area of trust fund administration and management.

The review will be concluded and any necessary corrective action taken by March 20, 2003.

Page 3 of 21
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HUMBOLDT STATE UNIVERSITY FOUNDATION

LEGAL AND REGULATORY COMPLIANCE

PUBLIC MEETINGS
Recommendation 7

We recommend that the Foundation post its meeting notices and agendas in a public area in
accordance with CSU policy.

Campus Response

We concur. The Foundation now posts its meeting notices and agendas in the lobby of the second
floor of the Student and Business Services building.

This corrective action has been completed.

BOARD MINUTES

Recommendation 8

We recommend that the Foundation ensure that minutes for the meetings of the board of directors and
finance committee are complete, including sufficient detail and the signature of an appropriate
official.

Campus Response

We concur. The Foundation now includes sufficient detail in the minutes for the meetings of the
board of directors and finance committee. The signature of the chair of the finance committee is now
included on all minutes of the finance committee.

Supporting documentation will be provided by January 20, 2003.

BENEFITS

Recommendation 9

We recommend that the Foundation review its benefits plan and take appropriate measures to comply
with CSU policy.

Campus Response

We concur. The Foundation adopted at its May 16, 2002, Board meeting the institution of a defined
employer contribution retirement plan effective January 1, 2003.

A written copy of this document will be provided by January 20, 2003.

Page 4 of 21
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RESERVES

Recommendation 10

We recommend that reserve policies be reviewed and updated by the Foundation’s board of directors.
Campus Response

We concur. The Foundation will review and modify as necessary its reserve policy. Any needed
modification will be presented to the Board of Directors for approval.

Documentation approved by the Board of Directors will be provided by March 20, 2003.
EDUCATIONAL SUPPORT
Recommendation 11

We recommend that the Foundation ensure that scholarships are given only to currently admitted
CSU students.

Campus Response

We concur. The Foundation will develop procedures to ensure scholarships are only awarded to
currently admitted CSU students.

Supporting documentation will be provided by January 20, 2003.
NONDISCRIMINATION POLICY
Recommendation 12

We recommend that the Foundation revise its nondiscrimination policy in accordance with CSU
policy.

Campus Response

We concur. The Foundation is currently revising its nondiscrimination policy. A copy of the revised
policy will be presented to the Foundation Board of Directors for approval.

A written policy approved by the Board of Directors will be provided by March 20, 2003.

CASH RECEIPTS AND HANDLING

SEGREGATION OF DUTIES

Recommendation 13

We recommend that the Foundation segregate cash handling duties or institute mitigating controls
approved by the campus.

Page 5 of 21
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Campus Response
We concur. The Foundation will implement procedures to segregate cash handling duties.

A copy of the written procedure will be provided by March 20, 2003,
CASH RECEIPTS

Recommendation 14

We recommend that Foundation:

Cash receipts always are counted upon receipt.

Checks received through external mail be logged and/or prelisted.

Checks are restrictively endorsed immediately upon receipt.

Transfer accountability is established for deposits delivered in-person to the Foundation.
Cash receipts are deposited in a timely manner.

Cash receipts be posted to the general ledger in a timely manner.

o Al o'

Campus Response
We concur. The Foundation will establish written procedures to ensure:

Cash receipts are counted upon receipt.

Checks received through external mail are logged and/or pre-listed.
Checks are restrictively endorsed upon receipt.

Transfer accountability for deposits delivered in person to the Foundation.
Cash receipts are deposited in a timely manner.

Cash receipts are posted to the general ledger in a timely manner.

mo o o

A copy of the written procedure will be provided by March 20, 2003.

SAFE ACCESS

Recommendation 15

We recommend that the Foundation restrict safe access, change safe combinations when staff
turnover occurs, and maintain records of safe combination changes and individuals who have access
to the safe.

Campus Response

We concur. The Foundation will implement policies and procedures to restrict safe access, change
safe combinations when staff turnover occurs and maintain records of safe combination changes and

individuals who have access to the safe.

Documentation supporting this action will be provided by January 20, 2003.

Page 6 of 21
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BANK RECONCILIATIONS

Recommendation 16

We recommend that unopened bank statements be delivered directly to the person preparing bank
reconciliations.

Campus Response

We concur. Bank statements are now delivered unopened directly to the person preparing the bank
reconciliation.

Documentation supporting this action will be provided by January 20, 2003.

INVESTMENTS

Recommendation 17

We recommend that the Foundation enhance its investment policies and procedures to provide further
guidance for the administration and management of endowment funds. Such policies and procedures
should be subject to the review and approval of the Foundation’s board of directors.

Campus Response

We concur. The Foundation is currently in the process of reviewing and revising its investment
policies and procedures. These revised policies and procedures will be presented to the Foundation’s

board of directors for their review and adoption.

Copies of these policies and procedures will be provided by March 20, 2003.

FEES, REVENUES, AND RECEIVABLES

GIFT ACCEPTANCE

Recommendation 18

We recommend that the Foundation revise its written policy pertaining to gift acceptance to address
procedures to be completed before accepting gifts of equipment or real property.

Campus Response
We concur. The Foundation will revise its written policy pertaining to gift acceptance to address
procedures to be completed before accepting gifts of equipment or real property. The revised policy

will be presented to the Board of Directors for approval.

A copy of this document will be provided by March 20, 2003.

Page 7 of 21
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INVOICING

Recommendation 19
We recommend that the Foundation improve its accounts receivable collections efforts.
Campus Response

We concur. The Foundation will improve its accounts receivable collection efforts by developing and
implementing written procedures to ensure that:

a. Aging reports are reviewed on a monthly basis.
b. Accounts receivable collection procedures are followed.

Documentation supporting this action will be provided by January 20, 2003.

PURCHASING AND ACCOUNTS PAYABLE
SUPPORTING DOCUMENTATION

Recommendation 20

We recommend that the Foundation establish and implement policies and procedures to ensure cash
disbursements are supported by appropriate documentation.

Campus Response

We concur. Policies and procedures have been developed to ensure cash disbursements are supported
by appropriate supporting documentation. In addition the Foundation will sponsor a workshop for
principal investigators and others covering these required policies and procedures during spring
semester 2003.

Documentation supporting this action will be provided by March 20, 2003.
AUTHORIZATION OF DISBURSEMENTS

Recommendation 21

We recommend that the Foundation require that non-contract and grant expenditures submitted by
campus project directors be subject to an appropriate one-up authorization process.

Campus Response

We concur. The Foundation now requires that expenditures submitted by principal investigators and
project directors be subject to the appropriate one-up authorization process.

Documentation supporting this action will be provided by January 20, 2003.

Page 8 of 21
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SEGREGATION OF DUTIES
Recommendation 22

We recommend that the Foundation segregate purchasing and accounts payable duties or institute
mitigating controls approved by the campus.

Campus Response

We concur. The Foundation will develop procedures to segregate purchasing and accounts payable
duties.

A copy of written procedures will be provided by March 20, 2003.
DUAL SIGNATURES
Recommendation 23

We recommend that the Foundation require secondary signatures on checks over a designated high-
dollar amount.

Campus Response

We concur. The Foundation now requires secondary signatures on checks over a designated high-
dollar amount. A signature policy has been developed that requires a second signature on checks over
$5,000. The Foundation’s board of directors approved this policy at the September 25, 2002, board
meeting, A

This action has been completed. A written copy of this policy will be provided by January 20, 2003.
CHECK PROCESSING

Recommendation 24

We recommend that the Foundation restrict access to the check-signing machines and blank check
stock to appropriate personnel.

Campus Response

We concur. The Foundation will take appropriate action to restrict access to the check signing
machines and blank check stock to appropriate personnel.

A document supporting this action will be provided by March 20, 2003.

UNDELIVERED CHECKS

Recommendation 25

We recommend that the Foundation implement procedures to adequately control and account for
undelivered checks.

Page 9 of 21
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Campus Response

We concur. The Foundation will implement procedures to adequately control and account for
undelivered checks.

Documentation supporting this action will be provided by March 20, 2003.

PERSONNEL AND PAYROLL
PERSONNEL DOCUMENT PROCESSING

Recommendation 26
We recommend that the Foundation:

a. Establish and implement appropriate policies and procedures to better track personnel
documentation.

b. Reiterate to faculty the importance of submitting timely and complete personnel documentation
to the Foundation for all employees.

Campus Response

We concur. The Foundation has established policies and procedures to track personnel
documentation. A payroll process workshop was held in May 2002 for principal investigators and
project directors. The Foundation will continue to refine its policies and procedures regarding
personnel documentation and will continue to remind principal investigators and others of the

importance of submitting timely and complete personnel documentation for all employees.

Documentation supporting this commitment will be provided by March 20, 2003.

TIME REPORTING

Recommendation 27

We recommend that the Foundation strengthen its time reporting controls.
Campus Response

We concur. The Foundation will institute policies and procedures to strengthen its time reporting
controls.

Documentation supporting this commitment will be provided by March 20, 2003.
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PAYROLL PROCESSING
Recommendation 28

We recommend that the Foundation establish and implement policies and procedures to ensure
payroll processing procedures are adequate.

Campus Response
We concur. In April, 2002, the Foundation contracted with ADP to process paychecks. The
Foundation will continue to review its policies and procedures to ensure supporting payroll

documentation is properly executed, appropriately approved and submitted timely.

Written documentation of the enhanced policies and procedures will be provided by March 20, 2003.

EMPLOYEE SEPARATION
Recommendation 29

We recommend that the Foundation strengthen its employee separation policies and procedures to
include termination documents and deletion from the payroll database.

Campus Response
We concur. The Foundation will strengthen employee separation policies and procedures to include
documentation from the employee’s supervisor. Procedures will be implemented to ensure separated

employees are removed from the payroll database.

Documentation supporting this action will be provided by March 20, 2003.
SEGREGATION OF DUTIES
Recommendation 30

We recommend that the Foundation segregate payroll duties or institute mitigating controls approved
by the campus.

Campus Response
We concur. The Foundation will develop procedures to segregate payroll functions and duties.

A written procedure will be provided by March 20, 2003.
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FIXED ASSETS

Recommendation 31

We recommend that the Foundation:

a. Verify the timely placement of fixed asset tags by campus personnel.

b. Record fixed asset tag information on a regular annual basis.

¢. Reconcile fixed asset subsidiary ledgers to the general ledger on a monthly basis.
Campus Response

We concur. The Foundation will implement procedures to:

a. Verify the placement of HSUF identification tags on capitalized equipment.

b. Record fixed asset tag information regularly.

c. Reconcile the general ledger to the fixed asset subsidiary ledgers on a monthly basis.

Supporting documentation will be provided by March 20, 2003.

TRUSTS AND OTHER LIABILITIES

Recommendation 32

We recommend that the Foundation strengthen controls over trust accounts as follows:

a. Establish procedures that ensure that trust agreements are consistently established and maintained
on a current basis.

b. Perform regular reviews of accounts to control negative balances.

c.  Open trust accounts only for organizations officially recognized by the university and ensures that
the source for funds deposited be clearly defined.

d. Coordinate with campus personnel to ensure donation acknowledgement letters are not issued to
donors contributing to project accounts over which they exercise authority.

Campus Response

We concur. The Foundation will develop policies and procedures to strengthen controls over trust
accounts including those noted in the recommendation above.

Documentation supporting this action will be provided by March 20, 2003.
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PROGRAMS

REAL ESTATE ACQUISITION

Recommendation 33

We recommend that the Foundation establish formal policies and procedures over the acquisition,
development, and management of real estate, including specifics with respect to due diligence,
appraisals, feasibility studies, funding, pledging of corporate assets, acquisition approval process, and
property management.

Campus Response

We concur. The Foundation will establish formal policies and procedures over the acquisition,
development, and management of real estate that include the specific areas noted in the
recommendation above. A copy of this policy will be completed and submitted to the Board of

Directors for approval.

A written copy of this policy will be provided by March 20, 2003.

INTELLECTUAL PROPERTY

Recommendation 34

We recommend that the Foundation and the campus continue their efforts to clarify and further define
each entity’s rights, responsibilities, and liability with respect to the administration and management
of campus intellectual property.

Campus Response

We concur. The Foundation, in conjunction with the campus, will continue to clarify and further
define each entity’s rights, responsibilities, and liability with respect to the administration and

management of campus intellectual property.

Written documentation detailing progress will be provided by March 20, 2003.

INFORMATION TECHNOLOGY

SEPARATION OF DUTIES
Recommendation 35

We recommend that the Foundation segregate accounting system user profiles or institute mitigating
controls approved by the campus.
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Campus Response

We concur. The Foundation will segregate accounting system user profiles so that only Foundation
central office staff have access to software applications that apply to their assigned duties.

This action will be completed by March 20, 2003.
DISASTER RECOVERY PLAN
Recommendation 36

We recommend that the Foundation document a sufficiently detailed, written disaster recovery plan
and corresponding business continuation procedures.

Campus Response
We concur. The Foundation will develop a detailed, written disaster recovery plan and corresponding
business continuation procedures. A copy of this disaster recovery plan will be submitted to the

Board for approval.

A written copy of this plan will be provided by March 20, 2003.

BACKUP DATA
Recommendation 37

We recommend that the Foundation improve the security and availability of off-site storage of backup
tapes by sending backup data to an off-site location.

Campus Response

We concur. The Foundation will improve the security and availability of off-site storage of backup
tapes by sending tapes to an off-site location.

Written documentation supporting this action will be provided by January 20, 2003.
PHYSICAL AND ENVIRONMENTAL CONTROLS
Recommendation 38

We recommend that the Foundation implement appropriate physical and environmental controls to
safeguard equipment, restrict access, and reduce the risk of fire or other environmental hazards.

Campus Response
We concur. The Foundation has an agreement with the University for space rental. The Foundation
will work with the University director of physical services to implement appropriate physical and

environmental controls to safeguard equipment, restrict access, and reduce the risk of fire or other
environmental hazards.
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This work will begin immediately. Written documentation detailing progress in this action will be
provided by March 20, 2003.
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HUMBOLDT STATE UNIVERSITY CENTER, BOARD OF DIRECTORS

LEGAL AND REGULATORY COMPLIANCE
AUXILIARY FUNCTIONS

Recommendation 39

We recommend that the UC perform only those functions listed in Title 5 or seek approval for
variances from the Office of the Chancellor.

Campus Response

We concur. The University Center will seek approval for a variance from the Office of the
Chancellor for functions not listed in Title 5.

Implementation will be completed by February 28, 2003
RISK MANAGEMENT
Recommendation 40

We recommend that agreements between the UC and outside parties be amended to include
indemnification clauses in accordance with EO 743.

Campus Response

We concur. The University Center has included indemnification clauses in all agreements between
the University Center and outside parties effective July 1, 2002.

Implementation completed. Documentation will be forwarded by December 20, 2002.

CASH RECEIPTS AND HANDLING

Recommendation 41

We recommend that the UC prepare a cost-benefit analysis with regards to establishing local
accountability over cash registers at various UC retail operations.

Campus Response

We concur. The University Center will prepare a cost-benefit analysis with regards to establishing
local accountability over cash registers at various University Center retail operations.

Implementation will be completed by February 28, 2003
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PETTY CASH AND CHANGE FUNDS

CHANGE FUND ADMINISTRATION

Recommendation 42

We recommend that the UC:

a. Document an analysis of their cash requirements and adjust the amount of its change fund
accordingly with the concurrence of the campus chief financial officer.
b. Implement procedures to perform periodic, independent, and unannounced change fund counts.

Campus Response

We concur. A procedure will be developed to analyze the cash requirements of the University
Center’s change fund, adjusting if necessary, with the approval of the campus chief financial officer.
The University Center already has procedures in place to conduct periodic, independent, and
unannounced change fund counts. Formal documentation of the counts will be maintained.

Implementation will be completed by January 10, 2003.
CASH ADVANCES

Recommendation 43

We recommend that the UC, in conjunction with the campus, analyze the appropriateness of the
current practice of advancing funds to the athletics department.

Campus Response

We concur. The University Center, in conjunction with campus personnel, will develop procedures to
control, monitor and follow-up on cash advances issued to Athletics.

Implementation will be completed by February 28, 2003.

SAFE ACCESS

Recommendation 44

We recommend that the UC restrict safe access, change safe combinations when staff turnover
occurs, and maintain records of safe combination changes and individuals who have access to the
safe.

Campus Response

We concur. The University Center will develop procedures to ensure safe combinations are changed

when staff turnover occurs and that records are maintained of safe combination changes and for
individuals having access to the cash room safe combination. As part of the University Center
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renovation project, the safe room has been relocated to an area that provides for increased security
and restricted access.

Implementation will be completed by December 20, 2002.

PURCHASING AND ACCOUNTS PAYABLE

Recommendation 45

We recommend that the UC establish a memorandum of understanding between the UC and the
campus regarding the use of the UC campus debit card at the campus health center.

Campus Response

We concur. Discussions are underway with the campus to prepare a memorandum of understanding
regarding the use of the University Center campus debit card at the campus health center.

Implementation will be completed by December 20, 2002.

PERSONNEL AND PAYROLL

Recommendation 46

We recommend that the UC document employee separation procedures for hourly employees.
Campus Response

We concur. The University Center will update its separation procedure to include hourly employees.

Implementation will be completed by January 10, 2003.

INVENTORIES
Recommendation 47

We recommend that the UC segregate the physical inventory process or institute mitigating controls
approved by the campus.

Campus Response

We concur. The University Center will establish segregation in the physical inventory process or
institute mitigating procedures as appropriate. Campus approval will be sought.

Implementation will be completed by March 7, 2003.
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INFORMATION TECHNOLOGY

SEPARATION OF DUTIES
Recommendation 48

We recommend that the UC segregate accounting system user profiles or institute mitigating controls
approved by the campus.

Campus Response
We concur. The University Center will revise current control procedures to better segregate or
institute mitigating controls regarding user access to the MBS system. The University Center has

mitigating controls currently in place to ensure the integrity of the payroll system.

Implementation will be completed by March 10, 2003.

DISASTER RECOVERY PLAN
Recommendation 49

We recommend that the UC document a sufficiently detailed, written disaster recovery plan and
corresponding business continuation procedures.

Campus Response

We concur. The University Center will expand on its current disaster recovery plan to include detail
that is adequate in consideration of the size and complexity of the University Center operation.

Implementation will be completed by March 10, 2003.

BACKUP DATA

Recommendation 50

We recommend that the UC improve the security and availability of off-site storage of backup tapes
by sending backup data to the campus data center.

Campus Response

We concur. The University Center is currently sending backup data to an off-site safe deposit box at
the local US Bank.

Implementation completed. Documentation will be forwarded by December 20, 2002.
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PHYSICAL AND ENVIRONMENTAL CONTROLS

Recommendation 51

We recommend that the UC implement appropriate physical and environmental controls to safeguard
equipment, restrict access, and reduce the risk of fire or other environmental hazards.

Campus Response

We concur. As part of the University Center renovation project, new space is currently being
constructed for the University Center’s computer equipment. This new space will incorporate proper
physical and environmental control requirements. Access will be restricted to only authorized

personnel and will be monitored by an alarm system.

Implementation will be completed by March 10, 2003.
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ASSOCIATED STUDENTS

LEGAL AND REGULATORY COMPLIANCE
Recommendation 52

We recommend that AS execute a written agreement with the campus in accordance with CSU
policy.

Campus Response

We concur. A written agreement will be entered into by and between the campus and the Associated
Students of Humboldt State University in accordance with CSU policy.

The agreement will be completed by February 1, 2003

PROGRAMS
Recommendation 53

We recommend that the arrangement between the campus and AS regarding the administration and
operation of certain AS-funded programs be fully documented.

Campus Response

We concur. A written agreement will be entered into between the campus and the Associated
Students of Humboldt State University regarding the administration and operation of certain AS
funded programs.

The agreement will be completed by February 1, 2003
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BAKERSFIELD

CHANNEL ISLANDS

CHICO

DOMINGUEZ HILLS

FRESNO

FULLERTON

HAYWARD

HUMBOLD

LONG BEACH

LOS ANGELES

MARITIME ACADEMY

MONTEREY BAY

NORTHRIDGE

POMONA

SACRAMENTO

SAN BERNARDINO

SAN DIEGO

SAN FRANCISCO

SAN JOSE

SAN LUIS OBISPO

SAN MARCOS

SONOMA

STANISLAUS

APPENDIX E

tHE Caurornia Stare Universiry

OFFICE OF, THE GHANCELLOR

December 19, 2002

MEMORANDUM

TO: Mr. Larry Mandel
University Auditor M ﬁ

FROM: Charles B. Reed
Chancellor

SUBJECT: Draft Final Report Number 02-46 on Auxiliary Organizations,
Humboldt State University

In response to your memorandum of December 18, 2002, I accept the response
as submitted with the draft final report on Auxiliary Organizations, Humboldt
State University.

CBR/amd
Enclosure

cc: Dr. Rollin Richmond, President
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