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INTRODUCTION

PURPOSE

The principal audit objectives were to determine compliance with the Education Code, Title 5, and
directives of the Board of Trustees and the Chancellor’s Office, and to assess the adequacy of controls and
systems. Specifically, we sought assurances that legal and regulatory requirements are complied with
regarding the:

formation of the auxiliary;

functions the auxiliary performs on the campus;

creation and operation of the auxiliary’s board of directors,

establishment of policies and procedures based upon sound business practices;

observance of mandates to maintain an “arms-length” in business transactions between the auxiliary
and the campus; and

» campus oversight of auxiliary operations.

v v v v Vv

In addition, we reviewed interna controls to assure that:

accounting data is provided in an accurate, timely, complete, or otherwise reliable manner;

assets are adequately safeguarded from loss, damage, or misappropriation;

duties are appropriately segregated consistent with appropriate control objectives;

transactions, accounting entries, or systems output is reviewed and approved,;

management does not intentionally override interna controls to the detriment of the overall interna
control objectives;

accounting and fiscal tasks, such as reconciliations, are prepared properly and completed timely;
deficienciesin internal controls previoudly identified were corrected satisfactorily and timely; and
management seeks to prevent or detect erroneous record keeping, inappropriate accounting, fraudulent
financial reporting, financial loss, and exposure.

v v v v Vv

v v

SCOPE AND METHODOLOGY

Our management review emphasized, but was not limited to, compliance with state and federal laws and
regulations, Board of Trustee policies, and Office of the Chancellor policies, |etters, and directives as they
relate to CSU auxiliaries. For those audit tests that required annualized data, calendar years ended 1998
and 1999 were the primary periods reviewed. In certain instances, we were concerned with representations
of the most current data—in such cases, the test period was extended to March 2000.

Our primary focus was on internal compliance and controls. Specifically, for the period reviewed, we
examined compliance of the campus and each auxiliary with the Education Code and Title 5 as they relate
to the operation of CSU auxiliary organizations.

Auxiliary Organizations/San Francisco State University/Report No. 00-49
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INTRODUCTION

The scope of our review, regarding internal compliance considerations, focused on areas which were
identified during our preliminary assessment of risks related to the CSU and its requirements to exercise
oversight of auxiliaries. (See Appendix B.)

The scope of our internal control review focused on separation of duties, safeguarding of assets, and
reliability and integrity of information. Within these, we considered areas of risk identified during a
preliminary survey of the campus auxiliary operations in addition to risks related to the CSU and its
oversight of auxiliaries. (See Appendix B.)

Our assessment of risk was based upon a systematic process, using professional judgments on probable
adverse conditions and/or events that became the basis for development of our final scope. Risk was
defined as the probability that an event or action would adversely affect the auxiliary and/or the campus.
We sought to assign higher review priorities to activities with higher risks. As a result, not all risks
identified were included within the scope of our review.

We have not performed reviews or analyses beyond the date of our report. Accordingly, our comments are
based on our knowledge as of that date and should be read with that understanding. Since the purpose of
our comments is to suggest areas for improvement, comments on favorable matters are not discussed.

BACKGROUND

Education Code 889900 states, in part, that the operation of auxiliary organizations shall be conducted in
conformity with regulations established by the trustees.

Education Code 889904 states, in part, that the Trustees of the Caifornia State University and the
governing boards of the various auxiliary organizations shall:

» ingtitute a standard system-wide accounting and reporting system for businessike management of the
operation of such auxiliary organizations,

» implement financial standards which will assure the fiscal viability of such various auxiliary
organizations. Such standards shall include proper provision for professional management, adequate
working capital, adequate reserve funds for current operations and capital replacements, and adequate
provisions for new business requirements,

» ingtitute procedures to assure that transactions of the auxiliary organizations are within the educational
mission of the state colleges; and

» develop policies for the appropriation of funds derived from indirect cost payments.

Executive Order No. 698, superseding Executive Order No. 682, was issued on March 3, 1999. In that
directive, the president of each campus was instructed, in part, as follows:

Section 2. Authority and Responsibility of the Campus President. Title 5 842402
establishes the authority of campus presidents to require auxiliary organizations to
operate in conformity with policy of the Board of Trustees and the campus. The
president is required to review auxiliary programs and budgets and to require

Auxiliary Organizations/San Francisco State University/Report No. 00-49
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INTRODUCTION

discontinuance of activities not in conformity with policies of the Board of Trustees and
campus.

The following Trustee policy supplements the existing policy of 842402 and provides
an additional mechanism for the president to administer his or her responsibilities
concerning auxiliary organizations. Action taken by the Trustees Committee on Audit
at the January 1999 board meeting requires an internal compliance/internal control
review to be performed by the University Auditor.

The Office of the University Auditor will perform an internal compliance/ internal
control review of auxiliary organizations. The review will be used to determine
compliance with law, including statutes in the Education Code and rules and regulations
of Title 5, and compliance with policy of the Board of Trustees and of the campus,
including appropriate separation of duties, safeguarding of assets and reliability and
integrity of information. This review of each auxiliary organization shall be completed
on abiennia basis pursuant to procedures established by the Chancellor.

This report represents our biennial review.

OPINION

We visited the San Francisco State University campus from January 2000 through April 2000 and
reviewed the internal compliance and internal control structures in effect at that time. Our study and
evaluation was conducted in accordance with the Standards for the Professional Practice of Interna
Auditing issued by the Ingtitute of Internal Auditors, and included the audit tests we considered necessary
in determining that accounting and administrative controls are in place and operative.

The campus and management at each auxiliary are responsible for establishing and maintaining adequate
internal controls. This responsibility includes documenting internal controls, communicating requirements
to employees, and assuring that internal controls are functioning as prescribed. In fulfilling this
responsibility, estimates and judgments by management are required to assess the expected benefits and
related costs of control procedures.

The objectives of accounting and administrative controls are to provide management with reasonable, but
not absolute, assurance that:

» assets are safeguarded againgt loss from unauthorized use or disposition;

» transactions are executed in accordance with management’s authorization and recorded properly to
permit the preparation of reliable financia statements; and

» financial operations are conducted in accordance with policies and procedures established in the State
Administrative Manual, Education Code, Title 5, and Trustee policy as applicable.

Auxiliary Organizations/San Francisco State University/Report No. 00-49
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INTRODUCTION

Our audit disclosed conditions which, in our opinion, would result in significant errors and irregularities if
not corrected. These conditions, along with other weaknesses, are described in the Executive Summary
below and in the body of the report.

As a result of changing conditions and the degree of compliance with procedures, the effectiveness of
controls change over time. Specific limitations that may hinder the effectiveness of an otherwise adequate
system of controls include but are not limited to: resource condtraints, faulty judgments, unintentional
errors, circumvention by collusion, and management overrides. Establishing controls to prevent these
limitations would not be cost effective; moreover, an audit may not always detect these limitations. (See
Appendix C, Statement of Internal Controls.)

Auxiliary Organizations/San Francisco State University/Report No. 00-49
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INTRODUCTION

EXECUTIVE SUMMARY
The purpose of this section is to provide management with an overview of conditions requiring their

atention. Areas of review not mentioned in this section were found to be satisfactory. Numbers in
brackets [ ] refer to page numbers in the report.

CAMPUS OVERSIGHT

UNRECOGNIZED CAMPUS SUPPORT ORGANIZATIONS [15]
The campus had not developed a procedure to identify, and a strategy to coordinate and oversee, the

non-profit organizations that operate in support of academic and non-academic programs. Increased
campus and presidential oversight of this area reduces exposure to regulatory and legal consequences.

OVERSIGHT OF FUNDS HELD BY AUXILIARIES [16]

The campus did not exercise sufficient controls over funds held in trust by its auxiliaries. Increased
campus and presidential oversight decreases exposure to regulatory and legal actions.

EDUCATIONAL SUPPORT [17]
Certain scholarships administered by the Foundation were awarded by campus representatives to
individuals who were not currently admitted to the campus. Offering or administrating programs
consistent with those statutorily allowed ensures that the CSU is presented only with risks and
liabilitiesit has officially accepted.

FACULTY RELEASE TIME [18]
Faculty release time payments owed to the campus were inappropriately deposited into a trust account

at the Foundation. Appropriate deposits of state monies will ensure that funds are being used for their
intended purpose and in accordance with CSU policy.

RISK MANAGEMENT [19]
Campus risk management policy had not been updated to include monitoring auxiliary agreements for

appropriate risk management provisions. Losses from litigated disputes are reduced when an auxiliary
organization monitors and mitigates risk exposure.

HOUSING TRUST FUNDS [20]

Housing trust funds were inappropriately advanced by the campus into an ASl trust account.
Expending state monies directly from state accounts ensures the propriety of expenditures.

CONFLICT OF INTEREST [20]

Auxiliary Organizations/San Francisco State University/Report No. 00-49
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INTRODUCTION

The campus had not provided guidance for its auxiliaries with regard to implementation of conflict of
interest policies and procedures, including statements and disclosures from board members and
management. Implementing guidance for conflict of interest code policies and procedures for auxiliary
boards and management decreases liability for acts contrary to the code.

AUXILIARY AUTHORIZATION [21]

The Foundation’s operating agreement with the CSU and the campus was not signed and submitted for
Chancedllor’'s Office approva in a timely manner. Operating with an up-to-date written agreement
prevents misunderstandings and miscommunications regarding rights and responsibilities.

ASSOCIATED STUDENTS, INC.

STUDENT BODY FEES [23]

The methodology for acting as custodian of student body organization fees was in need of
improvement. Depositing such fees in the custody of the campus chief financia officer enables the
campus to meet required oversight responsibility.

SALARY AND BENEFITS [23]

ASl had not conducted an analysis and comparison of employee salaries, wages, and benefits between
ASl employees and state employees in similar positions. A comparative analysis of salaries and
benefits ensures that employees who perform substantially similar services for the campus or other
organizations are appropriately paid.

CHILDREN’S CENTER COSTS [24]
Management of ASI’s costs to operate the Children’s Center was in need of improvement. Adequate
investigation by the board into the financial impact of its program/cost centers could increase the ASI’s
ability to meet its requirementsin the event of afinancia crisis.

CHILDREN’S CENTER RESERVES [25]

The ASl had not assessed the adequacy of reserves established for the Children’s Center. Adequately
funding reserves enables the ASI to better manage a future financial crisis.

CASH HANDLING [26]

Certain cash handling controls were in need of improvement. The risk of loss from improper acts is
decreased when deposits are adequately secured.

Auxiliary Organizations/San Francisco State University/Report No. 00-49
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INTRODUCTION
PROCUREMENT PROCESS [26]
Procurement policies and procedures had not been fully documented. Controls are improved when

policies and procedures concerning procurement are fully documented and communicated to auxiliary
and campus personnel.

FIXED ASSETS [27]

Policies and procedures concerning fixed asset purchases were incomplete. Property is better secured
when inventory control procedures are adequately documented.

CUSTODIAL FUNDS [28]
The ASl did not exercise adegquate oversight over revenues and expenditures of unsubsidized trust

accounts. Funds will be expended for appropriate purposes when sufficient control over funds is
maintained.

LEGAL COUNSEL [29]

The ASI had not continuously retained mandated legal counsel. Retained legal counsel affords the ASI
with appropriate counsal.

DISBURSEMENTS [29]

Certain disbursements lacked sufficient supporting documentation.  Maintenance of adequate
supporting documentation reduces the risk that misappropriation of funds will not be detected.

INVESTMENTS [30]

ASI’sinvestment policy was in need of revison and re-certification by its board. A properly authorized
and documented investment policy improves control of investments.

TRUST AGREEMENTS [31]

Trust agreements were incomplete as to administrative charges. Proper withholding of interest can be
assured when written notification of this practice is made.

BOARD MINUTES [31]

The ASI board minutes and resolutions were not always properly prepared. Timely preparation of
board minutes and resolutions prevents delays in implementing board actions.

Auxiliary Organizations/San Francisco State University/Report No. 00-49
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FRANCISCAN SHOPS, INC. (BOOKSTORE)

INFORMATION SYSTEMS CONVERSION [33]
Significant deficiencies existed in the Bookstore' s information systems accounting records, in part, due
to a lengthy facilities renovation. Accounting errors and irregularities will be identified timely when
the auxiliary ensures that the following are in place: a complete and reconciled cut-over data

conversion; adequate training; and sufficient information technology staff to provide ongoing technical
assistance.

DIAGNOSTIC CENTER LEASE AGREEMENT [34]
The lease agreement between the campus and the Bookstore for space use was not current.

Misunderstandings and inconsistencies between existing contract language and the intentions of both
parties are decreased when a current written agreement is maintained.

BANK RECONCILIATIONS [35]

Bookstore cash receipts had not been reconciled since October 1999. Timely reconciliations reduce the
risk that errors and irregularities will not be detected.

TEXTBOOK BUYBACK [35]
Documentation of textbook buyback transactions was incomplete. The accuracy of the amounts paid

to the Bookstore can be assured when records to support reimbursements and commissions received
from wholesale book buyers are maintained.

TEXTBOOK INVENTORY [36]

Textbook inventory controls need to be strengthened. Timely return of unsold textbooks prevents loss
of revenue.

OFF-CAMPUS WAREHOUSE [37]

Off-campus warehouse space leased by the Bookstore was not sufficiently safeguarded against fire.
Sufficient safeguards to protect warehouse inventory goods against fire could prevent the loss of assets.

INVENTORY ACCOUNTING [38]

The Bookstore did not maintain a separate inventory record for merchandise at its off-campus
warehouse site and merchandise at the campus store. Sufficient accountability and control of inventory
is maintained when records include the location of inventory.

Auxiliary Organizations/San Francisco State University/Report No. 00-49
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INTRODUCTION
INVENTORY MARK-DOWNS AND WRITE-OFFS [38]
The Bookstore needed to revise its written procedures for marking down and writing-off inventory.

Errors or irregularities in inventory will be detected timely when sufficient inventory write-off
procedures are maintained.

FIXED ASSETS [39]

The Bookstore' s written policies and procedures concerning fixed asset purchases were insufficient.
Property is better secured when inventory control procedures are adequately documented.

CREDIT CARDS [40]

The Bookstore had not developed written policies and procedures for corporate credit card use.
Interna controls are optimized when policies and procedures are documented and communicated to
employees.

UNIVERSITY CLUB [40]
The Bookstore' s business arrangments with the campus University Club needed to be reviewed and

revised. Clearly established responsibilities and liablities result when business arrangements are
adequately documented.

SEGREGATION OF DUTIES [41]
Cash accounting and customer service duties performed by two immediate family members were not

adequately segregated. Adequate separation of duties decreases the risk that errors and irregularities
will not be detected timely.

DATA ACCESS SECURITY [41]

Data access security measures were in need of improvement. Adequate system security software
provides protection against unauthorized users accessing business systems.

PHYSICAL SECURITY AND ENVIRONMENTAL CONTROLS [42]

During a twenty-month construction period, there were inadequate physical security and environmental
controls for the Bookstore's main computer. Adequate physical security and environmental controls
limit exposure to physical damage that could impact the information processing capabilities of
Bookstore computers.

Auxiliary Organizations/San Francisco State University/Report No. 00-49
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SAN FRANCISCO STATE UNIVERSITY FOUNDATION, INC.

FACILITIES LEASES [44]

Consideration was not sufficiently articulated in facilities |ease agreements between the campus and the
Foundation. Sufficiently documenting consideration in such agreements reduces the risk that a “gift of
public funds’ claim will be asserted.

FACULTY AND STAFF HOUSING [44]

A faculty and staff housing program was being operated without written authorization of the campus
president or the Foundation board of directors. Appropriate approval for programs and related
operational procedures provides assurances that an auxiliary will participate in appropriate programs or
transactions.

COST RECOVERY [45]

The Foundation was not reimbursing the campus for services provided by campus personnel. An
appropriate cost recovery ensures that the true cost of programs are known.

DISBURSEMENTS [46]

For campus programs, policies and procedures do not clearly establish supporting documentation
requirements for expenditures. Maintenance of adequate supporting documentation reduces the risk
that misappropriation of funds will not be detected.

SALARIES AND BENEFITS [47]
Foundation had not documented a consolidated analysis and comparison of employee saaries, wages,
and benefits between its employees and state employees in similar positions.  Assessing the
comparahility of pay and benefits received by full-time Foundation employees provides evidence of
compliance with CSU policy.

COMMERCIAL OPERATIONS [48]
The Foundation had not allocated administrative and indirect costs in evaluating whether commercial

operations function on a self-supporting basis. Including the full cost of commercial operations
provides assurance that surplus funds from one operation are not used to fund the losses of another.

RESERVES [48]

Periodically updating provisions for reserves had not been included within the Foundation’s annual
budget process.  Sufficient reserves protect the campus from future funding deficits.

Auxiliary Organizations/San Francisco State University/Report No. 00-49
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INTRODUCTION
ACCEPTANCE OF FUNDS [49]

The Foundation written procedures for the acceptance of funds required revision.  Written procedures
provide assurances that funds have been accepted in a manner consistent with the policies of the
trustees and campus or the functions of the auxiliary.

CRIME INSURANCE COVERAGE [49]

The Foundation officer and employee insurance policy did not contain coverage for computer fraud,
money orders, or forgery. Maintaining appropriate insurance coverage reduces exposure to liability.

NON-DISCRIMINATION POLICIES [50]

Foundation’s current non-discrimination policy had not been adopted by the Foundation Board.
Appropriate board approval for auxiliary policies reduces the risk that actions inconsistent with the
boards expectation would occur.

BANK ACCOUNTS [51]

Internal controls over bank accounts were inadequate, in part, due to an accounting system conversion.
Incomplete accounting processes weaken internal controls over bank accounts.

ACCOUNTS RECEIVABLE [51]
Reconciliations of the accounts receivable subsidiary ledger to the general ledger were not sufficiently

documented, in part, due to an accounting system conversion. Documented reconciliations provide
evidence that assets are appropriately handled.

GIFT RECONCILIATION [52]

Gift acknowledgements were not independently reconciled to gift deposits. Reconciling gift receipts to
collections increases the probability that errorsin or misappropriations of gift receipts are detected.

FIXED ASSETS [53]

Foundation’s policies and procedures concerning fixed asset purchases were insufficient. Property is
better secured when inventory control procedures are adequately documented.

INVESTMENTS [54]

Interna controls over investments were not adequate. 1nadequate separation of duties increases the risk
that errors and irregularities will not be detected timely.
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PROCUREMENT PROCESS [55]

Procurement policies and procedures were not fully documented. When policies and procedures
concerning procurement are fully documented and communicated, controls are improved.

TRAVEL ADVANCES [56]

Controls over travel advances were not sufficient. Properly controlled travel advances reduce the risk
of errors or misappropriation.

DEPOSIT OF FUNDS [57]

Controls over the identification and timeliness of deposits needed to be strengthened. Properly
identified and timely deposited funds safeguard against misappropriation.

UNRELATED BUSINESS INCOME TRACKING (UBI) [58]

The Foundation had not accounted for and tracked UBI in a sufficient manner. Rexamining its system
to track and report taxable income will help the Foundation to avoid penalties.

REVIEW OF INSURANCE [58]
Decisions as to the appropriate level of insurance coverage to be maintained by the Foundation were

not subject to the review and approval of the board of directors. Oversight by the board of directors
provides assurance that decisions are made in the best interest of the auxiliary organization.

SFSU STUDENT CENTER

PROCUREMENT PROCESS [60]

Procurement policies and procedures had not been fully documented. Controls are improved when
policies and procedures concerning procurement are fully documented and communicated to auxiliary
and campus personnel.

DISBURSEMENTS [61]
Written disbursement polices and procedures had not been completed. Maintenance of complete
disbursement policies and procedures reduces the risk that misappropriation of funds will not be
detected.

REPORTING OF UNAUTHORIZED ACTS [61]

The Student Center did not appropriately report an instance of fraud. Timely reporting of thefts and
irregularities could prevent future losses.
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INTRODUCTION

UNCLEARED COLLECTIONS [62]

An uncleared collections account was not used to deposit unidentified cash receipts. Depositing
uncleared collections into a suspense account reduces the risk that funds will be misappropriated.

INVESTMENTS [63]

Interna controls over investments were in need of improvement. Errors or misappropriations can be
mitigated through appropriate segregation of duties.

FIXED ASSETS [64]

Student Center policies and procedures concerning fixed asset purchases were insufficient. Property is
better secured when inventory control procedures are adequately documented.

DEBIT CARD PROCEDURES [65]

Controls over debit card usage were insufficient. The potential for debit card misuse is decreased when
proper controls have been established.

PERSONNEL AND PAYROLL [66]
Personnel and payroll policies and procedures regarding employee termination processes and
authorized signatories needed to be improved. A sufficient employee clearance process provides
assurance that only appropriate and compl ete transactions are made.

PETTY CASH [67]

Student Center petty cash uses were overly broad and independent reconciliations of fund balances
were infrequent. Properly controlled petty cash funds reduce the risk of errors or misappropriation.

TRAVEL ADVANCES [68]

Travel advance policies and procedures were in need of improvement.  Properly controlled travel
advances reduce the risk of errors or misappropriation.
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INTRODUCTION
FOOD VOUCHERS [69]

Controls over food vouchers were not adequate. Misuse can be prevented when vouchers are
adequately controlled.

BOOKSTORE LEASE [69]

The lease between the Student Center and the Bookstore expired in June 1998. Maintenance of a
current written agreement decreases inconsistencies and the potential for misunderstandings regarding
existing contract language and the intentions of both parties.
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OBSERVATIONS, RECOMMENDATIONS,
AND CAMPUS RESPONSES

CAMPUS OVERSIGHT
UNRECOGNIZED CAMPUS SUPPORT ORGANIZATIONS

The campus had not developed a procedure to identify, and a strategy to coordinate and oversee, the
non-profit organizations that operate in support of academic and non-academic programs.

We noted organizations ranging from a separate corporation operating on the campus whose purpose
was to encourage better teaching and relations between faculty and administration at SFSU to a non-
profit environmental support organization whose president was a campus program director. These and
similar entities interact with campus departments and auxiliary organizations. They present
opportunities and liahilities to the campus and its auxiliary organizations. Opportunities include greater
community involvement in the form of financial and non-financia support. Liabilities accrue as actions
by the operators of these organizations become the legal responsibility of the campus or its auxiliaries.

Due to the perceived value to the CSU mission, services have been provided by campus and auxiliary
personnd to these unrecognized organizations. However, the use of campus and auxiliary time and
materials and the actions and activities supervised and performed by these officials expose the CSU to
legal and regulatory actions.

Education Code 889900 through 889912 indicate the need for campus control over entities offering
service and/or exposing the campus to liability.

The vice-president of business and finance stated that, while the campus recognizes its oversight
responsibility to monitor the activities and programs of auxiliary organizations and ensure they operate
in conformity with CSU and campus policies, it has never been aware of any requirement to exercise
additional oversight of these support organizations.

A lack of sufficient campus and presidential oversight over non-profit organizations operating on the
campus in support of academic and non-academic programs exposes the campus and the CSU system to
regulatory and legal consequences, which could negatively impact the educational mission of both.

Recommendation 1

We recommend that the campus develop a procedure to identify, and a strategy to coordinate and
oversee, the various non-profit organizations that operate on the campus in support of academic and
non-academic programs.
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Campus Response

We concur.  Under the genera direction of the Vice President for Business and Finance, a task force
involving appropriate campus units will be established to develop a comprehensive strategy to
recognize and oversee non-profit support organizations. This effort will expand on already existing
policies and procedures and will be completed by April 2001.

OVERSIGHT OF FUNDS HELD BY AUXILIARIES

The campus did not exercise sufficient controls over funds held in trust by its auxiliaries.

Typically, these accounts are held on behaf of student organizations, campus academics and
administrators, and other officialy recognized entities. We found that the ASl and Foundation held
funds in trust. Accounts at ASl relate mainly to student clubs and organizations, while those at the
Foundation relate to campus programs, certain discretionary funds, and grants and contracts.

Funds receipted by the campus in accordance with Education Code §89721 were not consistently and
appropriately deposited in the campus' local state agency trust account in accordance with CSU policy.

We found that campus centers and institutes maintained custodial accounts at auxiliaries where
revenues were deposited and expenditures were made with only limited campus adminigtrative
oversight and knowledge. Using these independent operations type funds (not annually appropriated
state funds) and other funds (including donations, grants, etc.), state employees:

1. signed contracts where, in fact, they did not have express authority to encumber the campus.

a. Campus departments or centers entered into loan agreements with the Foundation (i.e. such
agreements were made in support of the Romberg Tiburon Center and the Sierra Nevada
Field Campus). The agreements were executed by campus employees acting as the
campus project/program director; and

b. campus departments acted as personal guarantors on subleases entered into between
faculty and the Foundation for housing facilities. The dean or associate dean of the
college/department executed the personal guarantees.

2. held events, offered services and, in limited instances, products often without sufficient advice and
oversight of campus risk management and campus administration.
a. campus departments or centers offered community services in conjunction with academic
programs without fully considering insurance requirements (i.e. a program was identified
which included childcare as an integral component of its operation.)

3. did not appropriately reflect state funds in campus ledgers.
a. revenues associated with campus program funds (centers and institutes) were not recorded
in campus accounting records; and
b. assetsand liabilities similarly were not recorded.
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Title 5 842401, 842402, 842500 and Education Code 889900 establish a responsibility to operate in
accordance with sound business practices in the interest of the campus. Further, Probate Code section
16000 indicates that on acceptance of atrust, the trustee has a duty to administer the trust according to
the trust instrument. A sufficiently documented trust arrangement, including the purpose (i.e. valid or
invaid expenditures) would be essential to meeting this objective.

The vice-president of business and finance indicated that the university provides significant control
through the interaction/oversight exerted by the associate vice president for fiscal affairs. He aso
indicated that funds received by the campus are being properly deposited in accordance with Education
Code 889721. He further stated that campus program accounts at the Foundation are subject to
Foundation policies as well as any CSU or campus policies specifically applicable to auxiliary
organi zations.

A lack of sufficient oversight exposes the campus and the CSU system to regulatory and lega
consequences.

Recommendation 2

We recommend that the campus increase its oversight of auxiliary management, particularly in the area
of funds held in trust.

Campus Response

We concur. The task force referred to in the response to recommendation 1 will also develop
guidelines for the proper accounting of funds held in trust for campus activities and organizations.

EDUCATIONAL SUPPORT

Certain scholarships administered by the Foundation were awarded by campus representatives to
individuals who were not currently admitted to the campus.

Title 5 842500 (d) states that student loans, scholarships, stipends and grants-in-aid shall only be given
to currently admitted students.

The Foundation director of administration stated that the Foundation works closely with the campus
financial aid office to ensure the digibility of students. He acknowledged, however, that there were
instances where non-CSU awards were made in connection with programs it administered as requested
by the campus, or it accepted by bequest.

Offering or administrating programs outside those statutorily allowed presents risks and liabilities
beyond those acceptable to the CSU.
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Recommendation 3

We recommend that the campus ensure that scholarships are given only to currently admitted CSU
students.

Campus Response

We concur. By February 28, 2001, the campus and the SFSU Foundation will review existing
procedures and make any necessary modifications to ensure compliance with Title 5 842500(d).

FACULTY RELEASE TIME

Faculty release time payments owed to the campus were inappropriately deposited into a trust account
at the Foundeation.

We found that:

payments made by the SFSU Bookstore, to reimburse the campus for services provided by a
faculty member, were written/issued to the executive assistant in the office of the vice-president of
academic affairs;

payments were deposited by this adminstrator into a trust account maintained at the Foundation
titted “University Official Function Account.” According to account set-up documentation, its
purpose was to “ cover expenses and further/support administration;”

the office of the provost and vice-president for academic affairs directly invoiced the SFSU
Bookstore for payment/reimbursement; and

amemo attached to one invoice referred to an agreement with the Bookstore and specified that the
check was to reimburse the campus for services rendered. In addition, the memo specified that the
check should be made payable to the Foundation and sent directly to the executive assistant.

Government Code §16305.2 states that all money in the possession of or collected by any state agency
or department is subject to the provisions of 816305.3 to §16305.7, inclusive, and is hereafter referred
to as state money.

Government Code 816305.3 states that all state money shall be deposited in trust in the custody of the
treasurer, except when otherwise authorized by the director of finance.

The vice-president of business and finance stated that payments owed to the campus for the release
time of one faculty member were deposited into a Foundation trust account in error.

Inappropriately depositing state monies into a non-state account could result in funds not being used
for their intended purpose.
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Recommendation 4
We recommend that the campus:

a. drengthen procedures to ensure that faculty release time payments and other state funds are
properly deposited into state accounts only;

b. immediatdly transfer state funds remaining in the “University Official Function Account” to an
appropriate state account; and

c. anayze all trust accounts held at the Foundation for other accounts that may contain state funds
and transfer any such funds to a state account.

Campus Response
We concur and by February 28, 2001, will:

a. strengthen existing procedures regarding deposit of faculty release time and other reimbursements
and

b. transfer any other state fundsin SFSU Foundation accountsto astate  account;

c. Transfer of the balance remaining in the Officia Function Account was completed on December 1,
2000.

RISK MANAGEMENT

Campus risk management policy had not been updated to include monitoring auxiliary agreements for
appropriate risk management provisions.

Executive Order No. 715 states that each campus president shall develop campus risk management
policies and procedures that include an ongoing process by which appropriate administrators identify
risks, perform analyses of the frequency and severity of potential risks, select the best risk management
technique to manage the risk without unduly curtailing or modifying activities necessary to the CSU
mission, implement appropriate risk management techniques and staff standards, and monitor, evaluate
and document the results.

The campus director of the office of risk management and auxiliary oversight indicated that,
historically, auxiliaries have operated independently of the campus and that the campus is currently
assessing these operations for risk exposure.

Failure to monitor and mitigate auxiliary organization risk exposes the campus and the system to loss
from litigated disputes.

Recommendation 5
We recommend that the campus strengthen policies and procedures established to monitor auxiliary

compliance with, and sufficiency of, risk mitigation provisions in operating and other agreements
entered into with auxiliaries.
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Campus Response

We concur. By February 28, 2001, the campus policy on risk management will be revised in
accordance with Executive Order 715 and specific risk analysis and mitigation steps with regard to
auxiliary organizations will be included. The auxiliary operating agreements will be reviewed with
regard to current CSU indemnification and insurance standards and will be amended if necessary.

HOUSING TRUST FUNDS
Housing trust funds were inappropriately advanced by the campus into an AS| trust account.
A $10,000 advance from housing trust funds generated from vending and service operations was
deposited into an ASI trust account; these funds were subsequently expended for student housing
programs.
Government Code 8§16305.3 states that al state monies shall be deposited in trust in the custody of the
Treasurer. Education Code 889721 provides exceptions to depositing state monies to the custody of
the Treasurer by permitting funds to be deposited to local trust accounts.
The director of residential administrative services stated that maintaining the funds in the ASI trust
account provided the needed flexibility to make expenditures for student housing programs not afforded

by university trust accounting.

Advancing state monies into an auxiliary trust account increases the risk that state funds may be
expended improperly.

Recommendation 6

We recommend that the campus release housing trust funds only upon receipt of a proper claim for
such funds.

Campus Response
We concur. We will continue past practice of only reimbursing the ASI trust account from the housing

trust fund upon receipt of a proper claim. The $10,000 advance will be returned by February 28,
2001.

CONFLICT OF INTEREST

The campus had not provided guidance for its auxiliaries with regard to implementation of conflict of
interest policies and procedures, including statements and disclosures from board members and
management.

Each auxiliary on campus addressed, in some manner, conflict of interest requirements placed upon
auxiliaries bythe Education Code and Title 5. However, current policies and procedures did not
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address the following areas:

conflict of interest procedures,

records of proceedings relating to a possible or actual conflict;

compensation;

annual statements;

periodic reviews,

use of outside experts;

duty to discloseg;

determination whether a conflict of interest exists;

actions required in association with a conflict; and

actions to be taken when violations of conflict of interest policy are discovered.

Education Code 889906 states that no member of the governing board of an auxiliary organization
shall be financialy interested in any contract or other transaction entered into by the board of which he
is a member, and any contract or transaction entered into in violation of this section is void. Title 5
842401, 842402, 842500 and Education Code 889900 establish a responsibility to operate in
accordance with sound business practices in the interest of the campus. Good business practice would
include establishing conflict policies and procedures to implement Education Code 889906 and other
similar provisions to prevent imprudent or improper decisions by auxiliary board and management
members.

The vice-president of business and finance indicated that each auxiliary established measures to comply
with conflict of interest code provisions; however, the campus believed affirmative statements were not
necessary.

Failure to specifically address implementation of conflict of interest code policies and procedures for
auxiliary boards and management increases liability for acts contrary to the code.

Recommendation 7

We recommend that the campus provide guidance for its auxiliaries with regard to implementation of
conflict of interest policies and procedures, including statements and disclosures from board members
and management.

Campus Response

We concur. Working with the auxiliaries, we will develop standards for conflict of interest policies,
and guidelines for annual statements and disclosures, by April, 2001.

AUXILIARY AUTHORIZATION

The Foundation’ s operating agreement with the CSU and the campus was not signed and submitted for
Chancdllor’ s Office approval in atimely manner.
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A ground lease between the campus and the Foundation, executed on January 1, 1979 with a term of
40 years, served as the agreement under which the Foundation operated until January 1999. At that
time, the ground lease was terminated by the campus and a new operating agreement was drafted.

Title 5 842501 states that a written agreement on behalf of the State of California by the Chancellor of
the Cdlifornia State University and the auxiliary organization is required for the performance by such
auxiliary organization of any of the functions listed in 842500. Title 5 842502 states that the operating
agreement should specify the function or functions which the organization is to manage, operate or
administer.

The Foundation director of administration indicated that an operating agreement was submitted to the
Chancellor's Office in January 2000, but was subsequently returned so that it might be revised in
accordance with revised contracting requirements.

Operating in the absence of an up-to-date written agreement increases the risk of misunderstandings
and miscommunications regarding rights and responsibilities.

Recommendation 8

We recommend that the Foundation and the campus update its operating agreement in accordance with
CSU palicy.

Campus Response

We concur and have implemented this recommendation. An original of the revised and signed
operating agreement is on file at the Chancellor’s Office.
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ASSOCIATED STUDENTS, INC.

STUDENT BODY FEES

The methodology for acting as custodian of student body organization fees was in need of
improvement.

The campus collects ASl student body fees and immediately transmits these monies to the ASl. The
ASl then invests and disburses the fees and other revenue from their organizational banking and
investment accounts. The campus chief fiscal officer exercises some oversight of these accounts
because he is an authorized signer and his staff oversees disbursements.

Title 5 842403 (a) requires the campus chief fiscal officer to manage and serve as custodian of student
body fees.

The ASI executive director indicated that the custodianship requirement was met by having an
accounting service agreement with the campus. This agreement specified that al disbursements, fund
transfers, and deposits would be reviewed and/or posted to the accounting records by campus
employees under the direction of the campus controller.

The campus’ required oversight of student fees is limited when they are deposited outside the custody
of the chief financia officer.

Recommendation 9

We recommend that student body fees be retained in campus trust accounts to enable the campus chief
fiscal officer to strengthen his custodianship over such fees.

Campus Response

We concur. Revised procedures will be implemented by February 28, 2001 that meet chief fiscal
officer custodial requirements and the operational needs of the Associated Students.

SALARY AND BENEFITS

ASl had not conducted an analysis and comparison of employee salaries, wages, and benefits between
ASl employees and state employees in similar positions.

Title 5 842405 states that the governing board of each auxiliary organization shall provide salaries,
working conditions and benefits for its full-time employees, which are comparable to those provided
campus employees performing substantially similar services. For those full-employees who perform
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services that are not substantially similar to the services performed by campus employees, the salaries
established shall be at least equal to the salaries prevailing in other educational institutions in the area
or commercial operations of like nature.

The ASl executive director stated that he asked the campus human resources department to assist in
conducting such an analysis; however, due to time constraints, this analysis was not performed.

Without a comparative anaysis, the ASI may be expending inappropriate amounts on salaries and
benefits for employees who perform substantially similar services as employees for the campus or other
organizations.

Recommendation 10
We recommend that the ASl:

a. peform an analysis of salaries and benefits paid its full-time employees and compare it with
campus and/or commercial operation employees performing substantially smilar duties; and
b. pay comparable salaries and benefits to its full-time employees.

Campus Response

We concur. Beginning in January 2001, Associated Students will request assistance from the campus
Human Resources Department to assist in an analysis of salaries and benefits of its full time employees
and compare it with campus and/or commercia operations employees performing substantially similar
duties. We plan to complete the analysis by the end of April 2001. after the comparability analysisis
completed, Associates Students will make appropriate adjustments to the salaries and benefits of its full
time employees where applicable.

CHILDREN’S CENTER COSTS
Management of ASI’s costs to operate the Children’s Center was in need of improvement.

The Children’s Center scope of operations has significantly increased in recent years for a variety of
reasons.

Title 5, 842401 and 842402, indicate that the campus president shall require that auxiliary
organizations operate in conformity with policy of the Board of Trustees and the campus. One of the
objectives of the auxiliary organizations is to provide fiscal procedures and management systems that
allow effective coordination of the auxiliary activities with the campus in accordance with sound
business practices. Sound business practice mandates strict control over operating costs.

The director of the Children’s Center stated that higher campus demand for childcare and higher
standards of childcare at the SFSU Children’s Center have resulted in a need for higher subsidies from
the ASl.
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Failure of the board to adequately investigate the financial impact of its program/cost centers could
result in the ASI failing to meet its requirementsin the event of afinancia crisis.

Recommendation 11

We recommend that the ASI improve its management of Children's Center costs, by expanding
budgetary planning to ensure that costs are adequately controlled and forecast.

Campus Response
We concur. By the end of April 2001, the Executive Director and the Children’s Center Director will
work closdly with the finance committee to ensure that budgetary planning for the Children’s Center in

the next fiscal year budget preparation will be reviewed with more care and recommend and implement
appropriate measures to adequately control costs.

CHILDREN’S CENTER RESERVES
The ASI had not assessed the adequacy of reserves established for the Children’s Center.
Previous board actions providing reserve funds for the Center appear to be a function of funds
available rather than a need established as a result of an assessment of current facilities and scope of
operations.
Education Code 889904(b), 889904.5, and 889905 indicate that reserve planning is necessary.
The auxiliary accounting manager and the executive director of the ASl acknowledged the oversight
and agreed that a forma evaluation of reserve levels needed to be included within the annua budget
process.
Failure to adequately fund reserves for replacement could result in afuture financial crisisfor the ASI.

Recommendation 12

We recommend that the ASI review its reserve policy for the Children’s Center, including alocation to,
and replacement of, adequate reserve funds.

Campus Response

We concur. The Associated Students Board of Directors will review and make necessary changes to
the reserve policy for the Children’s Center by the end of March 2001.

Auxiliary Organizations/San Francisco State University/Report No. 00-49
Page 25



OBSERVATIONS, RECOMMENDATIONS, AND CAMPUS RESPONSES
CASH HANDLING
Certain cash handling controls were in need of improvement.
We found that cash receipts were hand-carried unsecured to alocal bank.
Title 5, 842401 and 842402, indicate that the campus president shall require that auxiliary
organizations operate in conformity with policy of the Board of Trustees and the campus. SUAM
§3821 states that the Chief Business Officer of the campus is responsible for the collection of all funds
collected for, or on behalf of, the university, the associated student body, and the student body center.
The Chief Business Officer shall establish control procedures to ensure that all monies due are
collected and are safeguarded, deposited, reconciled, remitted, and invested in atimely manner.
The ASl business manager stated that the temporary location of the ASl business office made it
logistically difficult to use the courier services of the student center, as had been the past practice. She
indicated that once they moved back to the student center, they would resume using a courier service
for bank deposits.
Inadequately secured deposits increase the risk of loss from improper acts.
Recommendation 13
We recommend that the ASl improve security over cash receipts.
Campus Response
We concur. Associated Students employees no longer hand-carry unsecured cash receipts to the local

bank. Effective October 18, 2000, Associated Students has contracted with Loomis Fargo & Co. to
deliver cash receipts weekly to the local bank on behalf of ASI.

PROCUREMENT PROCESS
Procurement policies and procedures had not been fully documented.

Written purchasing and receiving policies and procedures had not been developed. Such procedures
should include the following:

vendor selection processes,
verification of legal and contract provisions; and
definition of prohibited purchases/ purchasing practices.

The ASI business manager stated that al purchases of equipment require her approval or the approval
of the executive director and are received at the AS| business office.
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Title 5 842401 requires auxiliaries to provide fiscal procedures and management systems that allow
effective coordination of the auxiliary activities with the campus in accordance with sound business
practices.

Interna controls are compromised when policies and procedures concerning procurement are not fully
documented and communicated to auxiliary and campus personnel.

Recommendation 14

We recommend that the ASI develop written procurement policies and procedures, including the
purchasing and receiving functions and responsibilities noted.

Campus Response

We concur. The Executive Director will develop written procurement procedures for Board of
Directors approval by the end of March 2001.

FIXED ASSETS
Policies and procedures concerning fixed asset purchases were incomplete.

Written property inventory control procedures for fixed asset accounting, including the disposition of
obsolete and unwanted property, had not been developed. We found that ASI policies and procedures
did not sufficiently document the following items:

general fixed asset accounting;
quarterly property inventory reconciliations to the general ledger; and
procedures for disposal of property.

Title 5 842401 requires auxiliaries to provide fiscal procedures and management systems that allow
effective coordination of the auxiliary activities with the campus in accordance with sound business
practices. Sufficient control of fixed assetsis required.

The ASI business manager stated that, to provide notice that an item is to be capitalized, all ASI
property requisitions are flagged when sent to auxiliary accounting. ASl business office staff tags all
property upon receipt. The ASl executive director stated that unwanted and obsolete property is
removed from service and either given away or thrown away. However, these practices and procedures
were not documented in writing.

When property inventory control procedures are inadequately documented, there is an increased risk
that property will be lost or stolen.

Recommendation 15

We recommend that the ASI develop and implement written fixed asset inventory control procedures.
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Campus Response

We concur. The Executive Director will develop written fixed asset inventory control procedures for
Board of Directors approva by the end of March 2001.

CUSTODIAL FUNDS

The ASI did not exercise adequate oversight over revenue and expenditures of unsubsidized trust
accounts.

The ASI provides trust accounting services to two types of trusts: (1) accounts that receive allocations
from the ASI identified as subsidized accounts and, (2) accounts that receive no support from the ASI,
identified as unsubsidized accounts.

Student organizations applying for and receiving official campus recognition generally usethe ASl asa
bank for its funds. The procedures for establishing an account with the ASI involve presenting the
campus-issued official recognition document to auxiliary accounting. Auxiliary accounting is a
campus accounting group that provides accounting services to the ASl. These accounting services are
primarily expenditure related. There is no involvement by the ASI board, its officers, or staff in the
establishment of the trust accounts. Expenditures are made in the absence of a trust agreement
identifying the purpose for which funds can be spent and persons authorized to expend funds. A
review of these accounts revealed the following:

account establishment documentation did not contain the purpose of the account, the source of
funds, reporting requirements, or other restrictions; and
accounting did not require adequate support for disbursements.

Title 5 842401, 842402, 842500 and Education Code 889900 establish a responsibility to operate in
accordance with sound business practices in the interest of the campus. In addition, Probate Code
section 16000 indicates that, upon acceptance of a trust, the trustee has a duty to administer the trust
according to the trust instrument. A sufficiently documented trust arrangement, including the purpose
for which the funds may be spent and the persons who may expends funds, is essential to meeting this
objective.

The director of the ASl indicated that the student association operated as a bank rather than acting as a
trustee for these funds.

Insufficient control over funds held in trust, in accordance with CSU and related standards, increases
the risk that funds will be expended for inappropriate purposes.

Recommendation 16

We recommend that the ASI coordinate with the campus and analyze programmatic requirements and
business risk aspects of the current method of operations with regard to unsubsidized trust accounts,
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including appropriate consideration of generaly accepted accounting standards and an evauation by
the campus risk manager.

Campus Response

We concur. On September 20, 2000, the ASlI Board of Directors approved the discontinuation of
banking services for non-subsidized student organizations accounts. Associates Students will no
longer provide trust accounting services to non-subsidized students organizations. By the end of March
2001, working with the Office of Student Programs/Leadership Development and Auxiliary

Accounting, the Associated Students will have implemented account closure procedures to return trust
funds to the student organizations.

LEGAL COUNSEL
The ASI had not continuoudly retained mandated legal counsel.

Education Code 889903 states that each auxiliary organization shall have the benefit of the advice and
counsdl of at least one attorney admitted to practice law in the State of California.

The ASl business manager stated that the ASI board was not satisfied with their legal counsdl and
decided not to retain their services. At the time of our review, the ASl board was in the process of
seeking to hire new legal counsdl.
Without the benefit of legal counsel, the ASI may not be afforded adequate representation.
Recommendation 17
We recommend that the ASI retain legal counsdl.
Campus Response
We concur. At the time of the audit, ASl did not have legal counsd. The 1999-2000 Board of
Directors approved Lofton Del ancie as legal counsel on April 26, 2000. The Board of Directors for
the 2000-2001 term approved them once again on November 1, 2000.

DISBURSEMENTS

Certain disbursements lacked sufficient supporting documentation.
From areview of 15 ASl expenditures, we found that:

» acheck for over $2,500 was missing supporting documentation; and
> acheck for $25,098 was issued with only one signature.
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Title 5, 842401 and 842402, indicate that the campus president shall require that auxiliary
organizations operate in conformity with policy of the Board of Trustees and the campus. One of the
objectives of the auxiliary organizations is to provide fiscal procedures and management systems that
allow effective coordination of the auxiliary activities with the campus in accordance with sound
business practices. Sound business practice mandates that disbursements be fully supported and that
large checks be countersigned.

The auxiliary accounting manager stated that documentation supporting one check could not be found
and that the issuance of alarge check with only one signature was an error.

Inadequate supporting documentation and control over large checks increase the risk that
misappropriation of funds will not be detected.

Recommendation 18

We recommend that auxiliary accounting maintain adequate supporting documentation for all ASI
disbursements and that all large checks contain two signatures.

Campus Response

We concur and have implanted this recommendation. Auxiliary Accounting has documented its
accounts payable procedures.

INVESTMENTS
ASI’sinvestment policy was in need of revision and re-certification by its board.

We found that the board had not regularly reviewed its investment return figures and had not
established investment return goals.

Title 5, 842401 and 842402, indicate that the campus president shall require that auxiliary
organizations operate in conformity with policy of the Board of Trustees and the campus. One of the
objectives of the auxiliary organizations is to provide fiscal procedures and management systems that
allow effective coordination of the auxiliary activities with the campus in accordance with sound
business practices. Sound business practice mandates that sufficient evidence be maintained to support
ASl management of investments and cash flows.

The ASI business manager indicated that the ASl board of directors approved the investment of its
fundsin aLAIF that provides low risk and alow return on investment.

Control of investments is reduced when the policy is not regularly reviewed by the board.

Recommendation 19
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We recommend that the ASl review and update its investment policy and ensure that it is approved by
the AS| Board.

Campus Response
We concur. The Executive Director will work with the Board of Directors to make revisions to the

Investment Policy of 1992. We expect to have a revised policy by the end of February 2001 and will
schedule the policy to be on the Board of Directors agenda for approval at their March 21 meeting.

TRUST AGREEMENTS
Trust agreements were incomplete as to administrative charges.

ASl trust account holders were not notified in writing that their investment earnings would be withheld
in lieu of an administrative overhead charge.

Title 5, 842401 and 842402, indicate that the campus president shall require that auxiliary
organizations operate in conformity with policy of the Board of Trustees and the campus. One of the
objectives of the auxiliary organizations is to provide fiscal procedures and management systems that
allow effective coordination of the auxiliary activities with the campus in accordance with sound
business practices. Sound business practice mandates that charges assessed be agreed upon and
substantiated in writing.

The auxiliary accounting manager stated that the trust accounts are established as non-interest earning
accounts. However, this was never communicated in writing to the account holders.

Failure to notify account holders in writing that interest earnings will be withheld may lead to
misunderstandings and confusion as to the use/allocation of such earnings.

Recommendation 20

We recommend that the ASl ensure that trust agreements include a provision that notifies its account
holders as to its practice of withholding interest earnings on trust accounts.

Campus Response

We concur, but the recommendation is unnecessary. As indicated in the response to recommendation
16, the Associated Students will no longer provided trust accounting services to non-subsidized student
organizations, so no trust agreements are needed.

BOARD MINUTES

The ASI board minutes and resolutions were not always properly prepared.
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The ASI board minutes and resolutions are generated separately, but were not aways prepared timely,
completely, and accurately.

Title 5, 842401 and 842402, indicate that the campus president shall require that auxiliary
organizations operate in conformity with policy of the Board of Trustees and the campus. One of the
objectives of the auxiliary organizations is to provide fiscal procedures and management systems that
alow effective coordination of the auxiliary activities with the campus in accordance with sound
business practices. Sound business practice includes properly prepared minutes and resolutions.

The executive director of the ASI indicated that resources available to ensure preparation of minutes
and resolutions had previoudy been insufficient. However, he indicated that corrective measures had
been taken to ensure compliance.

Untimely and incomplete preparation of board minutes and resolutions may result in misunderstandings
and delays in implementing board actions.

Recommendation 21
We recommend that the ASI prepare and distribute board minutes and resolutions properly and timely.
Campus Response

We concur. Associated Students has hired additional staff to prepare and distribute board minutes and
resolutionsin aproper and timely manner.
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FRANCISCAN SHOPS, INC.
(BOOK STORE)

INFORMATION SYSTEMS CONVERSION

Significant deficiencies existed in the Bookstore' s information systems accounting records, in part, due
to alengthy facilities renovation.

The Bookstore changed information systems, as its old system was not year 2000 compliant. As of the
end of our fieldwork, Bookstore management had not resolved accounting system problems resulting
from the system conversion which was significantly disrupted by the accounting office being moved
twice during the system implementation as a result of the renovation of the student center.

We found the following:

a cut-over reconciliation of the accounting records from the old to the new system was not
completed;

some accounts payable transactions outstanding at the time of the conversion were not converted to
the new system and were in the process of being cleared;

accounting office staff were unable to generate al needed reports and correct known errors; and
only one person in the information technology (IT) group was sufficiently knowledgeable to assist
in generating reports.

Title 5, 842401 and 842402, indicate that the campus president shall require that auxiliary
organizations operate in conformity with policy of the Board of Trustees and the campus. One of the
objectives of the auxiliary organizations is to provide fiscal procedures and management systems that
allow effective coordination of the auxiliary activities with the campus in accordance with sound
business practices. Sound business practice includes a properly converted computer system.

The Bookstore manager acknowledged that the aforementioned accounting related problems resulted
from the conversion/upgrade of the Bookstore information database system. He further indicated that
the problems were being resolved through the contractor and internal information systems steff.

Without a complete and reconciled cut-over data conversion, adequate training, and sufficient
information technology staff to provide ongoing technical assistance, there is an increased risk that
accounting errors and irregularities will occur and not be timely identified.

Auxiliary Organizations/San Francisco State University/Report No. 00-49
Page 33



Recommendation 22

We recommend that the Bookstore appropriately complete the conversion of al accounting-operating
units and complete the cut-over conversion, provide additional needed training to accounting office
staff, and evaluate I T staffing.

Campus Response

We concur, but wish to emphasize the above mentioned difficulties occurred during a period which
included both a maor facilities renovation and a full information system conversion, which
compounded the challenges and stress on staff. The audit was conducted during the system conversion,
so such problems were not unexpected.

Although various minor problems persist, al data, procedures, and systems have now been fully
converted. We have aso replaced the four accounting staff members who quit during the conversion
process. Another session of full system training for accounting staff is scheduled for December 12-14.
IT staffing levels are under evaluation; the previous IT manager was terminated in November and has
since been replaced. We expect to have fully implemented this recommendation by January 31, 2001.

DIAGNOSTIC CENTER LEASE AGREEMENT
The lease agreement between the campus and the Bookstore for space use was not current.
The Bookstore's lease of the campus diagnostic center expired on September 30, 1998.
Title 5, 842401 and 842402, indicate that the campus president shal require that auxiliary
organizations operate in conformity with policy of the Board of Trustees and the campus. One of the
objectives of the auxiliary organizations is to provide fiscal procedures and management systems that
allow effective coordination of the auxiliary activities with the campus in accordance with sound
business practices. Sound business practice mandates current business contracts to be maintained.
The executive assistant to the vice president for advancement stated that, at the time of the expiration
of the lease agreement with the Bookstore, there was a great deal of movement of campus offices and
operations. Therefore, she allowed a month-to-month rental of space at the diagnostic center until an

agreement could be reached.

Failure to maintain a current written agreement increases the potentia for misunderstandings and
incons stencies between existing contract language and the parties’ intentions.

Recommendation 23

We recommend that the campus and the Bookstore execute a revised/current |lease agreement.
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Campus Response

We concur and have implemented this recommendation. A new Diagnostic Center (now Lakeview
Center) lease agreement has been signed by both parties.

BANK RECONCILIATIONS
Bookstore cash receipts had not been reconciled since October 1999.

Title 5, 842401 and 842402, indicate that the campus president shall require that auxiliary
organizations operate in conformity with policy of the Board of Trustees and the campus. One of the
objectives of the auxiliary organizations is to provide fiscal procedures and management systems that
alow effective coordination of the auxiliary activities with the campus in accordance with sound
business practices. Sound business practice mandates current and timely bank reconciliations.

The Bookstore business manager stated that the system implementation caused delays in the completion
of reconciliations.

When cash is not reconciled timely and consistently, irregularities can occur and not be detected for
extended periods.

Recommendation 24
We recommend that the Bookstore complete bank reconciliations timely.
Campus Response

We concur with this recommendation. We have resumed daily cash reconciliations. Monthly bank
statement reconciliations are still behind schedule.  We expect to have reconciliations current and
reconciliations to occur on a monthly basis by January 31, 2001.

TEXTBOOK BUYBACK
Documentation of textbook buyback transactions was incompl ete.

Bookstore records were not available to document wholesale textbook buybacks from which wholesale
book buyers pay reimbursements and commissions to the Bookstore. The process was not supported
by awritten agreement between the Bookstore and the book buyers.

Title 5, 842401 and 842402, indicate that the campus president shall require that auxiliary
organizations operate in conformity with policy of the Board of Trustees and the campus. One of the
objectives of the auxiliary organizations is to provide fiscal procedures and management systems that
allow effective coordination of the auxiliary activities with the campus in accordance with sound
business practices.  Such would include written contracts between the bookstore and its service
providers and complete accounting records.
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The textbook manager stated that buyback information had been available and that he had worked with
the wholesale book buyers to confirm total reimbursements and commissions due the Bookstore. He
also stated that none of the buyback information was retained.

Without records to support reimbursements and commissions received by the Bookstore from
wholesale book buyers, the accuracy of the amounts paid to the Bookstore remains in question.

Recommendation 25
We recommend that the Bookstore:

a. edtablish written agreements with book buyback wholesalers; and
b. retain documentation supporting commissions and reimbursements received.

Campus Response

We concur and have implemented this recommendation.

a. A written 5 year exclusve agreement for buybacks with Follett Campus Resources has been
executed.

b. Retaining documentation for buyback transactions has aways been a normal procedural
requirement. Unfortunately, such procedures and controls were not always closely followed during
the chaotic construction and renovation project. Beginning with the current December 2000
buyback, all supporting documents for commissions and reimbursements will be retained for five
years.

TEXTBOOK INVENTORY
Textbook inventory controls need to be strengthened.

The Bookstore was carrying textbooks in its warehouse, valued at $70,000 to $80,000, that may not be
returnable to publishers/wholesalers because of their age. Procedures to account for and otherwise
control these books were insufficient, including the lack of a regular reporting of the value of such
inventory to the Bookstore director.

Title 5, 842401 and 842402, indicate that the campus president shall require that auxiliary
organizations operate in conformity with policy of the Board of Trustees and the campus. One of the
objectives of the auxiliary organizations is to provide fiscal procedures and management systems that
allow effective coordination of the auxiliary activities with the campus in accordance with sound
business practices. Sound business practice mandates strong inventory controls.

The bookstore general manager indicated that the accumulation of books that were purchased over
prior semesters was higher than normal due to the disruption caused by the student center renovation
which entailed shifting inventoriesin and around construction activity.
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Failure to return textbooks results in aloss of net revenue.
Recommendation 26

We recommend that the Bookstore devel op additional policies and procedures to ensure timely textbook
returns to publishers or wholesale book buyers and to provide improved accounting and control for
such inventory.

Campus Response

We concur, and wish to point out that a lapse of appropriate controls and timely returns of unsold
textbooks did occur during our construction and renovation project. We have since resumed normal
operations and have fully implemented textbook return controls and timely returns. Formal policies
and procedures will be completed by February 28, 2001.

OFF-CAMPUS WAREHOUSE
Off-campus warehouse space leased by the Bookstore was not sufficiently safeguarded against fire.

The facility leased did not have overhead sprinklers or other fire suppression system installed to protect
contents.

Title 5 842401, 842402 and 842500 and Education Code 889900 establish a responsibility to operate
in accordance with sound business practices in the interest of the campus. Sound business practices
should include adequate safeguarding of assets.

The Bookstore general manager stated that the costs of installing a sprinkler system far outweighed
their benefits.

The absence of sufficient safeguards to protect warehouse inventory goods against fire could result in
the loss of these assets.

Recommendation 27

We recommend that the Bookstore ensure that its off-campus warehouse facilities provide sufficient
protection against fire.

Campus Response

We have some reservations and concerns regarding this recommendation, and we believe more
information is needed to make an informed determination. The suggestion to install a sprinkler system
throughout the warehouse has been explored but is not a cost effective solution. The warehouse
contains mostly stock which is not very flammable- - cotton/poly apparel, ceramics, books, office
supplies, eectronic media, etc. In the unlikely event of a fire, a sprinkler fire suppression system
would saturate the entire 9,000 square foot warehouse, damaging or destroying most of the stock in the
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warehouse. Further, during the spring of 1999 our landlord gave management an informal estimate of
$30,000 to $35,000 for sprinkler installation, which he would not be willing to pay or subsidize.
Finaly, the Bookstore carries full insurance coverage as protection against fire damage at the
warehouse.

In order to ensure we are making an informed determination, management has contacted the SF Fire
Department to schedule an inspection to advise us on this matter. We are waiting for a response with
an inspection date. We expect such an inspection to be completed before December 31, 2000.

We will also conduct a review of quantity and location of fire extinguishers, signage, and fire
suppression procedures training for all warehouse personnel to be completed by January 31, 2001.

INVENTORY ACCOUNTING

The Bookstore did not maintain a separate inventory record for merchandise at its off-campus
warehouse site and merchandise at the campus store.

Title 5 842401, 842402 and 842500 and Education Code 889900 establish a responsibility to operate
in accordance with sound business practices in the interest of the campus. Sound business practices
include complete inventory records.

The manager of operations stated that the present computer system does not alow for the separate
account of inventory at the warehouse and the campus Bookstore.

Sufficient accountability and control of inventory is not maintained when records do not include the
location of inventory.

Recommendation 28

We recommend that the Bookstore maintain separate inventory accounting records for the campus store
and the off-campus warehouse.

Campus Response

We concur and have implemented this recommendation. One feature of our new information system
includes the ability to track inventory by location.

INVENTORY MARK-DOWNS AND WRITE-OFFS
The Bookstore needed to revise its written procedures for marking down and writing-off inventory.

We found the need for more controls over merchandise budgets, including tracking of purchases and
markdowns at the store level.

Title 5 842401 requires auxiliaries to provide fiscal procedures and management systems that allow
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effective coordination of the auxiliary activities with the campus in accordance with sound business
practices. This should include written policies and procedures for writing off inventory.

The Bookstore' s general manager stated that his department managers had responsibility for write-offs
of inventory goods and that they provide notification to him when there are large write-offs.

Insufficient inventory write-off procedures increase the risk that errors or irregularities in inventory will
occur and not be detected timely.

Recommendation 29
We recommend that the Bookstore enhance written inventory mark-down and write-off procedures,
specifically addressing controls relating to merchandise budgets, including tracking of purchases and
markdowns at the store level.
Campus Response
We concur and will revise written procedures by February 28, 2001.
FIXED ASSETS
The Bookstore' s written policies and procedures concerning fixed asset purchases were insufficient.

We found that written policies and procedures did not sufficiently address:

genera accounting for fixed assets,
off-site use of fixed assets; and
quarterly property inventory reconciliations to the general ledger.

Title 5 842401 requires auxiliaries to provide fiscal procedures and management systems that allow
effective coordination of the auxiliary activities with the campus in accordance with sound business
practices. Written fixed asset policies and procedures would be included under this requirement.

The Bookstore’'s general manager indicated that his department managers had responsibility for the
control and accounting of property/equipment disposition and off-site use of equipment.

When property inventory control procedures are inadequately documented, there is an increased risk
that property will be lost or stolen.

Recommendation 30

We recommend that the Bookstore develop more comprehensive written policies and procedures for
fixed assets.

Campus Response
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We concur and will revise written procedures by February 28, 2001.
CREDIT CARDS
The Bookstore had not devel oped written policies and procedures for corporate credit card use.

Title 5, 842401 and 842402, indicate that the campus president shall require that auxiliary
organizations operate in conformity with policy of the Board of Trustees and the campus. One of the
objectives of the auxiliary organizations is to provide fiscal procedures and management systems that
allow effective coordination of the auxiliary activities with the campus in accordance with sound
business practices. This would include supporting significant procurement processes with current
policies and procedures.

The Bookstore genera manager indicated that the development of credit card policies and procedures
had not been a priority.

Internal controls can be compromised if policies and procedures are not properly documented and
communicated to employees.

Recommendation 31

We recommend that the Bookstore develop and disseminate corporate credit card policies and
procedures to employees.

Campus Response

We concur and have revised and distributed written policies and procedures for corporate credit card
use.

UNIVERSITY CLUB

The Bookstore's business arrangements with the campus University Club needed to be reviewed and
revised.

The Bookstore offered general accounting services and liability insurance coverage to the University
Club, a separate non-profit corporation. These were done a no cost to the University Club and
without the benefit of awritten agreement or evidence of insurable interest.

Title 5 842401 requires auxiliaries to provide fiscal procedures and management systems that allow
effective coordination of the auxiliary activities with the campus in accordance with sound business
practices. Written agreements are included under this requirement. California Insurance Code 8280
states that if the insured has no insurable interest, the contract is void.

The general manager of the Bookstore stated that he sits on the steering committee of the University
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Club, which investigated purchasing commercial liability insurance, but found it too costly. He then
added the University Club to the Bookstore' s coverage.

Inadequately documented business arrangements increase the risk that responsibilities and liabilities are
not clearly established.

Recommendation 32

We recommend that the Bookstore and the University Club document their business arrangements,
including those relating to accounting services, and that the University Club obtain separate liability
insurance coverage.

Campus Response

We concur. These business arrangements are scheduled to be reviewed and discussed by the University

Club Board and the Bookstore Board this month. Management will develop and document revised
business arrangements by March 31, 2001.

SEGREGATION OF DUTIES

Cash accounting and customer service duties performed by two immediate family members were not
adequately segregated.

CSU Executive Order No. 698 states that the review of auxiliary organizations will be used to
determine appropriate separation of duties, safeguarding of assets, and rdiability and integrity of
information.

The Bookstore's genera manager stated that, given the number of staff available, he attempts to
segregate all cash receipting and disbursing duties as much as possible. He indicated that he was
aware of the possible internal control weakness but had not taken action to addressiit.

Inadequate separation of duties increase the risk that errors and irregularities will not be detected
timely.

Recommendation 33

We recommend that the Bookstore either separate cash accounting and customer service duties or
institute mitigating controls.

Campus Response

We concur and have implemented this recommendation by reassigning one of the two individuasto a
different area as convenience store manager.

DATA ACCESS SECURITY
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Data access security measures were in need of improvement.

Specifically, security measures were needed to include activation of password changes at specified
intervals, a minimum password length requirement, and blocking access after a specified number of
attempts.

As dtated in the Department of Defense Password Management Guidelines (ak.a. the Greenbook)
current practices for password management include periodic changes, minimum password characters,
maintenance of a password history to prevent reuse, and log users off after a predetermined time or
after a stated number of failed attempts at access. Additionally, COBIT and FIPS112 recommends
guidelines that include minimum password length and an appropriate and enforced frequency of
password changes.

The Bookstore's information systems manager stated that the security access configuration had not
been reviewed to determine if it meets current practices.

Inadequate system security configuration may result in unauthorized access to Bookstore confidential
data.

Recommendation 34
We recommend that the Bookstore update its information systems data access security controls.
Campus Response

We concur and are in the process of strengthening system access security. This solution will be fully
implemented by January 31, 2001.

PHYSICAL SECURITY AND ENVIRONMENTAL CONTROLS

During a twenty-month construction period, there were inadequate physical security and environmental
controls for the Bookstore' s main computer.

The Federal Agency Risk Management Program 84842.2 states that physical security practices for
each facility must be adequate to protect the most sensitive information technology application housed
in that facility.

The information systems manager indicated an awareness of the need for physical security and
environment controls, but had not secured, at the time of our fieldwork, the needed financia and
technical assistance to implement the controls.

Without adequate physical security and environmental controls, the Bookstore's computers may be
exposed to physical damage that impacts its information processing capability.
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Recommendation 35

We recommend that the Bookstore ensure that physical security and environmental controls are
adequately maintained to protect its main computer.

Campus Response

We concur but would like to emphasize again that such controls were seriously compromised for
reasons beyond the Bookstore's control during the construction and renovation project when this
observation occurred. Such problems included a long term HVAC shutdown, intermittent power
outages, and several instances of inability to secure various Bookstore areas, including areas housing
computer equipment. However, we aso recognize that -- athough the construction and renovation
project is complete -- improvements in such controls are still available and desirable.  Upgrading the
state of physical and environmental controls will involve some significant construction and network
redesign efforts. We plan to review the current state of such controls and implement a solution no later
than April 30, 2001.
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SAN FRANCISCO STATE UNIVERSITY
FOUNDATION, INC.

FACILITIES LEASES

Consideration was not sufficiently articulated in facilities lease agreements between the campus and the
Foundation.

Several agreements between the campus and Foundation were entered into where facilities and other
dtate real estate holdings were leased at a nomina value, and specific consideration for such was not
clearly established in agreements. The agreement should describe all benefits the campus will receive in return
(consideration) for leasing the facility to Foundation. In some instances, the agreements indicate that the campus will
receive $1 per year as a nominal exchange. These agreements do not appear to identify al benefits the campus
will receive in return. Agreements need to be amended so that they clearly demonstrate that the
consideration received by the campus meets or exceeds the value of the campus facilities |eased.

Education Code §89046 and Title 5, 842601 and 842502, mandate that auxiliaries appropriately pay
rent on space in tax-supported buildings.

The vice president of business and finance indicated that such lease agreements are beneficia to the
campus. He stated that although the dollar value may appear to be nominal, the university receives
substantial gain from such leases, either directly from the agreement or by other means.

Failure to sufficiently document consideration exposes the campus and the legally separate auxiliary
organization to the risk that a“gift of public funds’ claim could be asserted.

Recommendation 36

We recommend that the Foundation lease agreements with the campus be amended to include clearly
articulated and sufficient consideration when a nomina exchange provision isincluded.

Campus Response

We concur. The Foundation will work with the campus to improve the articulation of the benefits to
both the campus and Foundation in all lease agreements by February 28, 2001.

FACULTY AND STAFF HOUSING

A faculty and staff housing program was being operated without written authorization of the campus
president or the Foundation board of directors.
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Our review disclosed that housing facilities, mainly apartment units, were leased by Foundation and
then subleased to campus faculty and other campus personnel at the lease cost plus ten percent. With
regards to faculty, campus departments often served as guarantors on the leases. In addition, written
policies and procedures had not been established for the housing program.

Title 5, 842501 and 842502, require appropriate authorization for auxiliary activities.

The Foundation director of administration indicated that the president was in attendance at Foundation
board meetings where faculty/staff housing projects were approved, but acknowledged there were afew
older leases that never were forwarded to the president for formal approval.

Failure to obtain appropriate approval for programs and related operational procedures increases the
risk that an auxiliary will participate in inappropriate programs or transactions.

Recommendation 37

We recommend that the Foundation establish written policies and procedures for its housing program,
which requires appropriate authorization of transactions by the campus president and the board of
directors.

Campus Response

We concur. Existing policies will be consolidated and expanded to include all housing facilities
operated by the Foundation by February 28, 2001. Procedures will be amended to insure documented
authorizations are received from the campus president and the Foundation’s Board of Directors.

COST RECOVERY
The Foundation was not reimbursing the campus for services provided by campus personnel.

A written agreement had not been executed for essential services provided by the campus to the
Foundation. Further, no plan to recover such costs had been established.

We found that:

the campus vice-president for university advancement and controller served as the executive
director and the director of administration respectively, for the Foundation, and a written
agreement had not been executed between the campus and the Foundation. 1n addition, Foundation
does not reimburse the campus for these services; and

the campus financia aid office performs scholarship account services for the Foundation, including
authorization and disbursement of scholarship checks. A written agreement executed July 1, 1999
does not prescribe any administrative fee for campus services.

CSU coded memo BA 83-30 requires auxiliaries to be pay for services provided by the campus.
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Further, recently issued Executive Order No. 753, Allocation of Costs to Auxiliary Enterprises,
established the responsibility for auxiliaries to pay alowable direct cost plus an allowable portion of
indirect cost associated with facilities, goods, and services provided by the campus and funded by the
General Fund.

The Foundation director of administration indicated that a written agreement to fully articulate the
benefits of the joint appointment and the related in-kind exchange for the services of the vice president
of advancement and the associate vice president for fiscal affairs had been overlooked, and that the
existing agreement with regard to the joint disbursement of financial aid could be improved.

Without appropriate cost recovery, the true cost of programs will not be known.
Recommendation 38
We recommend that the campus and the Foundation:

a. develop a cost recovery plan, including an appropriate written agreement that details the
arrangement with the Foundation for services provided by the campus vice president and controller,
including the basis and rationale for the level of reimbursement provided to the campus;

b. revise the current written agreement for scholarship account services to include the basis and
rationale for the level of reimbursement provided to the campus; and

c. implement appropriate written procedures to ensure that any support and/or services provided by
the campus to auxiliaries are properly documented and reimbursed.

Campus Response

a. We concur. The Foundation will work with the campus to develop a written agreement that fully
articulates the joint benefits of the management arrangement to the campus and the Foundation
along with providing appropriate cost recovery provisions by February 28, 2001.

b. We concur. The scholarship account services agreement will be amended to clearly articulate the
rational for the level of reimbursement for this important service to students by February 28, 2001.

c. We concur. Procedures to ensure reimbursement for support and services provided by the campus
to auxiliaries will be documented by April 2001.

DISBURSEMENTS

For campus programs, policies and procedures do not clearly establish supporting documentation
requirements for expenditures.

Education Code §89904 states that all expenditures and fund appropriations of auxiliary organizations
described in 889903 snall be approved by the governing board of the auxiliary organization.
Appropriations of funds for use outside the normal business operations of the auxiliary organization
shall be approved in accordance with trustee policy and regulations by an officer designated by the
trustees.
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Education Code 889900 (b) states that the president of that state university shall be responsible for
ascertaining that all expenditures are in accordance with policies of the trustees, the propriety of al
expenditures, and the integrity of the financial reporting, made by auxiliary organizations.

The Foundation director of administration indicated his belief that current policies and procedures meet
it's responsibilities for the processing of disbursements.

Inadequate supporting documentation and authorization increase the risk that misappropriation of
funds will not be detected.

Recommendation 39

We recommend that the Foundation develop written procedures to ensure that appropriate support is
obtained for campus programs expenditures.

Campus Response

We concur. Existing procedures will be strengthened to ensure appropriate support is obtained for
campus program expenditures by February 28, 2001.

SALARIES AND BENEFITS

Foundation had not documented a consolidated analysis and comparison of employee salaries, wages
and benefits between its employees and state employees in similar positions.

Education Code 889900 and Title 5 842405 state that the governing board of each auxiliary
organization shall provide salaries, working conditions and benefits for its full-time employees which
are comparable to those provided to campus employees performing substantially similar services. For
those full-time employees who perform services that are not substantially smilar to the services
performed by campus employees, the sdaries established shall be at least equal to the salaries
prevailing in other educational ingtitutions in the area or commercial operations of like nature.

The Foundation director of administration indicated that CSU guidelines, grantor requirements, and the
CSU Auxiliary Organization Association yearly salary survey were used as a basis for determining
salaries.

Without a comparative analysis, the Foundation may be expending inappropriate amounts on salaries
and benefits for employees who perform substantially similar services as employees for the campus or
other organizations.

Recommendation 40

We recommend that the Foundation document a consolidated analysis and comparison of employee
salaries, wages and benefits between its employees and state employeesin similar positions.
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Campus Response

We concur. A comparative analysis will be done by February 28, 2001 and will be used in conjunction
with the annual analysis which is currently performed for other auxiliary employees.

COMMERCIAL OPERATIONS

The Foundation had not allocated administrative and indirect costs in evaluating whether commercial
operations function on a self-supporting basis.

Education Code 889905 requires that the operations of commercial services on a campus of the
California State University, when operated by an auxiliary organization, be self-supporting.

The Foundation director of administration indicated that all commercial services are reviewed prior to
engaging in the activity and that commercia accounts are reviewed on a monthly basis; however, all
costs associated with an operation are not allocated to determine the profit or loss on each commercial
operation.

Not including the full cost of commercial operations increases the possibility that surplus funds from
one operation may be used to fund the losses of another.

Recommendation 41

We recommend that the Foundation allocate administrative and indirect costs in evaluating whether
commercial operations operate on a self-supporting basis.

Campus Response
We concur. Currently, commercia financial operations are viewed and monitored collectively to
ensure their continuing viability. Accounting steps will be taken to allocate overhead costs in greater
detail to each commercia operation cost center by February 28, 2001.

RESERVES

Periodically updating provisions for reserves had not been included within the Foundation’s annual
budget process.

Education Code 889904(b), 889904.5, and 889905 indicate that reserve planning is necessary.

The Foundation director of administration indicated that reserves are reviewed regularly, but they had
not been included as part of the annual budget review process.

Insufficient reserves place the campus at risk to fund future deficits.

Recommendation 42
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We recommend that the Foundation:

a. establish areasonable provision for reserves and include it in its reserve policy; and
b. indicate the amount of reserves in each budget presentation to the campus president.

Campus Response
We concur. By February 28, 2001.:
a. exiging reserve limits in the Foundation’s reserve policy will be reviewed to determine whether

adjustments are necessary; and
b. presentation of reserve amounts will be made to the campus president.

ACCEPTANCE OF FUNDS

The Foundation written procedures for the acceptance of funds required revision.

Foundation has been designated by the campus to accept gifts to the benefit of the campus.  Current
procedures addressed gifts, however, it was not specific with respect to the acceptance of grants,
contracts, bequests, or trusts.

Education Code 889903 states that no auxiliary organization shall accept any grant, contract, bequest,
trust, or gift, unlessit is so conditioned that it may be used only for purposes consistent with policies of
the trustees.

The Foundation director of administration indicated that the source and purpose of funds received is
described on the Foundation cash transmittal form. He acknowledged that revisions were needed to
better detail the description of funds received.

Failure to maintain written procedures increases the risk of accepting funds that are not consistent with
the policies of the trustees and the campus or the functions of the auxiliary.

Recommendation 43

We recommend that written policies and procedures be developed to ensure that the Foundation accepts
only those funds whose purposes are consistent with CSU policy.

Campus Response
We concur. Existing policies and procedures will be strengthened by February 28, 2001.
CRIME INSURANCE COVERAGE
The Foundation officer and employee insurance policy did not contain coverage for computer fraud,
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money orders, or forgery.

Title 5 842403(d) states that indemnity bonds (or similar protection) shall be obtained by an auxiliary
organization for officers and employees handling funds of the auxiliary organization.

The Foundation director of administration acknowledged the oversight and provided evidence that
coverage was added as part of the Foundation’s 2000/2001 coverage.

Not maintaining appropriate insurance coverage exposes the auxiliary organization to potential
lighility.

Recommendation 44

We recommend that the Foundation review its officers and employees insurance policy to determine the
adequacy of coverage for crimes.

Campus Response
We concur. The Foundation, working with its insurance broker, reviewed the adequacy of its insurance
coverage and acted accordingly to ensure adequate coverage was in place to cover crimina acts of its
officers and employees for the 2000/2001 fiscal year.

NON-DISCRIMINATION POLICIES

Foundation’s current non-discrimination policy had not been adopted by the Foundation Board.

Title 5 842405 and Education Code 889900(c) require development and approva of non-discrimination
policies.

The Foundation director of administration indicated that the current practice was to follow the campus
policy; however, the Foundation board of directors had not formally adopted the campus policy.

Failure to obtain appropriate board approval for auxiliary policies increases the risk that actions
inconsi stent with the boards expectation might result.

Recommendation 45

We recommend that the Foundation Board formally adopt its non-discrimination policies.
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Campus Response

We concur. It has been the practice of the Foundation to follow the campus non-discrimination policy.
At its November 23, 2000, meeting, the Foundation Board formally adopted the practice.

BANK ACCOUNTS
Internal controls over bank accounts were inadequate, in part, due to an accounting system conversion.
We found that:

bank reconciliations were not always signed and dated by the preparer and reviewer;
reconciling items were not always cleared in atimely manner; and
outstanding checks were voided after 120 days, rather than being transferred to a liability account.

Title 5, 842401 and 842402, indicate that the campus president shal require that auxiliary
organizations operate in conformity with policy of the Board of Trustees and the campus. One of the
objectives of the auxiliary organizations is to provide fiscal procedures and management systems that
alow effective coordination of the auxiliary activities with the campus in accordance with sound
business practices. Thisincludes maintaining a complete and timely bank reconciliation process.

The Foundation director of administration acknowledged the oversight and indicated that corrective
measures would be taken.

Inadequate reconciliations weaken internal controls over bank accounts.
Recommendation 46
We recommend that the Foundation ensure that:

a. bank reconciliations are signed and dated by the preparer and the reviewer;
b. reconciling items are properly identified and cleared in atimely manner; and

Campus Response
a. We concur. All bank reconciliations will be signed and dated by the preparer and the reviewer.
b. We concur. With the successful completion of the accounting system conversion that was
underway during the audit period, the Foundation has identified and cleared all old reconciling
items.

ACCOUNTS RECEIVABLE

Reconciliations of the accounts receivable subsidiary ledger to the general ledger were not sufficiently
documented, in part, due to an accounting system conversion.
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Title 5, 842401 and 842402, indicate that the campus president shall require that auxiliary
organizations operate in conformity with policy of the Board of Trustees and the campus. One of the
objectives of the auxiliary organizations is to provide fiscal procedures and management systems that
allow effective coordination of the auxiliary activities with the campus in accordance with sound
business practices. This includes sufficient documentation of analyses and reconciliations of key
genera ledger accounts.

The Foundation director of administration acknowledged the oversight and indicated that corrective
measures would be taken.

Undocumented reconciliations increase the risk that assets will not be handled appropriately.
Recommendation 47

We recommend that all review, analysis and reconciliation of accounts receivable be sufficiently
documented to evidence that work is performed timely and completely.

Campus Response

We concur. Since the successful completion of the accounting system conversion that was underway
during the audit period, the Foundation has focused its attention on reconciliations that were past due.
The necessary analysis of the account receivables has been completed. Existing procedures will be
reviewed and strengthened by February 28, 2001 to ensure that timely reconciliations occur in the
future.

GIFT RECONCILIATION

Gift acknowledgements were not independently reconciled to gift deposits.

The gift acknowledgement subsidiary ledgers were not reconciled to the genera ledger (cash or cash
equivaent donations) or other independently maintained control ledger (in-kind donations). In addition,
gift recaiptsissued for IRS purposes were not numerically controlled.

Title 5, 842401 and 842402, indicate that the campus president shall require that auxiliary
organizations operate in conformity with policy of the Board of Trustees and the campus. One of the
objectives of the auxiliary organizations is to provide fisca procedures and management systems that
allow effective coordination of the auxiliary activities with the campus in accordance with sound
business practices. This would involve an effective system of internal control, which includes regular
reconciliations of control account totals to subsidiary accounting record totals.

The Foundation director of administration indicated that the reconciliation of gift receivables was
delayed during the current fiscal year due to Foundation’'s conversion to a new accounting system and
the smultaneous conversion of the gift reporting system of the office of University Development.

Failure to reconcile gift receipts to collections may result in errors or misappropriation of gifts or
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receipts not being detected.
Recommendation 48

We recommend that the Foundation coordinate with the campus to ensure a complete and independent]
process of reconciling the gift acknowledgement system to gift receipts.

Campus Response

We concur.  Effective July 1, 2000, a separation of responsibilities has occurred with regard to
reconciling gifts. The Campus Development Office has assumed responsibility for reconciling the gift
acknowledgement system to gift receipts. The Foundation works closely with the Development Office
to ensure accurate and timely reconciliation. The reconciliation procedure has been re-established
using reports from the new gift (BSR) and accounting (FRS) systems, and the Development Office
plans to have reconciliations current by February 2001.

FIXED ASSETS

Foundation’s policies and procedures concerning fixed asset purchases were insufficient.

Written property inventory control procedures for fixed asset accounting, including the disposition of
property, had not been developed. We found that Foundation’s practices and policies and procedures
did not sufficiently address:

accountability and responsibility for equipment; control over additions and deletions of inventory;
procedures for tagging equipment; inventory process and requirements; off-site use of equipment;
property sales and dispositions; and property inventory reconciliations to financial records;
monthly reconciliations of property records to general ledger (reconciliations had not been prepared
since June 1999);

tagging of assets (fixed assets had not been tagged since June 1999); and

physical inventory of fixed assets (inventory had not been performed during the past two years).

Title 5, 842401 and 842402, indicate that the campus president shall require that auxiliary
organizations operate in conformity with policy of the Board of Trustees and the campus. One of the
objectives of the auxiliary organizations is to provide fiscal procedures and management systems that
allow effective coordination of the auxiliary activities with the campus in accordance with sound
business practices. Thisincludes strong controls over fixed assets.

The Foundation director of administration indicated that fixed asset processes were delayed as a result
of the conversion to a new accounting system.

When property inventory control procedures are inadequately documented, there is an increased risk
that property will be lost or stolen.

Recommendation 49
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We recommend that:

a. fixed assat policies and procedures be revised and submitted for the approval of the board of
directors;

b. reconciliation and tagging of fixed assets be brought current; and

c. theannual physical inventory of fixed assets be resumed.

Campus Response

We concur. A revised Fixed Asset Policy will be submitted to the Foundation’s Board for approval,
and tagging, inventory, and reconciliation will be brought current, by February 28, 2001.

INVESTMENTS

Interna controls over investments were not adequate.

We found that duties were not adequately segregated, as the systems administrator performed al of the
following:

reconciled investment accounts to the general ledger;

prepared routine entries to the investment account, as well as adjustments based on the investment
reconciliation;

prepared cash flow analysis to determine fund availability;

evaluated investment performance and recommended investment transactions to the director of
administration; and

executed investment transactions in the director of administration’s absence with prior written
approval.

In addition, we found that:

the reconciliation of investment accounts to the genera ledger, prepared by the systems
administrator, was not documented; and

written policies and procedures have not been established for the process of selecting an investment
advisor.

Title 5, 842401 and 842402, indicate that the campus president shall require that auxiliary
organizations operate in conformity with policy of the Board of Trustees and the campus. One of the
objectives of the auxiliary organizations is to provide fiscal procedures and management systems that
allow effective coordination of the auxiliary activities with the campus in accordance with sound
business practices. Sound business practice mandates that adequate segregation of duties be
maintained, that review, analysis and reconciliation of key general ledger accounts be sufficiently
documented, and that written policies and procedures be in place for the selection of investment
advisors.
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The Foundation director of administration acknowledged that internal controls could be improved, but
believed the limited number of staff within the SFUSUF made it difficult to segregate all duties
surrounding investments.

Inadequate separation of duties increases the risk that errors and irregularities will not be detected
timely.

Recommendation 50

We recommend that the Foundation improve internal controls over investments and document its
reconciliation of investment accounts.

Campus Response

We concur. The Foundation will improve existing internal controls and reconciliation documentation
for the investment accounts by February 28, 2001.

PROCUREMENT PROCESS

Procurement policies and procedures were not fully documented.
We found that:

vendor selection process was not specified or clearly documented;

responsibilities for verifying contract provisions were not clear;

integration of campus receiving services was not agreed upon;

prohibited purchases/purchasing practices were not identified; and

procedures for business credit cards did not indicate specific dollar limits, permitted uses, or
describe actions that would be taken in the event of misuse.

Education Code 889900 and Title 5 842403 require that sufficient operating procedures be established
by the auxiliary to allow the campus president (or designee) to ascertain that all expenditures are in
accordance with policies of the CSU Trustees, including the propriety of al expenditures, and integrity
of financial reporting.

Title 5, 842401 and 842402, indicate that the campus president shall require that auxiliary
organizations operate in conformity with policy of the Board of Trustees and the campus. One of the
objectives of the auxiliary organizations is to provide fiscal procedures and management systems that
allow effective coordination of the auxiliary activities with the campus in accordance with sound
business practices. Thisincludes adequate documentation of procurement policies and procedures.

The Foundation Director of Administration indicated that existing policies and procedures had not been
fully developed and a written agreement for receiving services should be devel oped between the campus
and Foundeation.
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Interna controls are compromised when policies and procedures concerning procurement are not fully
documented and communicated to auxiliary and campus personnel.

Recommendation 51

We recommend that Foundation more fully develop written procurement policies and procedures,
including purchasing and receiving functions and responsibilities.

Campus Response

We concur. The Foundation will improve existing written policies and procedures with regard to
purchasing and receiving functions and responsibilities by February 28, 2001.

TRAVEL ADVANCES

Controls over travel advances were not sufficient.
We found that:

travel advances were not timely recorded as areceivable; and
an aging report was not maintained current for amounts outstanding.

Title 5, 842401 and 842402, indicate that the campus president shall require that auxiliary
organizations operate in conformity with policy of the Board of Trustees and the campus. One of the
objectives of the auxiliary organizations is to provide fiscal procedures and management systems that
allow effective coordination of the auxiliary activities with the campus in accordance with sound
business practices. This includes ensuring that the Foundation maintains an aging schedule to track
outstanding advances.

The Foundation director of administration acknowledged the oversight and indicated that corrective
measures would be taken. He aso indicated, however, that a conversion to a new accounting system
was responsible for atemporary reduction in control.

Therisk of errors or misappropriation increases when cash advances are not properly controlled.

Recommendation 52

We recommend that:

a. travel advances be recorded as areceivable; and

b. anaging report be maintained for al outstanding amounts.

Campus Response

We concur. The Foundation is recording travel advances as receivables, and will be automating an
aging report by February 28, 2001.
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DEPOSIT OF FUNDS

Controls over the identification and timeliness of deposits needed to be strengthened.
We found that:

Funds received by campus personnel, including development and campus program sources, were
not always forwarded to the Foundation for deposit in atimely manner.

Funds received at the Foundation from campus personnel were not aways identified as to the
specific source of the funds or revenues, and documentation evidencing the source of the funds was
not provided on aroutine basis.

Title 5, 842401 and 842402, indicate that the campus president shal require that auxiliary
organizations operate in conformity with policy of the Board of Trustees and the campus. One of the
objectives of the auxiliary organizations is to provide fiscal procedures and management systems that
allow effective coordination of the auxiliary activities with the campus in accordance with sound
business practices. Sound business practice mandates that deposits received be clearly identified and
deposited in atimely manner.

Education Code § 89903 states that no auxiliary organization shall accept any grant, contract, bequest,
trust, or gift, unlessit is so conditioned that it may be used only for purposes consistent with policies of
the trustees.

The Foundation director of administration indicated that the cash transmittal form requires information
on the source of funds, but it needs revision to require more explicit information.

When funds are not properly identified or deposited in a timely manner, there is an increased risk that
they will be misappropriated.

Recommendation 53

We recommend that the Foundation and the campus strengthen standards and practices to ensure that
deposits are properly identified and made in atimely manner.

Campus Response

We concur. The Foundation will work with the campus to strengthen and communicate deposit
standards by February 28, 2001.
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UNRELATED BUSINESS INCOME TRACKING (UBI)

The Foundation had not accounted for and tracked UBI in a sufficient manner.

The Foundation leased campus land for use as a regiona Enterprise-Rent-A-Car agency. The
Foundation neither filed an IRS 990T nor identified UBI from this |ease arrangement.

IRC 8512 through 8514 describe UBI. The IRC defines an unrelated trade or business of an exempt
organization as any trade or business, the conduct of which is not substantially related to the exercise
or performance of its tax-exempt purpose. The organization’s tax-exempt status may be jeopardized if
too large a proportion of an organization’'s revenue comes from UBI.

The Foundation Director of Administration indicated that business operations are tracked in separate
accounts which are reviewed annually by the Foundation’s external audit firm; the firm has not advised
that it has been necessary to file a Form 990-T to date.

Failure to report taxable income subjects the Foundation to potential financial penalties from the IRS.
Recommendation 54

We recommend that the Foundation reexamine its business operations for UBI and file UBI tax returns
as appropriate.

Campus Response

We concur. The Foundation will work with its tax accounting firm to review all of its commercia
activities by February 28, 2001 to ensure continued tax compliance reporting.

REVIEW OF INSURANCE

Decisions as to the appropriate level of insurance coverage to be maintained by the Foundation were
not subject to the review and approval of the board of directors.

Title 5, 842401 and 842402, indicate that the campus president shall require that auxiliary
organizations operate in conformity with policy of the Board of Trustees and the campus. One of the
objectives of the auxiliary organizations is to provide fiscal procedures and management systems that
allow effective coordination of the auxiliary activities with the campus in accordance with sound
business practices. Sound business practice mandates that insurance coverage maintained by an
auxiliary be subject to the review and approval of the auxiliary board of directors.

The Foundation director of administration indicated that insurance coverage has aways met or
exceeded the minimum required by the CSU. He further indicated that coverage is reviewed by the
director and executive director of the Foundation but has not been subject to review by the board of
directors.
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Without the oversight of the board of directors, decisions may not be made in the best interest of the
auxiliary organization.

Recommendation 55

We recommend that the Foundation implement procedures for the review and approval of insurance
coverage by the board of directors.

Campus Response
We concur. The Foundation has aready implemented an insurance review as part of its annual budget

preparation and approval process. At its June 2000 meeting, the Foundation Board approved insurance
coverage levels.
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SFSU
STUDENT CENTER

PROCUREMENT PROCESS
Procurement policies and procedures had not been fully documented.

Written purchasing and receiving policies and procedures had not been adequately developed. Such
procedures should include:

vendor selection processes,
verification of legal and contract provisions; and
definition of prohibited purchases/purchasing practices.

Title 5 842401 requires auxiliaries to provide fiscal procedures and management systems that allow
effective coordination of the auxiliary activities with the campus in accordance with sound business
practices.

The Student Center managing director indicated that the polices and procedures were in need of review
and revision.

Internal controls are compromised when policies and procedures concerning procurement are not fully
documented and communicated to auxiliary and campus personnel.

Recommendation 56

We recommend that the Student Center develop written procurement policies and procedures, including
purchasing and receiving functions and responsibilities.

Campus Response

We concur. Present procurement processes are based on campus procedures. The Center will update
and document its procurement policies and procedures, delineating purchasing and receiving functions
and responsibilities, and including vendor selection processes, verification of legal and contract
provisions and definition of prohibited purchases/purchasing practices. Draft policies and procedures
will be completed no later than March 29, 2001 for Governing Board approva at the April 2001
meeting.
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DISBURSEMENTS
Written disbursement polices and procedures had not been compl eted.

Title 5 842403 (c) states that funds of an auxiliary organization shall be used for purposes consistent
with Board of Trustees and campus policy.

Education Code §89904 states that all expenditures and fund appropriations of auxiliary organizations
described in 889903 shal be approved by the governing board of the auxiliary organization.
Appropriations of funds for use outside of the normal business operations of the auxiliary organization
shall be approved in accordance with trustee policy and regulations by an officer designated by the
trustees.

Education Code 889900 (b) states that the president of that state university shall be responsible for
ascertaining that all expenditures are in accordance with policies of the trustees, the propriety of al
expenditures, and the integrity of the financia reporting made by auxiliary organizations.

The Student Center managing director acknowledged that a policy had not been fully developed in this
area. The campus auxiliary accounting manager indicated that written procedures for the accounts
payable function were in the process of being completed.

If policies and procedures are not properly developed, documented, and communicated to employees,
internal controls can be compromised and inappropriate expenditures can be made.

Recommendation 57
We recommend that Student Center disbursement policies and procedures be written.
Campus Response

We concur. Auxiliary Accounting has documented the disbursement procedures used for the Student
Center.

REPORTING OF UNAUTHORIZED ACTS

The Student Center did not appropriately report an instance of fraud.

A fraud involving the Student Center’s municipal transportation passes program was not reported to
the campus president or the Chancellor’s Office.

During October and November 1999, the Student Center incurred a financial loss of approximately
$11,200 resulting from the theft of cash and municipal transportation tickets. The campus police report
states that an estimated $10,700 in tickets and $500 in cash were stolen. The theft was reported to the
campus police and the Student Center governing board.

Auxiliary Organizations/San Francisco State University/Report No. 00-49
Page 61



OBSERVATIONS, RECOMMENDATIONS, AND CAMPUS RESPONSES

Campuses are required to notify the Chancellor within 24 hours of al cases of actual or suspected
theft, defalcation, or fraud. Notifying the Chancellor applies equally to state and non-state (including
auxiliary organization) funds. Such notification shall aso be made to both the Executive Vice
Chancellor/Chief Financial Officer and the University Auditor.

The Student Center managing director stated that the theft was immediately reported to the campus
police and an investigation file was opened. He assumed that these actions were sufficient to meet the
reporting requirement and no other separate reporting was made to the campus president or the
Chancellor’s Office.

Untimely reporting of thefts and irregularities is contrary to CSU policy and could result in future
losses and embarrassment to the campus and central administration.

Recommendation 58
We recommend that the Student Center:

a. filethe appropriate reports with the campus president and the Chancellor’ s Office;
b. describein detail the measures taken to prevent similar thefts from occurring in the future; and
c. develop written policies and procedures for reporting unauthorized acts in atimely manner.

Campus Response

We concur. Appropriate reports will be filed with the campus president in January 2001. The report
will include measures taken to prevent smilar occurrences. Written policies and procedures for
reporting unauthorized actsin atimely manner will be finalized by January 26, 2001.

UNCLEARED COLLECTIONS
An uncleared collections account was not used to deposit unidentified cash receipts.

The practice of the Student Center accounting office has been to hold checks until they could be
properly identified.

Title 5, 842401 and 842402, indicate that the campus president shall require that auxiliary
organizations operate in conformity with policy of the Board of Trustees and the campus. One of the
objectives of the auxiliary organizations is to provide fiscal procedures and management systems that
allow effective coordination of the auxiliary activities with the campus in accordance with sound
business practices. This includes depositing receipts on a daily bass, if practicable. When the
disposition of funds is not readily apparent, an uncleared collection account should be used.

The Student Center accounting manager indicated that only on rare occasions have receipts not been
readily identifiable. She further indicated that Student Center has been reluctant to cash checks that
may belong to other entities such as the campus.
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Withholding receipts from deposits increases the risk that funds will be misappropriated.
Recommendation 59

We recommend that the Student Center use an uncleared collections account for recording all
unidentified receipts.

Campus Response

We concur. Auxiliary Accounting has identified an account control for this purpose. Written
procedures for processing unidentified cash receipts will be completed no later than February 16, 2001.

INVESTMENTS

Internal controls over investments were in need of improvement.

We found that oversight of the investment portfolio was not adequately segregated. Investment
decisions and analysis were at the discretion of the managing director after discussion with the fund
manager (investment broker). In addition, statements for the investment accounts were delivered
directly to the managing director, rather than the individual who prepared the reconciliation.

Title 5, 842401 and 842402, indicate that the campus president shall require that auxiliary
organizations operate in conformity with policy of the Board of Trustees and the campus. One of the
objectives of the auxiliary organizations is to provide fiscal procedures and management systems that
allow effective coordination of the auxiliary activities with the campus in accordance with sound
business practices. Sound business practice mandates that adequate segregation of duties be
maintained, and that review, analysis and reconciliation of key genera ledger accounts be sufficiently
documented.

The Student Center managing director indicated that the review of investment recommendations by the
fund manager and analysis of fund activity have been solely his responsibility since the fiscal manager
position became vacant approximately two years ago.

Inadequate separation of duties increases the risk that errors and irregularities will not be detected
timely.

Recommendation 60

We recommend that the Student Center segregate the duties or initiate mitigating controls over
investments.

Campus Response

We concur. As of August 2000, the investment broker is mailing two separate statements for the
investment account. One statement is being delivered directly to Auxiliary Accounting, which prepares
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the reconciliation, and the other is delivered to the Managing Director. As of the first quarter of 2000
(July-September) the Managing Director is submitting quarterly statements on the prior quarter’s
investment activity and performance analysis, and will be submitting an annua report on the
distribution of interest earnings, realized and unrealized earnings, and administrative charges, to the
Budget Committee of the Governing Board.

FIXED ASSETS
Student Center’s policies and procedures concerning fixed assets were insufficient.
We found that:

draft fixed asset policies and procedures dated January 10, 1996 had not been approved by the
Student Center governing board;

draft procedures did not address the disposa of lost, missing or obsolete inventory. In addition,
said procedures did not address the handling of state owned equipment (i.e. Type Il), contral of
equipment taken offsite (i.e. digital cameras, laptops etc.) or the reconciliation of property
inventory records to the general ledger;

each department was responsible for its own purchases, tags its own equipment, and performs its
own annual inventory without periodic independent checks;

equipment was not tagged or entered into the fixed asset database in atimely manner. Our review
indicated that the last entry into the database was made in March 1998; and

equipment did not appear to be tagged in sequential order.

Title 5 842401 requires auxiliaries to provide fiscal procedures and management systems that allow
effective coordination of the auxiliary activities with the campus in accordance with sound business
practices. Sufficient control of fixed assetsis required.

The Student Center managing director acknowledged that improvements were needed in the control of
fixed assets and indicated that corrective measures would be taken.

When property inventory control procedures are not adequately documented, there is an increased risk
that property will be lost or stolen.

Recommendation 61

We recommend that the Student Center develop and implement written property inventory control
procedures which address:

a. arevison of current fixed asset policies and procedures, including approva by the board of
directors;

b. periodic independent checks of department inventory; and

c. a methodology to ensure that fixed assets are properly tagged and entered into the fixed asset
database in atimely manner.
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Campus Response

We concur. As of October 2000, the Center’s inventory database is current and equipment is being
tagged in sequentia order. A revision of the current fixed asset policies and procedures will include
methodology to ensure that: 1) Fixed assets are properly tagged and entered into the fixed asset
database in a timely manner; 2) periodic independent checks of department inventories are conducted;
3) Procedures addressing the disposal of lost, missing or obsolete inventory are documented; 4) The
handling of state owned equipment is addressed; and 5) Procedures are documented controlling the use
of equipment offsite. A draft of the revised policies and procedures will be completed no later than
February 26, 2001 for Governing Board approval during the March 2001 meeting.

DEBIT CARD PROCEDURES
Controls over debit card usage were insufficient.

The Student Center maintained one debit card, which was issued to the managing director and used
mainly for travel-related expenditures, as well as entertainment expenses and contract services. Our
review noted the following:

written policies and procedures had not been established for debit card usage;

debit charges were drawn against funds held in a money market account with the Student Center’s
investment broker, rather than the account normally used for operating expenditures; and

the money market account was replenished through check requisitions submitted to campus
auxiliary accounting. However, requisitions were not awaysfiled in atimely manner.

Title 5, 842401 and 842402, indicate that the campus president shall require that auxiliary
organizations operate in conformity with policy of the Board of Trustees and the campus. One of the
objectives of the auxiliary organizations is to provide fiscal procedures and management systems that
allow effective coordination of the auxiliary activities with the campus in accordance with sound
business practices. Sound business practice mandates that significant procurement processes be
supported by current policies and procedures.

The Student Center managing director acknowledged that procedures were needed for debit card usage.
He also indicated that having funds drawn from the money market investment account rather than the
operating account has worked well and has proven to be cost effective.

The potential for debit card misuse is increased when proper controls have not been established.
Recommendation 62

We recommend that policies and procedures be established for debit card usage, which include:
specific dollar limits per transaction;

allowable versus prohibited types of expenditures;

independent review and authorization of all debit card purchases; and
submittal of original or certified documentation as support for disbursement in atimely manner.

o0 T
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Campus Response

We concur. The Center has only one debit card that is used only for travel accommodations (hotel, air
fare and car rental) or emergency purchases. Documentation of procurement procedures will be
revised to include policies and procedures for debit card usage. The procedures will address limits per
transaction, allowable versus prohibited types of expenditures, review and authorization of purchases,
and timeliness of submittals. The policies and procedures will be forwarded as part of the procurement
revisions mentioned in response to recommendation 56.

PERSONNEL AND PAYROLL

Personnel and payroll policies and procedures regarding employee termination processes and
authorized signatories needed to be improved.

We found that:

clearance forms did not include a prompt (including transfer of accountability) to ensure that
employees return equipment or repay outstanding salary or payroll advances; and

afile of current and past approved signatures of department personnel authorized to submit payroll
transaction forms was not maintained.

Title 5, 842401 and 842402, indicate that the campus president shall require that auxiliary
organizations operate in conformity with policy of the Board of Trustees and the campus. One of the
objectives of the auxiliary organizations is to provide fiscal procedures and management systems that
allow effective coordination of the auxiliary activities with the campus in accordance with sound
business practices. Sound business practice mandates that clearance procedures include a verification
that al amounts owed are collected and that all valuable property is returned. Additionally, a current
and historic record of all personnel authorized to approve personnel and payroll must be maintained,
including management’s signed delegation of authority, a specific description of authority, and the
beginning and ending dates of that authority.

The Student Center managing director acknowledged the oversight and indicated that corrective
measures would be implemented.

When adequate signature authorization records are not maintained and an insufficient employee
clearance process is used, thereis an increased risk of unauthorized transactions.

Recommendation 63
We recommend that the Student Center expand the scope of clearance forms to ensure that equipment
is returned and outstanding advances are repaid, and maintain a file of current and past signatories

authorized to approve payroll transactions.

Campus Response
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We concur. Effective January 19, 2001, clearance forms will be revised to include:

1. sign off by managers/supervisors that verifies equipment has been returned,

2. dgn off by Auxiliary Accounting verifying any outstanding advances and repayment of same.
Additionally, payroll procedures will be revised to include maintenance of a signature file of
current and past personnel authorized to approve payroll transactions.

PETTY CASH

Student Center petty cash uses were overly broad and independent reconciliations of fund balances
were infrequent.

We found that:

cash receipts were routinely used to replenish the petty cash fund;

petty cash funds were inappropriately used to redeem food vouchers;

independent counts of the petty cash and safe funds were only conducted on an annua basis; and
routine safe counts were not conducted by the Student Center accounting office.

Title 5, 842401 and 842402, indicate that the campus president shall require that auxiliary
organizations operate in conformity with policy of the Board of Trustees and the campus. One of the
objectives of the auxiliary organizations is to provide fiscal procedures and management systems that
allow effective coordination of the auxiliary activities with the campus in accordance with sound
business practices. Thisincludes adequate controls over petty cash.

The Student Center managing director indicated that replenishing the petty cash fund through deposit
receipts was done as a matter of convenience. He aso indicated that the annua counts conducted by
campus auxiliary accounting were thought to be sufficient.

The risk of errors or misappropriation increases when petty cash and safe/change funds are not
properly controlled.

Recommendation 64

We recommend that:

petty cash funds be replenished through the check requisition process,
petty cash funds only be used for their intended purposes,

petty cash and change funds be subject to more frequent unannounced independent counts; and
regular safe counts are performed by the Student Center accounting office.

o0 o

Campus Response

We concur. Asof August 2000 the petty cash fund is replenished through a check requisition and food
vouchers are no longer redeemed through the fund. Independent counts of the petty cash and safe funds
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are now being conducted approximately every two months. Counts were done in September and
November 2000 and a third count will be done in early January 2001. Beginning in December 2000,
the Student Center accounting staff will be performing safe counts on a regular basis (approximately
once every two weeks).

TRAVEL ADVANCES
Travel advance policies and procedures were in need of improvement.

We found that travel advances were expensed, receivables were not recorded to the general ledger, and
outstanding advances were not included on an aging report for management’s review. In addition,
although the campus travel policy is used as a guide by the Student Center, the policy has not been
formally adopted by the Student Center governing board.

Title 5, 842401 and 842402, indicate that the campus president shall require that auxiliary
organizations operate in conformity with policy of the Board of Trustees and the campus. One of the
objectives of the auxiliary organizations is to provide fiscal procedures and management systems that
allow effective coordination of the auxiliary activities with the campus in accordance with sound
business practices. Thisincludes strict control over advances to employees.

The Student Center managing director and the campus auxiliary accounting manager acknowledged the
oversight and indicated that corrective measures would be taken.

Therisk of errors or misappropriation increases when cash advances are not properly controlled.

Recommendation 65

We recommend that:

a. travel advances be recorded as a receivable and that an aging report be maintained for al
outstanding amounts; and

b. atravel policy be formally adopted by the Student Center Governing Board.

Campus Response

We concur. Effective December 1, 2000, Auxiliary Accounting will record travel advances as

receivables and an aging receivables report will be generated with each payroll cycle (semi-monthly).

The travel policy will be presented to the Governing Board for formal adoption at the February 2001
meeting.
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FOOD VOUCHERS

Controls over food vouchers were not adequate.

Vouchers were used by students and non-students alike.  We found that:

pre-numbered vouchers were not used;

vouchers were inappropriately redeemed through the petty cash fund,

records were not maintained as to the number of vouchers issued on any given day; and
policies and procedures had not been established for the issuance of vouchers.

Title 5, 842401 and 842402, indicate that the campus president shall require that auxiliary
organizations operate in conformity with policy of the Board of Trustees and the campus. One of the
objectives of the auxiliary organizations is to provide fiscal procedures and management systems that
allow effective coordination of the auxiliary activities with the campus in accordance with sound
business practices. Thisincludes strict control of vouchers.

The Student Center managing director acknowledged the oversight and indicated that corrective
measures would be taken.

Misuse of food vouchers can occur when vouchers are not adequately controlled.
Recommendation 66

We recommend that policies and procedures be established for the control and use of food vouchers
issued by the Student Center.

Campus Response

We concur. Effective August 2000, policies and procedures have been established for the control and
use of food vouchers.

BOOKSTORE LEASE

The lease between the Student Center and the Bookstore expired in June 1998.

Title 5, 842401 and 842402, indicate that the campus president shall require that auxiliary
organizations operate in conformity with policy of the Board of Trustees and the campus. One of the
objectives of the auxiliary organizations is to provide fiscal procedures and management systems that
allow effective coordination of the auxiliary activities with the campus in accordance with sound
business practices. This includes maintaining current written agreements to formalize the
understanding and intentions of al parties involved.
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The Student Center managing director indicated that negotiations for a new lease are ongoing. He
further indicated that both parties have been operating on a month-by-month basis since the lease
expired.

Failure to maintain a current written agreement increases the potentia for misunderstandings and
inconsi stencies between existing contract language and the intentions of both parties.

Recommendation 67

We recommend that measures be taken to expedite the lease negotiations between the Student Center
and the Bookstore.

Campus Response
We concur. Effective November 7, 2000, the Governing Board has authorized the Chair and the

Managing Director to finalize the signing of the lease which has aready been signed and forwarded by
the Bookstore. A signed lease will be forwarded to the University by no later than January 5, 2001.

Auxiliary Organizations/San Francisco State University/Report No. 00-49
Page 70



APPENDIX A:
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Name Title

CAMPUS

Raobert A. Corrigan President

Jan Andreasen Director, Residential Administrative Services

Lin Bushart Executive Assistant to the Provost/Vice President, Academic Affairs

Vincent Cheung Accountant, Auxiliary Accounting

James Collier Vice President for University Advancement

Barbara Hubler Director, Financial Aid

Susan Keiter Financial Aid Counselor

Suzanne Michalik Manager, Auxiliary Accounting

Laureen O'Brien Executive Assistant to the Vice President for University Advancement

Don Scoble Vice President for Business and Finance

Elizabeth Small Director, Risk Management and Auxiliary Oversight

Jm Van Ness Internal Auditor

Larry Ware Associate Vice President/Controller and Director of Administration
Foundation

Burkland Wong Manager, Trust and Project Accounting

ASSOCIATED STUDENTS, INC.

Jamilia Ali AS| Business Manager
Sarah Johnson Director, Children’s Center
Peter Koo AS| Executive Director
PaulaLingle AS| Executive Secretary

FRANCISCAN SHOPS, INC. (BOOKSTORE)

Nazanin Calhoun Human Resources/Customer Service Manager
Dae Chung Manager, Textbooks

Linh Nguyen Information Systems Manager

Elsa Ramos Customer Service Supervisor

Lolita Ramos Cash Control Supervisor

Vanita Sehgal Business Manager

Robert Strong Genera Manager, Bookstore

Amber Wilson Warehouse Supervisor

Brian Zimmerman Operations Manager
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Name

Arlene Essex
Naum Korenfeld
Robert Leon
Tammie Ridgell
Linda Vadez
Leo Vdle
Anthony Victoria

STUDENT CENTER
ZoilaBaltodano

Guy Dalpe

Elan Leung

Sonya Michlin

Title

Campus Programs, Grants and Contracts Administrator
Accounts Payable Technician

Purchasing/Reception Desk

Chief Accountant

Office Manager

Systems Administrator

Lead-Support Services

Business Office Manager
Managing Director

Manager, Accounting Department
Human Resources Manager
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SCOPE

INTERNAL COMPLIANCE SCOPE

As discussed in the body of our report, we evaluated each organization’s compliance with the Education
Code and Title 5 as related to the operation of CSU auxiliary organizations.

Within the scope of our review, we included the following internal compliance considerations that were
identified during our preliminary assessment of risks related to the CSU and its oversight of auxiliaries in
determining whether:

The auxiliary performed only those functions determined by the CSU Trustees to be
appropriate for auxiliary organizations.

The auxiliary performed only those functions authorized under a written agreement
approved by the Chancellor’s Office.

The auxiliary board of directors established provisions in either the articles of
incorporation or constitution stating that, upon dissolution, net assets other than trust
funds will be distributed to a successor approved by the campus president (or designee)
and the CSU trustees.

The auxiliary board of directors adopted a congtitution and, if the auxiliary is not
incorporated, has filed a copy of the constitution with the Chancellor (or designee).

All leasing of campus facilities by the auxiliary was effected under provisions of
Education Code 889046 or other laws governing the leasing of state facilities and whether
it appropriately paid rent on space in tax-supported buildings on campus utilized by
federally sponsored projects, unless the projects were excluded from space reimbursement
requirements.

All contracts or other business arrangements involving real property were entered into with
prior approval of the campus president (or designee) and prior notification and
consultation with the CSU Chancellor (or designee).

The auxiliary board of directors met statutory requirements in size and composition.
Statutory requirements applicable to public meetings were adhered to as applicable to the
auxiliary.

The auxiliary board of directors held business meetings at least once a quarter.

The auxiliary was established by constitution, statute, bylaws or resolution, and there were
provisions for election of officers and board members.
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Sufficient operating procedures had been established by the auxiliary to allow the campus
president (or designee) to ascertain that expenditures were made in accordance with
policies of the CSU Trustees.

The auxiliary had al expenditures and fund appropriations approved by its board and
whether it had fund appropriations for use outside of normal business operations of the
auxiliary approved by an officer designated by the CSU Trustees.

The auxiliary provided full-time employees sdaries, working conditions and benefits
comparable to those provided by the CSU.

The auxiliary operated commercia services on a self-supporting basis.

The auxiliary submitted its programs and budgets for review in a timely manner as
specified by the president (or designee).

The auxiliary maintained a reasonable provision for reserves and used surplus funds from
commercia operations for purposes consistent with regulations of the CSU Trustees.

The auxiliary used indirect cost reimbursements in accordance with statutory
requirements.

The auxiliary gave loans, scholarships, stipends and grants-in-aid to currently admitted
students only.

The auxiliary accepted grants, contracts, bequests, trusts or gifts, to be used only for
purposes consistent with the polices of the CSU Trustees.

The auxiliary forwarded records of student financial assistance to the campus financia aid
office on atimely basis.

Expenditures for public relations or other purposes which would serve to augment state
appropriations for operation of the campus were approved by the governing body of the
auxiliary organization and that this policy was filed with the Chancellor (or designee).

The auxiliary had taken measures to protect the campus from all possible liability
associated with the operation of commercial services.

The auxiliary obtained indemnity bonds for officers and employees handling funds as
statutorily mandated.

Conflicts of interest statutes and regulations had been complied with, including but not
limited to the prohibition of financial conflicts of interest or personal pecuniary gains in
transactions with governing board members.

The auxiliary adopted a non-discrimination policy consistent with CSU policy.

The student body organization auxiliary deposited in trust with the chief financia officer
of the campus al student body organization fees or other funds and money under the
programmatic control of the student body organizations, except for those collected from
and used in or for major commercia services and agency funds.
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The student body organization auxiliary sufficiently enabled the chief fiscal officer of the
campus to comply with legidative mandates by recommending the most appropriate
institution or medium for investment of unexpended funds.

The student body organization auxiliary submitted appropriate claim schedules to the chief
fiscal officer of the campus after review and approval by an officer of the student body
organization.

INTERNAL CONTROL SCOPE

As to the scope of our internal control review, our focus was on the separation of duties, safeguarding of
assets and rdiability and integrity of information. The areas included were identified through a preliminary
survey and risk assessment of the operation of each auxiliary on the campus. Risks were defined as the
probability that an event or action may adversely affect the auxiliary and/or the campus.

We generally considered that duties were adequately segregated when no individua performed more than
one of the following duties: (1) receiving and depositing remittances; (2) authorizing disbursements; (3)
preparing checks; (4) operating a check signing machine; (5) comparing signed checks with authorizations
and supporting documents; (6) reconciling bank accounts and posting to the general ledger or any
subsidiary ledger affected by cash transactions; and (7) initiating, or preparing invoices.

Within our general internal control focus we considered and reviewed, as deemed appropriate based upon
our assessment of risk, the following:

Procedures for receipting and storing cash, segregation of duties involving cash receipting, and
recording of cash receipts.

Establishment of receivables and adequate segregation of duties regarding billing for and payment
of receivables.

Approval of purchases, receiving procedures and reconciliation of expenditures to general ledger
balances.

Use of petty cash funds, periodic cash counts, and reconciliation of bank accounts.

Authorization of personnel/payroll transactions.

Posting of the property ledger, regular reconciliation of the property to the general ledger, and
physical inventories.

Access redtrictions to automated accounting systems and proper documentation of the systems.
Procedures for initiating, overseeing, and accounting for investments.

Establishment of trust funds, separate accounting, adequate agreements, and annual budgets.
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STATEMENT OF INTERNAL CONTROLS
A. INTRODUCTION

Internal accounting and related operational controls established by the State of California, the CSU
Board of Trustees, and the Office of the Chancellor are evaluated by the University Auditor, in
compliance with professional standards for the conduct of internal audits, to determine if an
adequate system of internal control exists and is effective for the purposes intended. Any
deficiencies observed are brought to the attention of appropriate management for corrective action.

B. INTERNAL CONTROL DEFINITION

Internal control, in the broad sense, includes controls which may be characterized as either
accounting or operational as follows:

1. Interna Accounting Controls

Internal accounting controls comprise the plan of organization and al methods and
procedures that are concerned mainly with, and relate directly to, the safeguarding of
assets and the rdiability of financial records. They generally include such controls as the
systems of authorization and approval, separation of duties concerned with record keeping
and accounting reports from those concerned with operations or asset custody, physica
controls over assets, and personnel of a quality commensurate with responsibilities.

2. Operational Controls

Operational controls comprise the plan of organization and al methods and procedures
that are concerned mainly with operational efficiency and adherence to managerial policies
and usually relate only indirectly to the financia records.

C. INTERNAL CONTROL OBJECTIVES

The objective of internal accounting and related operational control is to provide reasonable, but
not absolute, assurance as to the safeguarding of assets against loss from unauthorized use or
disposition, and the reliability of financia records for preparing financial statements and
maintaining accountability for assets. The concept of reasonable assurance recognizes that the
cost of a system of internal accounting and operationa control should not exceed the benefits
derived and also recognizes that the evaluation of these factors necessarily requires estimates and
judgment by management.
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D. INTERNAL CONTROL SYSTEMSLIMITATIONS

There are inherent limitations that should be recognized in considering the potential effectiveness
of any system of internal accounting and related operational control. In the performance of most
control procedures, errors can result from misunderstanding of instruction, mistakes of judgment,
carelessness, or other persona factors. Control procedures whose effectiveness depends upon
segregation of duties can be circumvented by collusion. Similarly, control procedures can be
circumvented intentionally by management with respect to the executing and recording of
transactions. Moreover, projection of any evaluation of internal accounting and operational
control to future periods is subject to the risk that the procedures may become inadequate because
of changes in conditions and that the degree of compliance with the procedures may deteriorate. It
is with these understandings that internal audit reports are presented to management for review and
use.



