FREQUENTLY ASKED QUESTIONS

California State University

Office of the Chancellor

August 2005 Computer Security Breach

HOW WAS MY PERSONALLY IDENTIFIABLE DATA POTENTIALLY COMPROMISED?

On Monday, August 15, 2005, computers at the California State University Office of the Chancellor were infected with a computer virus.  In the short time between when the virus was detected and the fix (or patch) was deployed, monitoring indicated that the computer assigned to a financial aid administrator may have experienced unauthorized access. The names and Social Security Numbers of 152 individuals who received financial aid, and the names and Social Security Numbers of two financial aid administrators, were included in the files on the computer.

WHY WAS MY INFORMATION ON THAT PARTICULAR COMPUTER?

The computer in question is used by an employee who routinely works with records related to the receipt of student financial aid and the administration of student financial aid programs.  While files do not typically have names associated with identification numbers, there were a limited number of working files associated with reviews of CSU financial aid policies and programs that contained names and Social Security Numbers.

DO YOU KNOW IF MY INFORMATION WAS STOLEN?

There is no evidence that any of the information housed on this computer was accessed or that any identity theft has occurred.  However, out of caution, and because of the potential that your information was accessed by unauthorized persons, you are being informed of the incident in accordance with California law.

WHAT SHOULD I DO?

CSU cannot advise you what to do.  However, we recommend that you initiate a free fraud alert with one of the credit bureaus as detailed in the letter sent with this question-and-answer sheet. Should you notice unauthorized charges or accounts opened in your name, consider reporting the incidents to a law enforcement agency.

WILL CSU PAY FOR ADDITIONAL CREDIT CHECKS?

No.  Subsequent credit checks, should you decide they are in your best interest, are an individual responsibility.  

WHAT IS CSU DOING TO PREVENT THIS PROBLEM FROM REOCCURING?

The CSU Chancellor’s Office is in the process of strengthening procedures for storage of unencrypted, personally identifiable data on all computers and servers.

WILL I HEAR ANYTHING ELSE FROM THE CSU REGARDING THIS INCIDENT?

CSU will not contact you further about this incident. Any call claiming to be from CSU and asking you for follow-up information, such as a verification of your Social Security Number or account information, should be treated with suspicion.

